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Relevance of AML and 
combating illicit money 
flows to the WBG
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What does the WBG do? And why should IAD be vigilant about 
AML and combating illicit money flows?
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Although the WBG institutions are not typical financial institutions,  a large amount of funds flow through 
them in various dimensions of their activities

Operations

- lending, grants, private 
sector investments, 

advisory, and political risk 
insurance guarantees

Corporate Procurement

is responsible for 
coordinating and 

overseeing the sourcing 
strategy, selection, and 

contract execution for over 
130 Bank offices around 

the globe. 

Treasury

manages liquid assets and 
raises funds from capital 

markets

Receipt of funds from 
donors 

In addition to sovereign 
governments, there is an 

increase of receipt of 
funds from non-traditional 

donors like Foundations 
etc.

AML 
Touch 
Points

Through the International Bank for 
Reconstruction and Development (IBRD), we 
lend to governments of developing countries, 
and provide financing through trust fund 
partnerships across multiple sectors and 
developing regions.

Through the International Development 
Association (IDA), we provide interest-free 
loans and grants to governments of the 
poorest countries. 

Through the International Finance 
Corporation (IFC) we finance investment, 
mobilize capital in international financial 
markets, and provide advisory services to 
businesses and governments.

Through the Multilateral 
Investment Guarantee Agency 
(MIGA) we offer political risk 
insurance (guarantees) to 
investors and lenders.



Risks to the WBG
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AML and combating illicit money flows - Risks to the WBG
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It is important to distinguish Fraud and Corruption risks ie the risk that WBG funds may not all be used for intended
purposes, from the risk of AML. It is highly possible that the counterparty is fair in its dealings with the WBG, all
WBG funds are used for intended purposes, and the counterparty gains credence from its legitimate dealings with
the WBG, however that enables it to be a conduit for illicit money flows.

WBG receives 
funds for 

development

The risks to the WBG stem from the question – how well do we know our counterparties?
Both the donors and the recipients?

WBG invests/ grants 
funds for development 

or procurement

Non-
traditional 

donors

Recipient of
WBG
Funds

WBG Treasury 
raises funds 
from capital 
markets

WBG Treasury 
manages liquid 
assets



WBG Framework for 
combating AML
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AML and combating illicit money flows - IBRD
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1. Screening of recipients of Bank funds, such as vendors, loans/IDA credits/grant recipients, and staff, against
the sanctions lists of the United Nations Security Council, the U.S. Office of Foreign Assets Control, and the HM
Treasury (which is the UK’s Economics and Finance Ministry).
2. Amendment of the Bank’s procurement and consultant guidelines, as well as its loan agreements, to permit

the Bank to declare as ineligible, payments made to individuals and entities identified by a Resolution of the
United Nations Security Council as complicit in terrorist acts.

The Bank conducts AML/CFT due diligence to ensure that business counterparts for transactions relating to its
internal operations are screened against sanctions lists maintained by:

1. The United Nations Security Council Committee (the UN list)

2. The Office of Foreign Assets Control (OFAC) in the U.S. Department of Treasury pursuant to U.S. Executive
Order 13224 (the US list)

3. The HM Treasury -- which is the UK’s Economics and Finance Ministry -- (the U.K. list)

4. The European Commission (the EU list)

If a verified match is found against the US, UK or EU lists, the World Bank Controller coordinates an investigation of
the transaction. The investigation includes consultation with appropriate managers and units across the Bank such
as Legal, General Services Department, Operations Policy, HR, the country office, and the VPs of the affected units
to determine the appropriate resolution given the Bank’s anti-terrorist financing policy and applicable legal
obligations.

Currently, the responsibility for ensuring that the Bank has an effective AML/CFT program for its internal operations
has been delegated to the Controller’s Vice Presidency, and the Bank is in the process of revising its AML systems.

IBRD’s AML Directive



AML and combating illicit money flows – IFC IDD requirements
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IFC’s AML/CFT due diligence requirements apply to clients that are financial institutions and certain non-financial
businesses that may be exposed to money laundering or terrorism financing. In general, these clients are present
in financial markets projects.

1. Financial Institutions
Staff members dealing with financial institutions are required to assess the adequacy and effectiveness of a
financial institution’s AML/CFT procedures and controls. AML/CFT due diligence must be performed according to a
five-step approach outlined in their procedures. This due diligence covers the assessment of a client’s AML/CFT
controls, mitigating steps in case of deficient controls, and portfolio supervision.

2. Non-Financial Businesses
Some non-financial businesses provide services that can be abused for money laundering and terrorist financing
(for example, mobile phone companies offering remittances and designated non-financial businesses such as
casinos). For any business providing fund transfers, staff must evaluate whether the company should have an
AML/CFT program and conduct AML/CFT due diligence.

IFC’s AML Directive



AML and combating illicit money flows – IFC Framework
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This is a snap-shot of IFC’s intranet site - IFC provides a suite of industry practices to its staff to address AML customized 
based on its product offerings.



AML and combating illicit money flows - MIGA
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MIGA’s Integrity Due Diligence (IDD) Procedure is a framework for identifying and documenting the potential risks
associated with unethical and illegal activities that may include environmental, social, and financial crime issues
such as corruption, fraud, and money laundering.

MIGA’s AML Directive

Information gathered and analyzed 
as part of the Early Screening Memo 

(ESM)

IDD conducted after the ESM as part 
of the underwriting

Resources used include: 1) World Bank Resources: Listing of Ineligible Firms & Individuals; Listing of Temporarily Suspended Firms and Individuals; WB-
INT Company Risk Profile; IRIS Documentation; Worldwide Governance Indicators (WGI)2) Country/Business Information: Transparency International; 
eStandards Forum; PricewaterhouseCoopers Anti-Money Laundering Reference Guide; Global Integrity Report; World Bank Governance Reports; 
DataGov - Tracking and analyzing governance; Know Your Country; US Excluded Parties List System; Bloomberg Business Week - Listing of Companies 3) 
Global and Local News Resources: Google News; Google News Archive; Google News Timeline; Factiva; Lexis Nexis; Transparency International: 
Corruption in the News; The Paper Boy; Google Translated Search.4) People, Address, Domain Verification Resources: Zoominfo; Spokeo; Yauba; 
Domain Check; DNSstuff; Pipl ; 123people; Your Open Book; Trackle; Radaris; Wikileaks; UN Global Compact 5) Geographic Verification Resources: 
Google Maps; Bing Maps 6) Proprietary Database/Investigative Resources: World Compliance; Dun & Bradstreet; Transnationale; Dow Jones Risk and 
Compliance 7)Social Media Resources: Twitter; Technorati; Ice Rocket; Facebook; Linked In.

MIGA IDD Procedure involves two phases

Pre-ESM IDD work will include a review of the project structure and project process, and the identification of those
partners and contacts to be examined and, depending on the sufficiency and content of information available at
this stage, make a preliminary assessment of the level of scrutiny warranted, specifically Level I, II, or III.



IAD’s Past and Current 
engagements in this area
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How does IAD cover AML at the WBG?
IAD’s Past, Current and Future engagements in this area

IAD has had several meaningful engagements that have covered AML 

In the past, IAD conducted audits of

IBRD and MIGA Anti-Money Laundering/Combating the Financing of Terrorism Activities to assess compliance with the
relevant Financial Action Task Force (FATF) recommendations adopted in 2004. Since then, IAD has touched on this
issue through various engagements such as the audits of IFC and MIGA’s Integrity Due Diligence (IDD).

IAD has also covered various aspects of this issue through the audits of the Bank’s Risk Management in Financial
Intermediary Lending Projects, and Bank's Operational Framework for using INT Investigation Results in Bank funded
projects.

Currently

IAD is finalizing an Advisory Review of WBG’s Management of Risks Associated with Civil Society Organizations (CSO)
Relationships, and touched integrity issues in this engagement. Based on our assessment of the Bank’s and IFC’s due
diligence processes, the current state of the maturity model of their screening processes was identified, and
opportunities for improvement identified.
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(i)    Helping strengthen WBG 
Corporate Processes against illicit 
financing and AML

(ii) Helping strengthen WBG 
Operations against illicit 
financing and AML

Internal Audit is 
involved in AML 
in two distinct 
ways:

IAD’s core remit is to provide assurance on control design and effectiveness. However, IAD is actively supporting
Senior Management by increasing its advisory engagements to support WBG’s commitment towards AML and
combating illicit financing.



IAD’s impact in this area
- Examples from IAD’s 
engagements
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1. Issue raised in the audit of Bank’s operational framework for using 
investigation results in Bank funded projects
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In the course of the audit, IAD raised a High rated issue regarding the searchability of the Company Risk
Profile Database.

After IAD raised this issue, Management took this issue very seriously and studied various options for improving
the effectiveness and efficiency of the existing sanction screening system, which covered various databases, then
decided to replace it with a leading vendor system.



1. Issue raised in the audit of Bank’s operational framework for using 
investigation results in Bank funded projects (continued)
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Impact of IAD’s work:

The Controller’s office led the procurement and worked closely with the World Bank Operational Policy unit,
Treasury and Information Technology systems. All stakeholders met with the vendor and prepared implementation
plans, while the vendor has started configuring the new system for implementation. The new system will address
the lack of “fuzzy logic” mechanisms by having enhanced screening logic to identify hits and reduce the number of
false positives.



2. Bank’s Risk Management in Financial Intermediary Lending Projects
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IAD raised an issue about the
Bank requirements for the
Screening of Debarred Firms
and Individuals by Financial
Institutions. The Bank’s
requirements for integrity
screening by financial
intermediaries had been
inconsistent.

In addition, a possible lack of
awareness by intermediaries on
the Bank’s anti-corruption
standards was highlighted as the
Bank’s Anti-Corruption
Guidelines (ACGs) in Project
Operational Manuals were not
consistently referenced in
project operational manuals.

Management committed to update the FIL Guidance Note to clarify that:
(i) referencing the listing of the Bank’s Debarred & Cross-Debarred Firms & Individuals in project documents is a

Good Practice; and
(ii) ACGs are part of the legal obligations of Bank-financed operations, and will encourage the Good Practice of

referencing the ACGs in the project documents.



3. Audits of IFC and MIGA’s IDD
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IAD raised an issue about quality of the database used to vet IFC client data.   

IAD has a robust follow-up process which led to IFC initiating a series of system 
changes to support the organization’s client focus, and overall organizational 
effectiveness.

IFC rolled out an on-line corporate-wide Client Relationship Management tool 
as well as an integrated platform for investment staff known as iPortal, to 
provide a complete picture of IFC’s interactions with its partners.

IFC’s Partner Quality Improvement Program (PQIP) 
strengthened the quality of IFC’s partner records through a new 
certification process in order to support these initiatives, and to 
improve the accuracy and completeness of its underlying 
partner data. 



4. Advisory Review of WBG’s Management of Risks Associated with Civil 
Society Organizations (CSO) 
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IAD has covered aspects of AML and combating illicit financing through various engagements, both assurance and
advisory. That coupled with a robust follow-up of its recommendations, often requiring the coordination of various
Bank Group units, has led to the implementation of improved processes and controls in helping the WBG cover AML.

Based on our assessment of the Bank’s and 
IFC’s due diligence processes, the current 

state of the maturity model of their 
screening processes was identified, and 

opportunities for improvement identified.

IAD highlighted that CSOs were one of the 
various partners the Bank engages  with, and 

suggested that Management seek to integrate 
partner risk management principles into its 
operating systems across vendors, donors, 

grantees, and other partners.                     

It should establish: (i) Partner Risk Management Principles at the 
institutional level and disseminate guidance to the individual 

business units; (ii) develop a CSO relationship management strategy 
which incorporates the partner risk management principles; (iii) 

identify system enhancements that enable the Partner Risk 
Management Principles implementation, and coordinate with ITS on 

implementation



IAD’s Future engagements 
in this area
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How does IAD cover AML at the WBG?
IAD’s Future engagements in this area

IAD has had several meaningful engagements that have covered AML 

IAD’s Annual Risk Assessment and Work Program

IAD has a rolling three year work program in which the following engagements are planned:

(i) Bank’s Anti-Money Laundering and Combating the Financing of Terrorism (AML-CFT) Program
(ii) IFC’s Use of Off-shore Financial Centers (OFC)

In addition to the above, IAD will also be auditing:

(iii) WBG’s Implementation of the Illicit Financing Flow Initiatives
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IAD has a three year work program in which the following engagements are planned:

The Bank’s position on anti-money laundering (AML) and combating the financing of terrorists (CFT) was stated in a
letter from the Bank’s president to the Bank’s governors. The president advised the governors that the Bank is
committed to combating terrorist financing and taking measures, consistent with the Bank’s Articles of Agreements
and Board-approved policies, to ensure that Bank funds are used for their intended purposes, and are not diverted to
terrorists or their agents.
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Thank You


