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1. Filesystem and Common Commands
In this labs, you are going to learn and practice the commands and concepts you've just learned in one
of your first GNU/Linux course. The main purpose of this lab is to get familiar with a system you may not
have been using for long: Unix. Don't be afraid to try and experiment. The worse thing that can happen
is to break your virtual machine. Just take a snapshot right now, and you'll be on the safe side. Don't
forget you can still start over by unpacking the virtual machine again against the same place to get a
fresh system. Happy Hacking !

1.1. Working with files and directories

After logging on the system, you'll get a prompt. The system is waiting for commands to execute.

supinfo@localhost:~$

Notice the tilde in the prompt.

Q: What does it means?

A: It's the Current Working Directory, also known as CWD. It's the directory you're in right now. The
tilde (~) is a shortening for your home directory. Instead of printing the full path, /home/supinfo,
the system prints a tilde. It's just a convention/way to shorten the prompt.

Q: Can you identify the other components of the prompt? What do supinfo, localhost and the dollar
sign mean?

A: • supinfo is the username. It's the name of the currently logged user. If you decide to switch to
another user, this part of the prompt will change. You'll see this point later on.

• localhost is the hostname. When using remote connections to multiple computers you'll find
this part very useful. It will help you to avoid messing around with the wrong server, like shutting
down a critical production one.

• $ (the dollar sign) is your privilege level indicator. It could be a dollar sign ($), or a dash (#).
When it's a dollar sign, you've got a regular (minimal) privilege level. If you actually see a dash
here, be very careful with your typing. You're the system administrator with full power over the
system. You can destroy it with only one tiny tainy command. You've be warned !

1.1.1. Listing

You are in your home directory. Depending on the distribution you are using, you'll find more or less
default files here. Let's see what's already in your home directory.

Q: List the files in your home directory, using the long listing mode.
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A:
supinfo@localhost:~$ ls -l
total 32
drwxr-xr-x 2 supinfo supinfo 4096 May  2 16:21 Desktop
drwxr-xr-x 2 supinfo supinfo 4096 May  2 16:21 Documents
drwxr-xr-x 2 supinfo supinfo 4096 May  2 16:21 Downloads
drwxr-xr-x 2 supinfo supinfo 4096 May  2 16:21 Music
drwxr-xr-x 2 supinfo supinfo 4096 May  2 16:21 Pictures
drwxr-xr-x 2 supinfo supinfo 4096 May  2 16:21 Public
drwxr-xr-x 2 supinfo supinfo 4096 May  2 16:21 Templates
drwxr-xr-x 2 supinfo supinfo 4096 May  2 16:21 Videos

Don't be confused if you don't get the exact same result. Your mileage may vary. This example
have been done one a fresh Debian 6.0.1 install.

Q: Each file is described by a 7 field line. Can you describe these fields?

A: • The first field is the mode bitfield. It describes file type and permissions. You'll get further in-
formation on this bitfield in a dedicated course.

• The second field is the number of hard links on the file. Directories always get at least two.

• The third and fourth fields represent file ownership, owner and group owner. You'll also have
a course on this topic.

• The fifth field is the file size, in bytes.

• The sixth field is the last modification time. This is one of the stats updated by the touch com-
mand.

• The seventh and last field is the file name.

Q: Directories always get a minimum of two hard links. Do you remember/Can you guess why? Here
is a hint:

supinfo@localhost:~$ ls
Desktop  Documents  Downloads  Music  Pictures  Public  Templates  Videos
supinfo@localhost:~$ ls -la Desktop/
total 8
drwxr-xr-x  2 supinfo supinfo 4096 May  2 16:21 .
drwxr-xr-x 20 supinfo supinfo 4096 May  3 10:17 ..

A: Just like a regular file, the first hard link is the name itself, Desktop in this example. The second
one is the . within the directory itself that self reference the directory. Each directory has at least
two hard links, the name itself, and the self-referencing dot.

Q: When using the -l ls switch, the first line of the ls output is "total" and a number. What does it
means? Try to do a ls -lh to get a hint.
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A: This is the total size of the listed directory. This does not include files of underneath directories.

Q: Now list all the files in your home directory, even hidden ones.

A:
supinfo@localhost:~$ ls -la
total 120
drwxr-xr-x 20 supinfo supinfo 4096 May  3 10:17 .
drwxr-xr-x  3 root    root    4096 May  2 16:20 ..
-rw-------  1 supinfo supinfo   24 May  2 18:09 .bash_history
-rw-r--r--  1 supinfo supinfo  220 May  2 16:20 .bash_logout
-rw-r--r--  1 supinfo supinfo 3184 May  2 16:20 .bashrc
drwxr-xr-x  4 supinfo supinfo 4096 May  2 16:22 .config
drwx------  3 supinfo supinfo 4096 May  2 16:21 .dbus
drwxr-xr-x  2 supinfo supinfo 4096 May  2 16:21 Desktop
-rw-r--r--  1 supinfo supinfo   41 May  2 17:57 .dmrc
drwxr-xr-x  2 supinfo supinfo 4096 May  2 16:21 Documents
drwxr-xr-x  2 supinfo supinfo 4096 May  2 16:21 Downloads
drwx------  4 supinfo supinfo 4096 May  2 17:58 .gconf
drwx------  2 supinfo supinfo 4096 May  2 18:09 .gconfd
drwx------  5 supinfo supinfo 4096 May  2 16:22 .gnome2
drwx------  2 supinfo supinfo 4096 May  2 16:21 .gnupg
drwxr-xr-x  2 supinfo supinfo 4096 May  2 16:22 .gstreamer-0.10
-rw-r--r--  1 supinfo supinfo  147 May  2 17:58 .gtk-bookmarks
drwx------  2 supinfo supinfo 4096 May  2 16:21 .gvfs
-rw-------  1 supinfo supinfo  660 May  2 17:58 .ICEauthority
-rw-------  1 supinfo supinfo   39 May  3 10:14 .lesshst
drwxr-xr-x  2 supinfo supinfo 4096 May  2 16:21 Music
drwxr-xr-x  2 supinfo supinfo 4096 May  2 16:22 .nautilus
drwxr-xr-x  2 supinfo supinfo 4096 May  2 16:21 Pictures
-rw-r--r--  1 supinfo supinfo  675 May  2 16:20 .profile
drwxr-xr-x  2 supinfo supinfo 4096 May  2 16:21 Public
drwxr-xr-x  2 supinfo supinfo 4096 May  2 16:21 Templates
drwx------  2 supinfo supinfo 4096 May  2 16:22 .update-notifier
drwxr-xr-x  2 supinfo supinfo 4096 May  3 10:13 Videos
-rw-------  1 supinfo supinfo 1946 May  2 18:09 .xsession-errors
-rw-------  1 supinfo supinfo 2213 May  2 16:30 .xsession-errors.old

Just like for the previous example, your mileage may also vary depending on the system you're
using.

Q: Which kind of file are now showing up? Why hiding files when anyone can show them up only
using a ls switch?

A: ls -la shows all files, including hidden ones. Any file having its name beginning with a dot (.) will
be considered as hidden. However, "hidden" should not be taken literally. These files are not truly
hidden, they are only removed from the standard listing. When users lists their files, they don't
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want to see configuration files from various software. They want to see their documents, music,
etc. Therefore the 'hidden' trick is used to remove these configuration files from the default listing.

Q: List all files in /etc that ends with .conf

A:
supinfo@localhost:~/sandbox$ ls /etc/*.conf

Q: List all files in /etc having the "host" string in their name

A:
supinfo@localhost:~/sandbox$ ls /etc/*host*

1.1.2. Creating and deleting

You've practiced with the ls command. You can now list and get information on filesystem objects (file
and directories). You can now begin creating objects and moving around in the filesystem

Q: You know that the touch command has been designed to update modification and access time
stats of a filesystem object. This command also has a well-known side effect. Try to touch a non-
existing file, and then do a ls to see what just happened.

A: supinfo@localhost:~$ touch a-non-existing-file
supinfo@localhost:~$ ls
a-non-existing-file  Desktop  Documents  Downloads  Music  Pictures  Public  Templates  Videos

As you can see, trying to touch a non-existing file will create it as a side effect. Of course, this file
has a void content and a zero bytes size. Remember this feature, it'll be useful later, when you'll
be working with timestamps and scripts.

Q: Create a directory named sandbox within your home directory. Then, using a single command,
create a sandbox/tinkering/files directory.

A:
supinfo@localhost:~$ mkdir sandbox
supinfo@localhost:~$ mkdir -p sandbox/tinkering/files

The solution was to add the -p switch. Without that switch, mkdir cannot create more than one
directory level at once. It can also be used to prevent mkdir for reporting errors when trying to
create already existing directories.

Q: Pick the right answer: The sandbox/tinkering/files is (a|an) (absolute|relative) path,
whereas the /home/supinfo/tinkering/files is (a|an) (absolute|relative) path.

A: sandbox/tinkering/files does not begin with a slash (/). That means this path will be
interpreted according to the current working directory. Therefore, it's a relative path, and it's
relative to the CWD. /home/supinfo/tinkering/files does begin with a slash (/). It's a
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full path from the root of the filesystem. As the root is unique, this can't be relative to anything.
Therefore, it's an absolute path.

Q: Print the full path of your current working directory. Then, change the current directory to /
home/supinfo/sandbox/tinkering. Use either an absolute path or a relative one. Then,
check that you're in the right place by printing the current working directory again.

A:
supinfo@localhost:~$ pwd
/home/supinfo
supinfo@localhost:~$ cd sandbox/tinkering/
supinfo@localhost:~/sandbox/tinkering$ pwd
/home/supinfo/sandbox/tinkering

As I'm already in /home/supinfo, I'm using a relative path to go to /home/supinfo/sand-
box/tinkering. Why would I type more if I can do otherwise? However, using a full path is
perfectly correct, as long as you achieve the same result, despite the additional pain for your fin-
gers.

Q: Now you are ready to tinker. However, I've just decided that tinkering files in a dedicated directory
doesn't make any sense at all. Delete this /home/supinfo/sandbox/tinkering/files directory. I'm
using the full path here for the sake of completeness. Feel free to use a relative path to save on
your keyboard lifespan.

A:
supinfo@localhost:~/sandbox/tinkering$ ls
files
supinfo@localhost:~/sandbox/tinkering$ rmdir files
supinfo@localhost:~/sandbox/tinkering$ ls

I'm adding ls commands only to illustrate what's happening. The only command that really matters
here is rmdir.

Q: Now, move the /home/supinfo/a-non-existing-file file to /home/supin-
fo/tinkering directory. Don't be afraid to use relative paths !

A:
supinfo@localhost:~/sandbox/tinkering$ mv ../../a-non-existing-file .
supinfo@localhost:~/sandbox/tinkering$ ls
a-non-existing-file

Use the .. relative path to go up in the directory hierarchy. The current directory can be referred
to using a dot.

Q: An existing file named a-non-existing-file doesn't make any sense as well. Rename it to
'an-existing-file'.
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A: supinfo@localhost:~/sandbox/tinkering$ ls
a-non-existing-file
supinfo@localhost:~/sandbox/tinkering$ mv a-non-existing-file an-existing-file
supinfo@localhost:~/sandbox/tinkering$ ls
an-existing-file

Same comment as before: The only important command is mv. And by the way, yes, you're re-
naming a file with mv, that stands for move. But renaming a file isn't somehow moving it a the
same place with another name? If a tree falls in the woods and no ones around does it make a
sound? Think about it.

Q: We need more files here. Copy the /etc/passwd to /home/supinfo/sandbox/tinker-
ing. Create a copy of /etc/group in /home/supinfo/sandbox/tinkering, naming
this copy my-groups.

A:
supinfo@localhost:~/sandbox/tinkering$ cp /etc/passwd .
supinfo@localhost:~/sandbox/tinkering$ cp /etc/group my-groups
supinfo@localhost:~/sandbox/tinkering$ ls
an-existing-file  my-groups  passwd

When copying a file, if the destination is a directory the file will be copied in that directory, with
the same name as the original. If the destination is a file, the copy will get the specified name.
This exercise was not about copying with cp and renaming with mv, but about directly copying a
file with a different destination name.

Q: Delete the passwd file you've just copied in /home/supinfo/sandbox/tinkering.

A:
supinfo@localhost:~/sandbox/tinkering$ rm passwd

Q: Now we are done tinkering in the tinkering directory. Go back in the /home/supinfo/sand-
box and delete the /home/supinfo/sandbox/tinkering directory.

A:
supinfo@localhost:~/sandbox/tinkering$ cd ..
supinfo@localhost:~/sandbox$ rm -R tinkering/

The important thing here is the -R switch. This switch allows you to delete directory recursively.
The rmdir command only works on empty directories, that's why it couldn't work in this case.
Depending on the distribution you're using, you might want to add a -f switch to avoid painful
confirmation steps.

Q: Create a copy of the /etc/init.d/ directory in /home/supinfo/sandbox. Be sure to
copy the directory itself, not only it's content. We want to get a /home/supinfo/sand-
box/init.d/ directory as a result.

A:
supinfo@localhost:~/sandbox$ cp -R /etc/init.d/ .
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If you forgot the -R switch, you've got an error message. The cp command cannot copy directories
as objects. Therefore, you have to make it to walk recursively into the structure to do the copy.
This is done by using the -R switch.

Q: You've got a init.d directory in /home/supinfo/sandbox. You want to move this directory
directly at the root of your home directory. In other words you want to move the init.d direc-
tory you've just created in the previous step to /home/supinfo.

A:
supinfo@localhost:~/sandbox$ mv init.d/ /home/supinfo/

I didn't use a relative path for the destination. Just replace /home/supinfo by .. and you'll
get the same result. What's important here is that mv is perfectly able to operate on directories
without any switch. Unlike cp, you don't need to add anything when working with directories.

Q: Before continuing with links, don't forget to delete the /home/supinfo/init.d directory you've cre-
ated.

A:
supinfo@localhost:~$ rm -Rf /home/supinfo/init.d/

The -f switch is not mandatory. However, it'll prevent rm from asking confirmation if your distro
has been configured to do so.

1.2. Working with links

You've just practiced with the very first commands to know to use an Unix system. Now you'll learn how
to work with links. Links come in two flavors: Symbolic links and hard links. Symbolic links, also known
as symlinks, points to the name of another file, whereas hard links points to the content of the file.
Therefore, each file already has at least one hard link, the name you are using to work with the file.

1.2.1. Symbolic links

Q: Create a symlink /home/supinfo/sandbox/binaries that points to /usr/bin. Then cd
to the link you've just created and print your current working directory. What do you notice? Can
you find a way to print the real working directory?

A:
supinfo@localhost:~/sandbox$ ln -s /usr/bin/ binaries
supinfo@localhost:~/sandbox$ cd binaries
supinfo@localhost:~/sandbox/binaries$ pwd
/home/supinfo/sandbox/binaries
supinfo@localhost:~/sandbox/binaries$ pwd -P
/usr/bin

The first important thing is to use the right ln syntax. Use the -s switch to create a symlink. With-
out that switch, ln will try to create a hard link. Then, the pointed object is always the first argu-
ment, whereas the second is the name, or the path to the link to create.
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You also notice that when following a link to a directory, the pwd command reports the logical
path, the path you typed in. To see the physical (real) path, and de-reference any symlink, use
the -P switch.

Q: Copy the /etc/passwd file to /home/supinfo/sandbox/test-passwd. Create a sym-
link named passwords in /home/supinfo/sandbox that points to the file you've just
copied. Use the cat command on the link to see its content. Delete the test-passwd file you've
just created. Try to cat the link again. Do a ls -l to see what's going on. Afterwise, you can delete
the link.

A:
supinfo@localhost:~/sandbox$ cp /etc/passwd test-passwd
supinfo@localhost:~/sandbox$ ln -s test-passwd passwords
supinfo@localhost:~/sandbox$ cat passwords 
root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/bin/sh
[...]
supinfo@localhost:~/sandbox$ rm test-passwd 
supinfo@localhost:~/sandbox$ cat passwords 
cat: passwords: No such file or directory
supinfo@localhost:~/sandbox$ ls -l
total 0
lrwxrwxrwx 1 supinfo supinfo  9 May  3 12:38 binaries -> /usr/bin/
lrwxrwxrwx 1 supinfo supinfo 11 May  3 12:45 passwords -> test-passwd
supinfo@localhost:~/sandbox$ rm passwords

As you can see, if you move or delete the file being linked to, the link become useless: cat is re-
porting an error. Additionally, when doing a ls -l (even a simple ls), you'll notice the link is displayed
in a different color (usually red) to show that the link is reported broken.

1.2.2. Hard links

Q: Try to create a hard link /home/supinfo/sandbox/super-binaries that points to /
usr/sbin. What happens? Why?

A:
supinfo@localhost:~/sandbox$ ln /usr/sbin/ super-binaries
ln: `/usr/sbin/': hard link not allowed for directory

You cannot create hard links to directories. Only the system itself can do that.

Q: Copy the /etc/group file to /home/supinfo/sandbox/test-group. Create a hard link
named groups in /home/supinfo/sandbox that points to the file you've just copied. Use
the cat command on the link to see its content. Delete the test-group file you've just created.
Try to cat the link again. What happens? Why? Afterwise, you can delete the link.
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A:
supinfo@localhost:~/sandbox$ cp /etc/group test-group
supinfo@localhost:~/sandbox$ ln test-group groups
supinfo@localhost:~/sandbox$ cat groups 
root:x:0:
daemon:x:1:
[...]
supinfo@localhost:~/sandbox$ rm test-group 
supinfo@localhost:~/sandbox$ cat groups 
root:x:0:
daemon:x:1:
[...]
supinfo@localhost:~/sandbox$ rm groups 

After deleting the "original" file, you can still use the link. A hard link points to the content on
the disk, not on the name. When you create a link, you're creating a second pointer to the same
content. If you delete one of these pointers, you can still access the content. The content will be
freed only when it'll not be referenced anymore. Don't be confused here: A hard link is not a copy.
If you modify test-group, you'll see the modification in the content even if you open the file using
its other name "groups".

1.3. Redirections

As you've learned in class, every Unix system uses three standard streams STDIN(0), STDOUT(1), ST-
DERR(2). Each command can send data to one or more stream. In this section, you're going to work with
these streams by redirecting command output to various destinations.

Q: Use the echo command to write text in the console. To which stream do you think echo is writing?

A:
supinfo@localhost:~/sandbox$ echo "Here is some text"
Here is some text

The echo command write every given argument back to STDOUT.

Q: Use the echo command to write some text to the /home/supinfo/sandbox/test-file
file. Check the result by displaying the file content. Add a second line of text to the same file.

A: supinfo@localhost:~/sandbox$ echo "Here is some text" > test-file
supinfo@localhost:~/sandbox$ cat test-file 
Here is some text
supinfo@localhost:~/sandbox$ echo "Here is a second line of text" >> test-file
supinfo@localhost:~/sandbox$ cat test-file 
Here is some text
Here is a second line of text

Q: The cat command is kind enough to write on its STDOUT what it gets on STDIN. Feed cat with the
content of test-file to see what happens.
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A:
supinfo@localhost:~/sandbox$ cat < test-file 
Here is some text
Here is a second line of text

By using this redirection, you can make to shell to feed a program's STDIN with the content of
any file.

Q: In the previous questions, you've been working with command's STDOUT. Now you want to redi-
rect not only STDOUT but also STDERR. Do a cat on /etc/shadow as a regular user, redirecting
STDOUT to a file named shadow-output and STDERR to a file name shadow-error. Display
the content of these two files. What do you observe?

A: supinfo@localhost:~/sandbox$ cat /etc/shadow > shadow-content 2>shadow-error
supinfo@localhost:~/sandbox$ cat shadow-content
supinfo@localhost:~/sandbox$ cat shadow-error 
cat: /etc/shadow: Permission denied

As the command failed with an error and no output on STDOUT, shadow-content is empty.
shadow-error contains the error.

Q: Do a cat with two arguments: /etc/shadow and /etc/passwd. As you've seen before, cating /etc/
shadow will fail with an error message. Redirect the standard output and the error to the same
file, cat-output. Display the content of that file.

A:
supinfo@localhost:~/sandbox$ cat /etc/shadow /etc/passwd > cat-output 2>&1
supinfo@localhost:~/sandbox$ cat cat-output 
cat: /etc/shadow: Permission denied
root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/bin/sh

Don't forget the ampersand (&) when redirecting to another stream. Otherwise, you're redirecting
to a file named '1'.

Q: Try the following command and see what happens. Type the magic string (here EOF) to feed the
command.

supinfo@localhost:~/sandbox$ cat << EOF
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A:
supinfo@localhost:~/sandbox$ cat << EOF
> This is some content
> on two lines
> if not on a single line, the magic EOF string won't work
> EOF
This is some content
on two lines
if not on a single line, the magic EOF string won't work

The shell reads text from STDIN (your keyboard) until it encounters the magic string (here EOF),
on a single line. The it feeds the command with the data it has just read. In turn, cat writes to
STDOUT the data it gets on its STDIN.

Q: Using everything you've learn so far, turn cat into a basic text editor that stops on the EOF string.
Write some text in a file named cat-ed.

A:
supinfo@localhost:~/sandbox$ cat << EOF > cat-ed
> This is probably the most
> widespread text editor
> comes with every Unix, for free !
> EOF
supinfo@localhost:~/sandbox$ cat cat-ed 
This is probably the most
widespread text editor
comes with every Unix, for free !

You can also use the "append" (>>) redirection instead of the simple one (>).

Q: There is an electronic urban legend about the Linux kernel. It's being said that if you play it through
your soundcard, you'll heard God's voice. The Linux kernel is in the /boot/vmlinuz file (or a
file beginning with vmlinuz). Your soundcard is /dev/dsp. Check it out !

A:
supinfo@localhost:~/sandbox$ cat /boot/vmlinuz-2.6.32-5-686 > /dev/dsp

1.4. Reading files

Q: You want to see the system logs. Log messages are written in the /var/log/messages. Read this
file on your screen (use su to become root when needed). What's the problem ?

A:
supinfo@localhost:~$ su
Password: 
root@localhost:/home/supinfo# cat /var/log/messages 
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The main problem here is that the file has far more content that the screen can display. You don't
even have a chance to read something before the end. In the next course, you'll learn how to
address this issue.
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2. Your Daily Cup of CLI
In the previous Lab, you've done your very first steps with an Unix system. You've discovered essentials
commands that you'll use during all your Unix user/admin life. However, this is not enough. In this Lab,
you're going to practice with very useful and well known commands to work with text. You'll also learn
how to combine simple programs to build powerful tools.

2.1. Pagers

In the previous lab, you tried to read the system log, in /var/log/messages. This file was so long
that it doesn't fit in one screen. Individuals commands don't know (or care) how to fit their output to
the screen. This is the job of dedicated program: the pager. It will display the file screen-by-screen. In
the course, you've been taught about three different pagers:

• more

• less

• most

More is the legacy Unix pager. You'll find it on any Unix system. Subsequent versions come with addi-
tional features.

2.1.1. Using more

Q: Let's give the ancestor a shot. Open /var/log/messages with more (become root when
needed). What do more needs to do before actually displaying the first screen? How can you go
one line forward? One screen/page forward? Can you go back to the beginning? Which key do
you use to get help? To quit more?

A:
supinfo@localhost:~$ su
Password: 
root@localhost:/home/supinfo# more /var/log/messages

More needs to read the whole file before displaying it. That means you'll have to wait until the
last byte has been read before seeing the first one. Use the enter key to go one line forward and
the space bar to go one page forward. More can't scroll back. Press the '?' key to get help. 'Q' or
'q' will quit more.

2.1.2. Using less

Less have been designed as a more replacement. It allows forward and backward movement in files and
is faster with large files: it doesn't need to read the whole content before displaying it.

Q: Open /var/log/messages with less. How can you navigate in the file? How can you search forward?
Backward? How do you close less?

Page 16 sur 161
© SUPINFO International University – http://www.supinfo.com

http://www.supinfo.com


-

1LIN - Linux Technologies
System Fundamentals

A:
root@localhost:/home/supinfo# less /var/log/messages

You can use the up/down arrows, PgUp and PgDown as well with the space and enter keys, just
like more. To search forward for a string, use /pattern. To search backward, replace '/' by '?'.
When searching, backward or forward, the 'n' key goes to the next occurence whereas 'N' goes to
the previous one. Next and previous are relative to search direction. To close less, press q (case
insensitive).

2.1.3. Using most

Most has the same qualities as less, but is more feature-rich. It supports color and have an integrated
help screen.

Q: Use most to read the /var/log/messages file. How can you access the help screen?

A:
root@localhost:/home/supinfo# most /var/log/messages

As written just below the status line (the blue one), you can press H to get a short help screen.

Q: Open the man page of ls. Man format man pages and display them through a pager. Can you guess
which pager man is using right now? How can you be sure?

A:
supinfo@localhost:~$ man ls

On most distributions, man uses less by default. If you type 'H', you'll get the less help screen.

Q: Man can use any pager. Man uses the pager defined by the PAGER environment variable. You
will learn more about environment variables in an upcoming course. For the moment, just try the
following command. It sets PAGER to /usr/bin/most and run the man command.

supinfo@localhost:~$ PAGER=/usr/bin/most man ls

Isn't this better? You'll learn how to customize your environment and use most as the default
pager later on.

2.2. Head and tail

Q: Create a copy of /var/log/messages into the sandbox directory in your home directory.
You'll need to switch user to root.

A:
supinfo@localhost:~/sandbox$ su
Password: 
root@localhost:/home/supinfo/sandbox# cp /var/log/messages .

Q: Change the permissions of the newly created file using the following command:

Page 17 sur 161
© SUPINFO International University – http://www.supinfo.com

http://www.supinfo.com


-

1LIN - Linux Technologies
System Fundamentals

root@localhost:/home/supinfo/sandbox# chown supinfo:supinfo messages 
root@localhost:/home/supinfo/sandbox# chmod 644 messages

Close your root session to go back to your regular user.

A:
root@localhost:/home/supinfo/sandbox# exit

Q: Show the first twenty lines of messages.

A:
supinfo@localhost:~/sandbox$ head -n 20 messages

Q: You know want to display the first twenty lines of messages, but now with the line number at
the beginning of each line.

A:
supinfo@localhost:~/sandbox$ head -n 20 messages | nl

Head cannot number the lines by itself. To get the result you want, you need to use the nl com-
mand. The nl command reads a line from its STDIN and writes it back with a number on STDOUT.

Q: Extract the last 30 lines of messages to a messages-end file. Then, show only the middle 10
lines from that file.

A:
supinfo@localhost:~/sandbox$ tail -n 30 messages > messages-end
supinfo@localhost:~/sandbox$ head -n 20 messages-end | tail

Tail and head can perfectly read files by themselves, therefore I'm not feeding them with cat
output. However doing so will perfectly work (but less efficiently). I'm also not giving any argument
to tail because it works on ten lines by default. Using a -n 10 don't hurt either.

Q: Tail as very handy feature. You can monitor changes in a file as they occur. Tail will keep the file
open and poll for changes every second. Use that feature on /var/log/messages (you might
have to be root to do that) and try to unplug/plug your virtual network card. What happens? If
nothing happens, talk your trainer about syslog.

A:
root@localhost:/home/supinfo/sandbox# tail -f /var/log/messages
[...]
May  4 00:27:30 localhost kernel: [31919.000738] eth0: link down
May  4 00:27:32 localhost kernel: [31921.001166] eth0: link up

2.3. Grep

Grep definitively is one of the most useful tool to search text in files. It can even work with regular
expressions (more on that in a following course). It can also walk into directories. When it comes to
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locate a specific string within a bunch of file, grep is always here to help. Grep can work on files or from
its STDIN.

Q: You want to see files from /etc that ends with .conf. Use grep to filter out ls output. Search
the man page of grep for the switch that activiates colored output. Use that switch to enlighten
matched strings. What do you notice? Can you find the intruder(s)?

A:
supinfo@localhost:~$ ls /etc/ | grep .conf --color

You may find files that don't have the string .conf in the result. As you've been taught, grep works
with regular expressions. The dot (.) has a special meaning. It means any character. That's why
it matches the dot itself, but potentially any other character. As a rule of thumb, to remove the
special meaning of a symbol, escape it by prepending a slash.

Q: Search the /etc/passwd file for occurences of your username. Use color.

A:
supinfo@localhost:~$ grep --color supinfo /etc/passwd

Q: You want to search for the 'Port' string in /etc, recursively. For each match, you want to get the
line number, and the file name. You also want to get a colored output. As you'll be running this
command as a regular user, you might get some 'Permission denied' errors. Redirect those errors
to /dev/null.

A:
supinfo@localhost:~$ grep -nHR --color Port /etc/ 2>/dev/null

The -H switch is not mandatory. Grep defaults to name displaying when its given more than one
file to work on. However it's useful to know it: If you're doing file-by-file processing in a script,
you need it.

2.4. Cut and paste

Q: The local user database is stored in a flat file: /etc/passwd. This file is colon-separated. Each
line match an user's settings. The first field is the username and the sixth is its home directory.
Create a list of usernames in the /home/supinfo/sandbox/users file.

A:
supinfo@localhost:~/sandbox$ cut -f1 -d':' /etc/passwd > users

Q: Create a list of home directories in the /home/supinfo/sandbox/homes file.

A:
supinfo@localhost:~/sandbox$ cut -f6 -d':' /etc/passwd > homes

Q: Display the fields number 1(username) and number 7(shell) from the /etc/passwd file.
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A:
supinfo@localhost:~/sandbox$ cut -f1,7 -d':' /etc/passwd
root:/bin/bash
daemon:/bin/sh
bin:/bin/sh
[...]

Q: Now display a list of usernames and matching home directories using the two files (users and
homes) you've created previously.

A:
supinfo@localhost:~/sandbox$ paste users homes
root      /root
daemon    /usr/sbin
bin       /bin
[...]

Q: The /sbin/ifconfig command will display network-related informations. Using the commands
you've learned so far, extract the ip address of your first network card.

A: supinfo@localhost:~/sandbox$ /sbin/ifconfig | grep inet | head -n1 | cut -f2 -d':' | cut -f1 -d' '
192.168.82.134

2.5. Wc and nl

Q: You want to print out some bash script. Pick a script in /etc/init.d and create a line-num-
bered file from it in /home/supinfo/sandbox/.

A: supinfo@localhost:~/sandbox$ nl /etc/init.d/ssh > /home/supinfo/sandbox/to-print

Q: The dmesg command will dump the kernel messages buffer to STDOUT. Use nl to get this messages
numbered.

A:
supinfo@localhost:~/sandbox$ dmesg | nl

Q: You want some stats about the /home/supinfo/sandbox/messages. How many lines
does it counts? How many words?

A:
supinfo@localhost:~/sandbox$ wc --lines messages 
1154 messages
supinfo@localhost:~/sandbox$ wc --words messages 
15217 messages

Q: Run wc on messages without any argument. Wc gives you 3 metrics about this file. First and second
are about lines and words. Can you guess what's the third one? Don't hesitate to use the man
page.
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A:
supinfo@localhost:~/sandbox$ wc messages 
  1154  15217 112926 messages

The third number is the number of bytes.

2.6. Using tr

The tr command can be used in various ways. It's purpose is to translate/transliterate elements from a
set to another. That includes going from a lower case set to an upper case set, but not only...

Warning

The tr command doesn't know how to work with files. It only operates on STDIN/STDOUT.
Therefore, you'll to feed it with another program.

Q: Using echo and tr, display 'A test string' in capitals.

A:
supinfo@localhost:~/sandbox$ echo "A test string" | tr [a-z] [A-Z]

Q: Use tr to display all known usernames in capitals.

A:
supinfo@localhost:~/sandbox$ cut -f1 -d':' /etc/passwd | tr [a-z] [A-Z]

Q: Use tr as a cypher filter: Shift every letter to the right (a becomes b).

A: supinfo@localhost:~/sandbox$ echo "a test string" | tr [a-z] bcdefghijklmnopqrstuvwxyza

or

supinfo@localhost:~/sandbox$ echo "a test string" | tr [a-z] [b-z]a

2.7. Finding files

You can search for files using two commands: find and locate. Find does a recursive search from a given
start path and has many filetering options. You can also execute commands on the files returned by find.
Locate is faster than find: it uses a pre-build database. However, if the database is not up-to-date locate
will not be able to find the file you're looking for. Moreover, locate doesn't provide as many feature as
find.

2.7.1. Using locate

Q: Using locate, find the path to the ifconfig command. What do you notice?
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A:
supinfo@localhost:~/sandbox$ locate ifconfig
/sbin/ifconfig
/usr/share/man/de/man8/ifconfig.8.gz
/usr/share/man/fr/man8/ifconfig.8.gz

Locate successfully finds the correct path, /sbin/ifconfig. However it also displays other
files having the "ifconfig" string in their path. Using locate is very close to grep'ing in a disk listing
file.

Q: Create a new file, /home/supinfo/sandbox/a-new-file, and try to locate it. Does it
works? Why?

A:
supinfo@localhost:~/sandbox$ touch a-new-file
supinfo@localhost:~/sandbox$ locate a-new-file

Locate can't find the file you've just created, because it's not in the database. Locate database
updates are often scheduled at night by the system administrator.

Q: Update the locate database (you've do be root to do that), and try to locate your file again.

A:
supinfo@localhost:~/sandbox$ su
Password: 
root@localhost:/home/supinfo/sandbox# updatedb
root@localhost:/home/supinfo/sandbox# exit
exit
supinfo@localhost:~/sandbox$ locate a-new-file
/home/supinfo/sandbox/a-new-file

Q: Use su to become root, and create a very secret file: /root/a-secret-file. Then, update the locate
database. Go back to your regular user and try to locate the secret file yu've juste created as root.
Do you see it? Can you guess why?

A:
root@localhost:/home/supinfo/sandbox# touch /root/a-secret-file
root@localhost:/home/supinfo/sandbox# updatedb
root@localhost:/home/supinfo/sandbox# exit
exit
supinfo@localhost:~/sandbox$ locate a-secret-file
supinfo@localhost:~/sandbox$ 

You can't see this file as a regular user because you don't have sufficient privileges. This version
of locate, slocate, will not show you files that you've the right to see using regular commands. As
you can't see this file (try to do an ls on it), you will not see it using locate.
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supinfo@localhost:~/sandbox$ ls /root/a-secret-file
ls: cannot access /root/a-secret-file: Permission denied

2.7.2. Using find

Q: Find all files in /etc that ends with .conf. Don't forget that you can use globbing with some find
filters.

A:
supinfo@localhost:~/sandbox$ find /etc -name "*.conf"

Q: Find all files in /usr/share having "readme" in their name, regardless of the case.

A:
supinfo@localhost:~/sandbox$ find /usr/share/ -iname "*readme*"

Q: Find all files in /etc that have been modified within less than two days. Reading the man page
may help.

A:
supinfo@localhost:~/sandbox$ find /etc/ -mtime -2

Q: Execute the ls -l command on each file under /var. Then update their modification time and do
a ls -l on them again to see your changes.

A:
supinfo@localhost:~/sandbox$ find /var/ -exec ls -l {} \;
supinfo@localhost:~/sandbox$ su
Password: 
root@localhost:/home/supinfo/sandbox# find /var -exec touch {} \;
root@localhost:/home/supinfo/sandbox# exit
supinfo@localhost:~/sandbox$ find /var/ -exec ls -l {} \;

2.8. The file command

If you don't know which type of data a file contains, there is a command to help you out: file. File uses
heuristics based on magic numbers to guess/determine a file's type.

Q: Display the type of /bin/ls.

A: supinfo@localhost:~/sandbox$ file /bin/ls
/bin/ls: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), [...]

Q: Display the type of your /home/supinfo/sandbox/messages file. What do you notice?
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A:
supinfo@localhost:~/sandbox$ file messages 
messages: ASCII C++ program text

FIle can be wrong ! Especially on text/ASCII files.

Q: Find all shell scripts in /usr/bin. Here is a hint: The file type of a shell script contains the 'shell'
string.

A:
supinfo@localhost:~/sandbox$ find /usr/bin/ -exec file {} \; | grep shell
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3. Archives and compression
Archive and compress are not the same concept. To archive is to put many files altogether in a single
file. To compress is reduce the size of a file using a mathematical algorithm. On Unix systems, the most
common archiving tool is tar. Tar creates so-called tarballs. Tarballs are rarely distributed in they raw
form. Tarballs are usually compressed in turn. When compressing tarballs, you end up with gzip'ed or
bzip2'ed archives. Another well-known archiving tool is cpio. However cpio archives are less common.
You're more likely to find them in rpm's or initrd's.

3.1. Using cpio

Cpio is an old tool. It's one of the first archiving tools available on Unix systems. It had his glory days
before being superseded by tar. However, it's still used by some initrd systems. The initrd is a temporary
filesystem used during system bootup. You'll learn more on initrd's in the linux kernel course. A widely
used software package format (RPM) is also based on cpio archives. You'll need to know how to use cpio
when working with these items.

Cpio works with standard Unix streams: When creating archives, it reads filenames from its STDIN and
writes the resulting archive to STDOUT. When extracting or working with existing archives, it gets the
archive content from STDIN.

Q: Create a cpio archive of your home directory in /tmp/home-archive.cpio. Use verbose
mode to see which files are added to the archive.

A: supinfo@localhost:~$ find /home/supinfo/ | cpio -ov > /tmp/supinfo-archive.cpio

Q: List the files contained in the archive you've just created.

A:
supinfo@localhost:~$ cpio -it < /tmp/supinfo-archive.cpio

or

supinfo@localhost:~$ cat /tmp/supinfo-archive.cpio | cpio -it

In the first case, the shell directly feed cpio. In the second you're using cat output to feed cpio.
Both works.

Q: Create a tmp directory in your home directory and try to extract supinfo-archive.cpio
there. What do you notice? Try to find the right switch to fix this behavior. Hint: This have some-
thing to do with absolute paths.
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A: supinfo@localhost:~$ mkdir tmp
supinfo@localhost:~$ cd tmp/
supinfo@localhost:~/tmp$ cpio -id < /tmp/supinfo-archive.cpio
cpio: /home/supinfo/.bashrc not created: newer or same age version exists
[...]

Cpio is trying to extract the file just the way they have been archived: Using absolute paths. You
want to extract the archive, "rebase" it in the current directory. Using man and info, you'll find
that the correct switch is --no-absolute-filenames.

supinfo@localhost:~/tmp$ cpio -id --no-absolute-filenames < /tmp/supinfo-archive.cpio

3.1.1. The initrd

Q: Look in your /boot directory for a file beginning with initrd. Copy it in the sandbox direc-
tory you've created under in your home. What's the type of this file? What can you do to get its
content?

A:
supinfo@localhost:~/sandbox$ cp /boot/initrd.img-2.6.32-5-686 .
supinfo@localhost:~/sandbox$ file initrd.img-2.6.32-5-686 
initrd.img-2.6.32-5-686: gzip compressed data, from Unix [...]

This file appears to be something compressed by gzip. There is no more information. To actually
see what this data could be, you have to uncompress it. As this file doesn't have a .gz extension,
you can either rename it to give it that extension, or use zcat and redirect the output in another
file.

Q: Get the real content of this file. What do you get? How can you use it?

A:
supinfo@localhost:~/sandbox$ zcat initrd.img-2.6.32-5-686 > initrd
supinfo@localhost:~/sandbox$ file initrd
initrd: ASCII cpio archive (SVR4 with no CRC)

I'm using the zcat method because it's more straightforward than having to rename then extract
the file. This file appears to be a cpio archive.

Q: Create a initrd-unpacked directory and unarchive the file there.

A:
supinfo@localhost:~/sandbox$ mkdir initrd-unpacked
supinfo@localhost:~/sandbox$ cd initrd-unpacked/
supinfo@localhost:~/sandbox/initrd-unpacked$ cpio -id < ../initrd

Q: Create a new-file.txt file in this directory with the following content: "My initrd is up-to-date".
Then, re-archive and compress these files to the /home/supinfo/sandbox/initrd-ng
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file. Remember that the initrd is a gzip'ed cpio archive. Be sure to create your cpio archive with
relative file paths. You can check the file paths by listing the archive content.

A: supinfo@localhost:~/sandbox/initrd-unpacked$ echo "My initrd is up-to-date" > new-file.txt
supinfo@localhost:~/sandbox/initrd-unpacked$ find | cpio -ov > ../initrd-ng.cpio
supinfo@localhost:~/sandbox$ cpio -it < initrd-ng.cpio
scripts
scripts/init-bottom
scripts/init-bottom/udev
[...]
supinfo@localhost:~/sandbox$ gzip initrd-ng.cpio
supinfo@localhost:~/sandbox$ mv initrd-ng.cpio.gz initrd-ng

3.2. Using tar

Tar is somehow smarter than cpio: it knows how to work with archive files without having them fed in
by external tools.

Q: Create a tar archive of your home directory in /tmp/. Give your archive the name you want. What's
the size of this file? We don't want the size in bytes, but in a human readable form, like K for
kilobytes, M for megabytes, etc. If you don't know the right switch, search the man page of ls for
the human and readable terms.

A: supinfo@localhost:~/sandbox$ tar -cf /tmp/supinfo-archive.tar /home/supinfo/
supinfo@localhost:~/sandbox$ ls -lh /tmp/supinfo-archive.tar 
-rw-r--r-- 1 supinfo supinfo 61M May  4 12:58 /tmp/supinfo-archive.tar

Q: Create another two archives of your home directory, using tar combined with gzip and bzip2. List
the size of all your tar archives. Be sure to give your tarballs meaningful names/extensions. What
do you notice?

A: supinfo@localhost:~/sandbox$ tar -czf /tmp/supinfo-archive.tar.gz /home/supinfo/
supinfo@localhost:~/sandbox$ tar -cjf /tmp/supinfo-archive.tar.bz2 /home/supinfo/
supinfo@localhost:~/sandbox$ ls -lh /tmp/*.tar*
-rw-r--r-- 1 supinfo supinfo 61M May  4 12:58 /tmp/supinfo-archive.tar
-rw-r--r-- 1 supinfo supinfo 32M May  4 13:02 /tmp/supinfo-archive.tar.bz2
-rw-r--r-- 1 supinfo supinfo 34M May  4 13:02 /tmp/supinfo-archive.tar.gz

Using compressed tarballs divide file size by (nearly) a factor of two.

Q: Download the GNU Hello package using the following command:

supinfo@localhost:~/sandbox$ wget http://ftp.gnu.org/gnu/hello/hello-2.7.tar.gz

You've just downloaded a gzip'ed tarball. List its content.
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A:
supinfo@localhost:~/sandbox$ tar -tf hello-2.7.tar.gz 
hello-2.7/
hello-2.7/aclocal.m4
hello-2.7/gnulib/
[...]

You can also add the -z switch to indicate the compression algorithm. However, recent versions
of tar are smart enough to guess the compression type without any switch.

Q: Create a tmp-hello directory. Extract the tarball is this directory.

A:
supinfo@localhost:~/sandbox$ mkdir tmp-hello
supinfo@localhost:~/sandbox$ cd tmp-hello/
supinfo@localhost:~/sandbox/tmp-hello$ tar -xf ../hello-2.7.tar.gz

Same remark as for the previous question for the compression switch. You can also use the -C
switch like in the following example:

supinfo@localhost:~/sandbox$ tar -xf hello-2.7.tar.gz -C tmp-hello/

Q: Extract a single file from the archive: hello-2.7/NEWS. What do you notice?

A:
supinfo@localhost:~/sandbox$ tar -xf hello-2.7.tar.gz hello-2.7/NEWS

Tar recreates the directory structure: You'll get a hello-2.7 directory with a single file: NEWS.

Q: Create a tar archive of your home directory in the /tmp/latest-archive.tar file. Create
a newly-created file and add it to the archive you've just created. Check everything went as
expected by listing the archive content.

A: supinfo@localhost:~/sandbox$ tar -cf /tmp/latest-archive.tar /home/supinfo/
supinfo@localhost:~/sandbox$ touch newly-created
supinfo@localhost:~/sandbox$ tar -rf /tmp/latest-archive.tar \
>/home/supinfo/sandbox/newly-created 
supinfo@localhost:~/sandbox$ tar -tf /tmp/latest-archive.tar |grep newly
home/supinfo/sandbox/newly-created

You definitively need to specify the full path of the, even it's in the current directory: Tar will always
add the file content to the archive, but the path will be added verbatim. If you just add the file as
'newly-created' it will be placed as the archive root and extracted as so.

Q: Try to add a file to the hello-2.7.tar.gz tarball. It doesn't matter if the file is put at the archive's
root. What do you notice?
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A:
supinfo@localhost:~/sandbox$ tar -rf hello-2.7.tar.gz initrd-ng 
tar: Cannot update compressed archives
tar: Error is not recoverable: exiting now
supinfo@localhost:~/sandbox$ gunzip hello-2.7.tar.gz 
supinfo@localhost:~/sandbox$ tar -rf hello-2.7.tar initrd-ng 
supinfo@localhost:~/sandbox$ gzip hello-2.7.tar

Tar cannot update compressed tarballs. You've to manually uncompress it, add your file and finally
compress it back.

3.3. Using gzip/bzip2

Gzip and bzip2 are pure compression tools. Bzip2 has a better compression ratio than gzip. However,
it's significatively slower. As bzip2 as been intend as a gzip replacement, it accept the same command
line options, provide same tools, and has a close behavior.

When compressing a file, they add a gz/bz2 to the original name and delete the uncompressed version
during their execution. They also expect input files (when working on files from the command line) to
have the gz/bz2 extension. They remove the extension to get the name of the output file and delete the
compressed file during their execution. Both provide tools as (z|gz)less,cat,etc.

Q: Create two copies of your /home/supinfo/sandbox/messages file: messages-1 and
messages-2. Compress messages-1 with gzip and messages-2 with bzip2. Compare the
size of compressed files. What do you notice?

A:
supinfo@localhost:~/sandbox$ cp messages messages-1
supinfo@localhost:~/sandbox$ cp messages messages-2
supinfo@localhost:~/sandbox$ gzip messages-1 
supinfo@localhost:~/sandbox$ bzip2 messages-2 
supinfo@localhost:~/sandbox$ ls -lh
total 220K
-rw-r--r-- 1 supinfo supinfo 164K May  4 14:46 messages
-rw-r--r-- 1 supinfo supinfo  31K May  4 14:48 messages-1.gz
-rw-r--r-- 1 supinfo supinfo  17K May  4 14:49 messages-2.bz2

There is nearly a factor 2 between these two files.

Q: Uncompress messages-1.

A:
supinfo@localhost:~/sandbox$ gunzip messages-1.gz

or

supinfo@localhost:~/sandbox$ gzip -d messages-1.gz
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Q: Uncompress messages-2.

A:
supinfo@localhost:~/sandbox$ bunzip2 messages-2.bz2

or

supinfo@localhost:~/sandbox$ bzip2 -d messages-2.bz2

Q: Compress messages-1 using gzip and messages-2 using gzip with maximum compression. Com-
pare the file sizes. What do you notice?

A:
supinfo@localhost:~/sandbox$ gzip messages-1 
supinfo@localhost:~/sandbox$ gzip -9 messages-2 
supinfo@localhost:~/sandbox$ ls -lh
total 232K
-rw-r--r-- 1 supinfo supinfo 164K May  4 14:46 messages
-rw-r--r-- 1 supinfo supinfo  31K May  4 14:48 messages-1.gz
-rw-r--r-- 1 supinfo supinfo  30K May  4 14:49 messages-2.gz

Using the best compression method (slower) doesn't give a significative improvement. The default
level is the best time-to-compress/filesize ratio.

Q: You want to see the content of messages-1 without explicitely uncompressing it. Which tool can
you use? Give them a try.

A:
supinfo@localhost:~/sandbox$ zcat messages-1.gz
supinfo@localhost:~/sandbox$ zless messages-1.gz
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4. Users, groups and permissions

4.1. User management

Q: Create a dummy user, without any options. Look in the /etc/passwd file to find its home di-
rectory and its shell. Does the home directory exists? Why?

A:
root@localhost:/home/supinfo# useradd dummy
supinfo@localhost:~$ grep dummy /etc/passwd
dummy:x:1001:1001::/home/dummy:/bin/sh
supinfo@localhost:~$ ls /home
supinfo

By default, useradd doesn't create home directories. It only fills the user database with given/de-
fault informations. You didn't instruct useradd to create it, therefore /home/dummy does not
exists. The shell defaults to /bin/sh.

Q: Change dummy's shell to /bin/bash and create his home directory. Be sure to change ownership
accordingly.

A:
root@localhost:/home/supinfo# usermod -s /bin/bash dummy
root@localhost:/home/supinfo# mkdir /home/dummy
root@localhost:/home/supinfo# chown dummy:dummy /home/dummy/

When creating an new user, useradd also creates a new group with the same name.

Q: Delete dummy from the system. Don't forget to get rid of his files.

A:
root@localhost:/home/supinfo# userdel -r dummy

Q: Modify the default settings to set the default shell to /bin/bash.

A:
root@localhost:/home/supinfo# useradd -D -s /bin/bash

Q: You want all newly created user to get default directories in his home. These default directories will
be "Documents","Virtual Machines" and "Movies". You also want them to get a default .bashrc
file with the following content: "export EDITOR=/usr/bin/vim". Setup this skeleton and create a
test user with these settings.

A: root@localhost:/home/supinfo# mkdir /etc/skel/{Documents,Virtual\ Machines,Movies}
root@localhost:/home/supinfo# echo "export EDITOR=/usr/bin/vim" > /etc/skel/.bashrc
root@localhost:/home/supinfo# useradd -m test
root@localhost:/home/supinfo# ls /home/test/ -a
.  ..  .bash_logout  .bashrc  Documents  Movies  .profile  Virtual Machines
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In this example, I'm using the "braces" syntax to create several directories at once. You can either
use several mkdir commands or a single command with as many arguments as needed to create
each directory.

Q: What's a system user? What can you tell about its properties(uid, shell,... )? How can you create
one?

A: A system user is a special user that does not match an human being. It's used by the system itself
to run services. For example, a web server often run as the www user. The service runs as the
specified user and gets the same privileges as this user. These users are created within a specific
uid range. This range is usually below UID_MIN. UID_MIN is defined in /etc/login.defs.
This value represent the first UID usable for real users. Any user below that limit is considered as
a system user. System users are usually not able to open sessions on the system. You can't login
as a system user. Not only they do not have a password, but their shell is also set to something
that will immediately terminate, such as /bin/false. To create a system user, you can use the
-r useradd switch on a Debian-based system. If you're unsure, check useradd man page. If you
can't find such an option in your distribution, you can still edit system user maps (/etc/passwd
and /etc/shadow) by hand.

4.2. Groups

Q: Create a new webmaster system group. The groupadd man page will help you to find the correct
option to create a system group. If your distribution doesn't have this feature, either manually
choose the GID below GID_MIN or modify it afterwise in the /etc/group file. GID_MIN is
defined in /etc/login.defs.

A:
root@localhost:/home/supinfo# groupadd -r webmaster

Q: Add supinfo to the webmaster group. Then, exit your su session and, as supinfo, list the
groups you belong to. What do you notice? Why?

A:
root@localhost:/home/supinfo# gpasswd -a supinfo webmaster
Adding user supinfo to group webmaster
root@localhost:/home/supinfo# exit
supinfo@localhost:~$ groups
supinfo cdrom floppy audio dip video plugdev netdev bluetooth scanner

The group you've just added supinfo to is not listed. It's not activated yet. Groups are activated
at logon. You've just "gained" a group while a session was still open. Therefore, as group activation
is not automatic, the group is not visible in the list.

Q: Activate your new group. What are the two possibilities you have?
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A: supinfo@localhost:~$ newgrp webmaster
supinfo@localhost:~$ groups
webmaster supinfo cdrom floppy audio dip video plugdev netdev bluetooth scanner date

You can either use the newgrp command or log off and on. The newgrp command doesn't ask for
a password because even if the group is not active, supinfo is registered as a member of the
webmaster group in the /etc/group file. Newgrp will read this file and ask a password only
if an user want to activate a group that he is not a member of.

Q: Create a accounting group.

A:
root@localhost:/home/supinfo# groupadd accounting

Q: Create two users, jim and sarah and add them to the accounting group.

A:
root@localhost:/home/supinfo# groupadd accounting
root@localhost:/home/supinfo# useradd jim
root@localhost:/home/supinfo# useradd sarah
root@localhost:/home/supinfo# gpasswd -a sarah accounting
Adding user sarah to group accounting
root@localhost:/home/supinfo# gpasswd -a jim accounting
Adding user jim to group accounting

In this example, I'm using gpasswd to add users to groups. You can also user usermod or directly
edit /etc/group.

Q: As supinfo, try to activate accouting as a secondary group. Does it works? Why?

A:
supinfo@localhost:~$ newgrp accounting
Password: 
Invalid password.

It doesn't work because accounting doesn't have a password set. Just like you can't open a
session with an user that do not have a password (Not having a password set and having a pass-
word set to a the empty string is two different things).

Q: Set a password for accounting. Then, try to activate it as one of your secondary group.
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A: root@localhost:/home/supinfo# gpasswd accounting
Changing the password for group accounting
New Password: 
Re-enter new password: 
root@localhost:/home/supinfo# exit
exit
supinfo@localhost:~$ groups
supinfo cdrom floppy audio dip video plugdev netdev bluetooth scanner
supinfo@localhost:~$ newgrp accounting
Password: 
supinfo@localhost:~$ groups
accounting supinfo cdrom floppy audio dip video plugdev netdev bluetooth scanner

Q: Delete the accounting group

A:
root@localhost:/home/supinfo# groupdel accounting

4.3. Permissions

Q: Change the permissions on /etc/passwd. Only the owner should be able to read it. Other users
gets no right at all.

A:
root@localhost:/home/supinfo# ls /etc/passwd -l
-rw-r--r-- 1 root root 1420 May  7 13:54 /etc/passwd
root@localhost:/home/supinfo# chmod o= /etc/passwd
root@localhost:/home/supinfo# ls -l /etc/passwd
-rw-r----- 1 root root 1420 May  7 13:54 /etc/passwd

Q: As the supinfo user, try to list files in your home directory, in the long mode. Look at the ownership.
What do you notice? Why?

A:
supinfo@localhost:~$ ls -l
total 3364
drwxr-xr-x 2 1000 supinfo    4096 May  2 16:21 Desktop
drwxr-xr-x 2 1000 supinfo    4096 May  2 16:21 Documents
drwxr-xr-x 2 1000 supinfo    4096 May  2 16:21 Downloads
drwxr-xr-x 2 1000 supinfo    4096 May  2 16:21 Music

User owner isn't displayed. Instead, you can read his uid(1000 here). The filesystem uses uids. Lo-
gins are looked up using /etc/passwd. The ls command is running as a regular user, supinfo.
According to the /etc/passwd mode (640 here), this user cannot open it. Therefore, ls cannot
look up usernames from uid's, and falls back to numeric uid's.

Q: Fix the problem.

A:
root@localhost:/home/supinfo# chmod o+r /etc/passwd
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Q: You don't want other users to read files within your home directory. Modify the permissions ac-
cordingly.

A:
supinfo@localhost:~$ chmod o= /home/supinfo/ -R

Q: You want to fix permissions in your home directory. On directories, owner should get all privi-
leges, group owner should get read and execute and other users nothing. On files however, own-
er should get all privileges, group owner should get read only and other users nothing as well.
Use a combination of find and chmod to enforce these rules. The find man page can help you to
discriminate files from directories. Why do you need the executable bit set on directories?

A:
supinfo@localhost:~$ find /home/supinfo/ -type d -exec chmod 750 {} \;
supinfo@localhost:~$ find /home/supinfo/ -type f -exec chmod 640 {} \;

On directories, the executable bit allows to get through them.

Q: As root, copy the /var/log/messages in the supinfo home directory. What's the owner-
ship? Change it to make this file belong to supinfo.

A:
root@localhost:/home/supinfo# cp /var/log/messages .
root@localhost:/home/supinfo# ls -l messages 
-rw-r----- 1 root root 168514 May  7 14:36 messages
root@localhost:/home/supinfo# chown supinfo messages 
root@localhost:/home/supinfo# ls -l messages 
-rw-r----- 1 supinfo root 168514 May  7 14:36 messages

When you do a copy, the copy will belong to the user that has just made the copy. In this case
you're copying the file as root, therefore the copy also belongs to root.

Q: As supinfo, try to "give"(change ownership) the messages file to sarah. Does it work? Why?

A:
supinfo@localhost:~$ chown sarah messages
chown: changing ownership of `messages': Operation not permitted

It doesn't work. You can't change ownership as a regular user. It takes administrative privileges
to do that.

Q: As supinfo, try to change group ownership of messages to supinfo. Does it works? Why?

A:
supinfo@localhost:~$ chgrp supinfo messages

It works. You can change group ownership of the files you already own, but in a limited way. You
can only change group ownership to a group you're a member of(primary or secondary).
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Q: Do a long listing on /dev/dsp. What can you say about this file ownership?

A:
supinfo@localhost:~$ ls -l /dev/dsp
crw-rw---- 1 root audio 14, 3 May  7 09:46 /dev/dsp

Only root and audio group members can write to this file. This file is a special one, it's the
sound card. This mean that to play sound, you need to be a member of the audio group. Using
group ownership and permissions is a very common way to manage devices and resources on
Unix systems.

4.3.1. Special permissions

Q: Create a /home/shared directory. Adjust permissions to ensure any user can write files to this
directory but cannot alter other user's files.

A:
root@localhost:/home/supinfo# mkdir /home/shared
root@localhost:/home/supinfo# chmod 1777 /home/shared/
root@localhost:/home/supinfo# exit
tsupinfo@localhost:~$ touch /home/shared/a-file
supinfo@localhost:~$ exit
root@localhost:/home/supinfo# su sarah
sarah@localhost:/home/supinfo$ touch /home/shared/another-file
sarah@localhost:/home/supinfo$ rm /home/shared/a-file 
rm: remove write-protected regular empty file `/home/shared/a-file'? y
rm: cannot remove `/home/shared/a-file': Operation not permitted
sarah@localhost:/home/supinfo$ rm /home/shared/another-file

As seen in the example, the Sticky Bit allows prevent users from altering other user's files.

Q: Create a movie group. Change the group ownership of /home/shared to movie. You want
any newly created file (or directory) in /home/shared to get movie as the group owner. Apply
the corresponding permissions.

A:
root@localhost:/home/supinfo# chgrp movies /home/shared/
root@localhost:/home/supinfo# chmod 3777 /home/shared/
root@localhost:/home/supinfo# touch /home/shared/newfile
root@localhost:/home/supinfo# mkdir /home/shared/newdir
root@localhost:/home/supinfo# ls -l /home/shared/
total 4
-rw-r--r-- 1 supinfo supinfo    0 May  7 15:10 a-file
drwxr-sr-x 2 root    movies  4096 May  7 15:20 newdir
-rw-r--r-- 1 root    movies     0 May  7 15:20 newfile

When applied on directories, the SGID bit enforce group ownership inheritance for every newly
created element.
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Q: Try to change system date as a regular user. Use the date man page to find the correct syntax.
Does it works? Why?

A:
supinfo@localhost:~$ date 05102011
date: cannot set date: Operation not permitted
Tue May 10 20:11:00 CEST 2011

It doesn't work. It displays the date that the system would have been set to, but it actually fails to
set the date. You need administrative privileges to change the system date.

Q: Adjust the permissions on /bin/date to let supinfo change the system date, and chage the
date as supinfo. What's the problematic side effect?

A:
root@localhost:/home/supinfo# ls -l /bin/date
-rwxr-xr-x 1 root root 53996 Apr 28  2010 /bin/date
root@localhost:/home/supinfo# chmod u+s /bin/date 
root@localhost:/home/supinfo# exit
supinfo@localhost:~$ date
Sun May  8 08:32:56 CEST 2011
supinfo@localhost:~$ date 05102011
Tue May 10 20:11:00 CEST 2011

The /bin/date binary need to be run as root to successfully halt the system. The SUID bit allows
any user to run a binary as the binary owner. If the owner is root, the binary will run as root
regardless of the user actually executing it. However this doesn't only allow supinfo to change
the date on the system. It allows any user to change the date. In the next course, you'll learn a
more fine-grained privilege granting tool: sudo.
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5. Privilege delegation with sudo
The sudo tool have been designed to delegate administrative privileges to users and/or groups. Using
sudo, you can enable users and groups to run a subset of commands with root privileges. You can con-
figure sudo to have them enter a password before being able to use their privileges. If a password is
required, it's the user's password.

Use sudo and delegate privileges with precautions. If users can get a shell from sudo, they can do what
they want on the system, even change the root password. Therefore, allowing users to use sudo without
restriction (running any binary as root) makes no sense at all from a security purpose. You may as well
directly give them the root password. However, from an administrative view point, it can make sense.
Just remember that these users are as powerful as root.

Using sudo, you can also enable users to run commands as a specific user, different from root.

5.1. The date group

You want to entrust some users with date-changing privileges. You've decided to create a date group
and give this group sudo privileges on the date binary.

Q: Ensure that /bin/date doesn't have the SUID set. If it's present, remove it.

A:
root@localhost:/home/supinfo# ls -l /bin/date 
-rwsr-xr-x 1 root root 53996 Apr 28  2010 /bin/date
root@localhost:/home/supinfo# chmod u-s /bin/date 
root@localhost:/home/supinfo# ls -l /bin/date 
-rwxr-xr-x 1 root root 53996 Apr 28  2010 /bin/date

Q: Create the date system group and add supinfo to this group. Man pages will help you to find
the correct option to create a system group. If your distribution doesn't have this feature, either
manually choose the GID below GID_MIN or modify it afterwise.

A:
root@localhost:/home/supinfo# groupadd -r date
root@localhost:/home/supinfo# gpasswd -a supinfo date
Adding user supinfo to group date

Q: Use visudo to edit the /etc/sudoers file. Allow date group members to change the system
date. Users should be prompted for a password when they try to use this privilege.

Note

If visudo opens anthoer editor than vim, enter the following command:
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root@localhost:/home/supinfo# export EDITOR=/usr/bin/vim

Alternatively, you can specify EDITOR on the same line, for each command.

root@localhost:/home/supinfo# EDITOR=/usr/bin/vim visudo

A:
root@localhost:/home/supinfo# visudo

Add the following line in /etc/sudoers:

%date ALL=(ALL) /bin/date

Q: Try to change system date as supinfo. Does it works? Why?

A:
supinfo@localhost:~$ sudo date 05122011
[sudo] password for supinfo: 
supinfo is not in the sudoers file.  This incident will be reported.
supinfo@localhost:~$ groups 
supinfo cdrom floppy audio dip video plugdev netdev bluetooth scanner

It doesn't work because you've just added supinfo to date while a supinfo session was still
running. If you list your groups you can see that date is not active.

Q: As supinfo, activate your new group and try changing the date again. The date value really is
not important. Just pick a date.

A:
supinfo@localhost:~$ newgrp date
supinfo@localhost:~$ sudo date 05222011
[sudo] password for supinfo: 
Sun May 22 20:11:00 CEST 2011

You've two solutions to activate your group. Either use newgrp or close and re-open a session.
As you're registred in the /etc/group file as a date member, newgrp will not ask a password.
However, sudo will, as expected.

Q: Modify your sudo configuration to enable date group member to change system date without
a password.

A:
root@localhost:/home/supinfo# visudo
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Change the line to:

%date ALL=(ALL) NOPASSWD:/bin/date

supinfo@localhost:~$ sudo date 05102011
Tue May 10 20:11:00 CEST 2011

Sudo is not asking for a password anymore.

5.2. Delegating a web server administration

In this section, you are going to delegate administrative power over a web server. At this stage, you're
not going to configure it, but only delegate this task to a specific group: webmaster. The first step is
to install the service, Apache version 2. If you're not using a Debian-based distribution, either ask your
trainer or search online resources for the package name and how to install it.

Here is the command for Debian-based systems:

root@localhost:/home/supinfo# apt-get install apache2

We will also need a CLI web client to perform tests. This client is curl. If you can't find the command
on your system (just try to type curl at the prompt), install it. Here is the command for Debian-based
systems:

root@localhost:/home/supinfo# apt-get install curl

To check if the service is running, use the following command:

supinfo@localhost:~$ curl http://localhost/

You should get some HTML code in your console.

5.2.1. Delegating service control

You want to allow members of the webmaster system group to control the service. You've created this
group during the "Users, Group and Permissions" lab. If you can't find it on your system (check the /
etc/group file), go back to this lab and read the instruction to create it again.

The /etc/init.d/apache2 scripts controls the service. It takes an action as argument. Intersting
arguments are start, stop, restart and status. Just run it as root without argument to get
a list of available arguments.
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Q: Configure sudo to allow webmaster group members to control the service without a password.

A:
root@localhost:/home/supinfo# visudo

Add the following line in /etc/sudoers:

%webmaster ALL=(ALL) NOPASSWD:/etc/init.d/apache2

Q: Provided that supinfo is a member of webmaster (if not, do so), try to control the service
as supinfo. You can safely ignore any error message about the servername. Check that service
status using the script status argument and try to query the server with curl, as shown earlier.

A: supinfo@localhost:~$ sudo /etc/init.d/apache2 stop
Stopping web server: apache2 ... waiting .
supinfo@localhost:~$ sudo /etc/init.d/apache2 start
Starting web server: apache2
supinfo@localhost:~$ sudo /etc/init.d/apache2 status
Apache2 is running (pid 2413).
supinfo@localhost:~$ curl http://localhost/
<html><body><h1>It works!</h1>
<p>This is the default web page for this server.</p>
<p>The web server software is running but no content has been added, yet.</p>
</body></html>

5.2.2. Edit configuration files as root

You want to let users in the webmaster group edit the service configuration files. The first option is
to use modify group ownership and permissions on these files. Another option is to use sudoedit. The
sudoedit tool allows users to edit files in a secure manner: It creates a copy of the file as root, let
the user edit the copy with his regular identity and then copy back the file to the original as root.
Therefore, the editor is never running as root and can't be used as a privilege escalation tool.

Q: Modify the /etc/sudoers file to let users in the webmaster group edit /etc/apache2/
apache2.conf, without entering a password.

A:
root@localhost:/home/supinfo# visudo

Modify the group line in /etc/sudoers:

%webmaster ALL=(ALL) NOPASSWD:/etc/init.d/apache2,sudoedit /etc/apache2/apache2.conf

You can also add a second line for sudoedit:

%webmaster ALL=(ALL) NOPASSWD:sudoedit /etc/apache2/apache2.conf
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supinfo@localhost:~$ sudoedit /etc/apache2/apache2.conf

Q: The /etc/apache2/apache2.conf is not the only configuration file for the service. In fact,
webmasters need r/w access to all files in /etc/apache2. Using wildcards in to specify files
is supported by /etc/sudoers. Change sudo configuration to give webmasters r/w to all files
within /etc/apache2.

A:
root@localhost:/home/supinfo# visudo

Modify the line in /etc/sudoers:

%webmaster ALL=(ALL) NOPASSWD:/etc/init.d/apache2,sudoedit /etc/apache2/*

Q: You can now edit any file in /etc/apache2 as root using sudo, provided you belong to the
webmaster group. Try to walk the path from /etc/apache2 to edit /etc/shadow. What
do you notice? What can you conclude?

A:
supinfo@localhost:~$ sudoedit /etc/apache2/../shadow

You can edit the file. In fact, you can edit any file as root just by using tree walking. There is no
simple way to fix it other than individually specifing the files you want to let users edit as root.
Use wildcards in /etc/sudoers with caution.

Q: Don't let this security hole open. Remove the sudoedit granting from /etc/sudoers.

A:
%webmaster ALL=(ALL) NOPASSWD:/etc/init.d/apache2
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6. Access Control Lists (ACL's)
POSIX level permissions allows users to define rights on files and directories at three levels: owner, group
owner and other users. While these POSIX permissions are sufficient most of the time, there is situations
where you need a more fine-grained control. Access Control Lists allows you to define rights for specific
users and or groups. For example, you can use ACL's to grant a single user r/w access to a directory
where other users are only able to read from.

Before using ACL's you've to ensure that your filesystem is mounted with the acl option. Use the mount
command as following to check this.

supinfo@localhost:~$ mount
/dev/sda1 on / type ext3 (rw,errors=remount-ro)
[...]

As you can see, the root filesystem is not mounted with ACL's support. Enter the following command
to activate it:

root@localhost:~# mount / -o remount,acl

You can check the mount options again:

supinfo@localhost:~$ mount
/dev/sda1 on / type ext3 (rw,errors=remount-ro,acl)

You can now see acl in the mount options of the root filesystem.

You also may need to install the acl package. This package containes userland tools like setfacl and getfacl
used to work with ACL's. Here is the command for Debian-based systems.

root@localhost:~# apt-get install acl

6.1. Webserver configuration delegation

In the previous lab, you've tried to let users that belong to the webmaster group to modify the service
configuration. Unfortunately, you've had to either specify any single file to grant edit privileges on or
open a wide security hole. You're going to use a different approach to address the same issue.

Q: Add an ACL on all files below /etc/apache2 that gives read and write permissions to the web-
master group members. You don't want to apply this ACL on directories, but on files only. Don't
forget that you can combine commands.

A: root@localhost:~# find /etc/apache2/ -type f -exec setfacl -m "g:webmaster:rw" {} \;
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Q: Add an ACL on all directories below /etc/apache2(included) that gives read, write and execute
permissions to the webmaster group members. You don't want to apply this ACL on files, but
on directories. Why are we using two different ACL's for files and directories?

A: root@localhost:~# find /etc/apache2/ -type d -exec setfacl -m "g:webmaster:rwx" {} \;

We don't need execution permission on config files, whereas it's mandatory to be able to go
through directories.

Q: Add an ACL on directories below /etc/apache2(included) to ensure that any newly created
file will get an ACL giving the webmaster members r/w permissions.

A: root@localhost:~# find /etc/apache2/ -type d -exec setfacl -d -m "g:webmaster:rw" {} \;

6.2. Document Root Access

The static (and dynamic) content served by a web server is stored in directory called the "document
root". On a Debian-based system, the document root is located at /var/www/. If you're using another
distro, just ask your trainer how to find this information.

You want to let webmasters manage the content of this directory without modifying the default POSIX
permissions.

Q: Add ACL's on the document root hierarchy to give r/w permissions on files and r/w/x permissions
on directories to webmasters.

A: root@localhost:~# find /var/www/ -type f -exec setfacl -m "g:webmaster:rw" {} \;
root@localhost:~# find /var/www/ -type d -exec setfacl -m "g:webmaster:rwx" {} \;

Q: You also want the webmaster group to get r/w permissions on any newly created file, regardless
of the file creator.

A: root@localhost:~# find /var/www/ -type d -exec setfacl -d -m "g:webmaster:rw" {} \;

Q: As root, try to create a index2.html file in the document root with some sample HTML content.
Try to modify this file as supinfo to see if your ACL inheritance is working.

A: root@localhost:~# echo "<html><body>Hello, World</body></html>" > /var/www/index2.html
supinfo@localhost:~$ echo "<html><body>Bye, World</body></html>" > /var/www/index2.html

You can modify as supinfo (member of the webmaster group) a file created as root. It means that
the default ACL have correctly been applied.
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7. Processes

7.1. Jobs in the shell

Jobs are processes spawned from the shell. These processes have been put in the background either at
startup or later on. These processes are 'owned' by the shell. If the shell terminates, these processes
will be terminated too. They are child processes of the shell.

Q: Type the following command:

supinfo@localhost:~$ yes > /dev/null &

This command outputs two numbers, one being enclosed in square brackets. What do they mean?

A:
supinfo@localhost:~$ yes > /dev/null &
[1] 1387

The first number, enclosed in square brackets is the job id. The second is the PID.

Q: Type the following command:

supinfo@localhost:~$ cat /dev/zero > /dev/null &

List the jobs running in the current shell. Can you describe the output and give the meaning of
each element?

A:
supinfo@localhost:~$ jobs
[1]-  Running                 yes > /dev/null &
[2]+  Running                 cat /dev/zero > /dev/null &

The first element is the job id. The job id can get a plus sign, a minus sign, or nothing. The plus
sign indicates the 'active' job. If you don't specify a job id, any job-related command will default
to this job. The minus sign indicates the second job in the list. If you've more than two jobs in
your shell, they will not get any special sign. Then next element is the job state. It can be Running,
Stopped or Terminated.

Q: Put the cat job in the foreground. Suspend it and list the jobs. What do you notice?
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A:
supinfo@localhost:~$ fg
cat /dev/zero > /dev/null
^Z #This is produced by the Ctrl-Z key sequence
[2]+  Stopped                 cat /dev/zero > /dev/null
supinfo@localhost:~$ jobs
[1]-  Running                 yes > /dev/null &
[2]+  Stopped                 cat /dev/zero > /dev/null

As cat was the 'active' job (indicated by the plus sign), there is no need to specify the job id.
You've switched the job state to Stopped. A stopped job doesn't get any CPU cycles. It doesn't do
anything. If the job was a gui-based application, the gui would become unresponsive.

Q: Switch the cat job back to the running state, in the background.

A:
supinfo@localhost:~$ bg
[2]+ cat /dev/zero > /dev/null &
supinfo@localhost:~$ jobs 
[1]-  Running                 yes > /dev/null &
[2]+  Running                 cat /dev/zero > /dev/null &

Q: Put the yes job in the foreground and kill it using a key sequence.

A:
supinfo@localhost:~$ fg %1
yes > /dev/null
^C #This is produced by the Ctrl-C key sequence
supinfo@localhost:~$ jobs 
[2]+  Running                 cat /dev/zero > /dev/null &

Q: Kill the cat job with the kill command.

A:
supinfo@localhost:~$ jobs 
[2]+  Running                 cat /dev/zero > /dev/null &
supinfo@localhost:~$ kill %2
supinfo@localhost:~$ jobs 
[2]+  Terminated              cat /dev/zero > /dev/null

When killing jobs, there is no need to grab the PID, you can use the job id. If you're fast enough,
you can see the process state has been switched to 'Terminated' before the system removes it
from the list.

Q: Start the cat job again, check the job list and close your session. Re-open a new session and list
the jobs. Can you see your job? Why?
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A:
supinfo@localhost:~$ cat /dev/zero > /dev/null &
[1] 1575
supinfo@localhost:~$ jobs
[1]+  Running                 cat /dev/zero > /dev/null &
supinfo@localhost:~$ exit
logout

You have new mail.
Last login: Thu May 12 05:34:55 2011 from 192.168.82.1
supinfo@localhost:~$ jobs
supinfo@localhost:~$ 

The job list is empty. When you close your session, the shell terminates. If the shell terminates,
all its childs are terminated as well. That's why your job didn't survive accross sessions.

Q: Start the cat job again and detach it from the shell. Close your session. Re-open a new session and
try to find your cat command in the process list. Can you see it? Why?

A:
supinfo@localhost:~$ cat /dev/zero > /dev/null &
[1] 1668
supinfo@localhost:~$ disown %1
supinfo@localhost:~$ exit
logout

You have new mail.
Last login: Thu May 12 06:07:04 2011 from 192.168.82.1
supinfo@localhost:~$ ps aux |grep cat
supinfo   1668 91.7  0.1   3192   520 ?        R    06:07   0:10 cat /dev/zero
supinfo   1699  0.0  0.1   3300   740 pts/0    S+   06:07   0:00 grep cat

As the job has been detached from the shell with disown, it's not a shell child anymore. It will be
adopted by init, the ancestor of all processes. It survives the shell accross sessions. Note that this
command is very useful when you want to start a gui-based application from a shell in a terminal
emulator within a graphical session. Without disowning, if you close the terminal emulator, the
application will be terminated with the shell. Disown enables the application to survive.

Note that you can also disown a job with it's PID rather than the job id.

7.2. Selecting processes

Q: List all process(and their details) running on your system. Some processes gets a ? in the PID
column. Why? Some processes have square brackets around their names. Why?
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A:
supinfo@localhost:~$ ps aux

Some processes are not attached to a TTY. These processes are daemons. They run in the back-
ground to provide services to system itself or to remote clients. Process having square brackets in
their name are running in the kernel address space: They are part of the kernel.

Q: List all processes(and their details) running as supinfo. In other words, run all processes owned
by the supinfo user.

A:
supinfo@localhost:~$ ps -u supinfo

Q: Display a list of all bash processes pid.

A:
supinfo@localhost:~$ pgrep bash

7.3. Process managers

In the following questions, you're going to work on a very cpu-intensive program and eventually kill it.
Before each question, create a CPU hog with the following command:

supinfo@localhost:~$ cat /dev/zero > /dev/null &

Q: Start the task and use top to kill it.

A:
supinfo@localhost:~$ cat /dev/zero > /dev/null &
supinfo@localhost:~$ top

Press 'k', enter the PID of the task and press enter to send the process the SIGTERM(15) signal.
You can alternatively send a SIGKILL(9) signal. Press 'q' to quit.

Q: Top is useful, but dated. Another tool, far more user-friendly has been developped to replace top:
htop. Install it on your system. On Debian-based system, you can use the following command:

root@localhost:/home/supinfo# apt-get install htop

Start the task and use htop to kill it.

A:
supinfo@localhost:~$ cat /dev/zero > /dev/null &
supinfo@localhost:~$ top

Select the task using arrow keys and press F9. Select the signal, SIGTERM or SIGKILL and press
enter. Press F10 to quit.
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7.4. Niceness

In this section, you're going to experiment with the nice value of a process and its impact on its actual
priority. If a question ask you to start "the task", it refers to the dummy cat task you've just used in the
previous section.

Q: Start the task. What's the nice default nice value? Renice the task to 10. Does the task have an
higher or a slower priority?

A:
supinfo@localhost:~$ cat /dev/zero > /dev/null &
supinfo@localhost:~$ pgrep cat
3266
supinfo@localhost:~$ renice -n 10 -p 3266
3266: old priority 0, new priority 10

The default nice value is 0. The nice value has been increased, therefore the process will be nicer
to other processes competing for resources. Therefore, it will get a lower priority.

Q: As a regular user, try to change the task nice value back to 0. Does it works? Why?

A:
supinfo@localhost:~$ renice -n 0 -p 3266
renice: 3266: setpriority: Permission denied

It doesn't work. As a regular user, you can only increase the nice value of your processes. You can't
modify other user's processes nice value or lower your processes nice value. Additionnaly, only
the root user can set negative nice values to processes.

Q: Kill the task.

A:
supinfo@localhost:~$ pkill cat

Q: Start the task and use top to change its nice value to 10.

A:
supinfo@localhost:~$ cat /dev/zero > /dev/null &
supinfo@localhost:~$ top

Press 'r' (for renice), enter the PID of the task and the new nice value, and press 'q' to quit.

Q: Use htop to renice the task to the highest possible nice value. Then, kill the task (using htop).

A:
supinfo@localhost:~$ htop

Select the task with the arrow keys and press F8 to increase the nice value until it stalls at 19.
Press F9. Select the signal, SIGTERM or SIGKILL and press enter. Press F10 to quit
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Q: Start the task with a nice value of 10. Then, kill the task

A:
supinfo@localhost:~$ nice cat /dev/zero > /dev/null &
supinfo@localhost:~$ pkill cat

As 10 is the default, you don't need to specify the nice value when invoking nice.

Q: Start the task with a nice value of 15.

A:
supinfo@localhost:~$ nice -n 15 cat /dev/zero > /dev/null &

7.5. Signaling processes

Signals are often used to terminate processes. However, some programs use signals as action triggers,
such as daemons that can be "signaled" to re-read their configuration files.

In this section, you're going to experiment with signals. If a question ask you to start "the task", it refers
to the dummy cat task you've used previously.

Q: List all available signals.

A:
supinfo@localhost:~$ kill -l

Q: Start the task and kill it using the kill command.

A: supinfo@localhost:~$ cat /dev/zero > /dev/null &
supinfo@localhost:~$ ps aux |grep cat
supinfo   3354  108  0.1   3192   520 pts/0    R    06:50   0:07 cat /dev/zero
supinfo   3356  0.0  0.1   3300   744 pts/0    S+   06:50   0:00 grep cat
supinfo@localhost:~$ kill 3354

Q: Start the task and kill it using the kill command, with signal SIGKILL.

A: supinfo@localhost:~$ cat /dev/zero > /dev/null &
supinfo@localhost:~$ ps aux |grep cat
supinfo   3357  118  0.1   3192   524 pts/0    R    06:51   0:03 cat /dev/zero
supinfo   3359  0.0  0.1   3300   740 pts/0    S+   06:51   0:00 grep cat
supinfo@localhost:~$ kill -9 3357

Q: Start the task and kill it using the killall command.

A:
supinfo@localhost:~$ cat /dev/zero > /dev/null &
supinfo@localhost:~$ killall cat

Q: Start the task and kill it using the pkill command.
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A:
supinfo@localhost:~$ cat /dev/zero > /dev/null &
supinfo@localhost:~$ pkill cat

Q: The dd command copies data bitwise from input to outpout. It's mainly used to dump filesystems
and create iso images from physical optical medias. It doesn't output while the copy is running
and prints a summary at the end. However, users can instruct dd to print progression data on
STDOUT by sending it a signal. Run the following command in a separate console (Ask your trainer
if you don't know how to go to switch between virtual terminals):

supinfo@localhost:~$ dd if=/dev/zero of=/dev/null

Find in dd man page the signal to send to get I/O statistics. Send the correct signal to dd. If you
want to use pkill to send the signal, signal your processes only. Otherwise you might get an error
message (that you can safely ignore).

A:
supinfo@localhost:~$ pkill -USR1 -u supinfo dd

On the TTY where dd is running, you should see an output like this:

supinfo@localhost:~$ dd if=/dev/zero of=/dev/null
6654201+0 records in
6654200+0 records out
3406950400 bytes (3.4 GB) copied, 9.03368 s, 377 MB/s
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8. Task Scheduling

8.1. Reccurent tasks

Some tasks needs to be executed on a regular basis. The cron deamon has been written to fullfil this
requirement. Before trying to schedule any cron task, check that the service is running. Cron packages
usually provide an init script. On a Debian-based system, you can use the following command to check
the service state:

root@localhost:/home/supinfo# /etc/init.d/cron status

If its not running, use the same script with the start argument instead of status.

Q: As root, create the /etc/cron.allow file. Then try to create a cron task as supinfo. Does
it works? Why?

A:
root@localhost:/home/supinfo# touch /etc/cron.allow
root@localhost:/home/supinfo# exit
supinfo@localhost:~$ crontab -e
You (supinfo) are not allowed to use this program (crontab)
See crontab(1) for more information

You're not allowed to create cron tasks because if the /etc/cron.allow file exists, only users
listing in this file are entitled to use cron.

Q: As root, create the /etc/cron.deny file. Add supinfo to both cron.allow and
cron.deny. Then, try to create a cron task as supinfo. Does it works? Why?

A:
root@localhost:/home/supinfo# echo "supinfo" > /etc/cron.deny 
root@localhost:/home/supinfo# echo "supinfo" > /etc/cron.allow
root@localhost:/home/supinfo# exit
supinfo@localhost:~$ crontab -e

It works. When both cron.allow and cron.deny exists, cron.allow takes precedence.
It means that cron.deny is not evaluated. You just need to be listed in cron.allow to be
able to create cron tasks.

Q: As root, delete the /etc/cron.allow file. Try to create a new cron task as supinfo. Does
it works? Why?
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A:
root@localhost:/home/supinfo# rm /etc/cron.allow 
root@localhost:/home/supinfo# exit
supinfo@localhost:~$ crontab -e
You (supinfo) are not allowed to use this program (crontab)

It doesn't work. When cron.allow doesn't exist and cron.deny is present, you shouldn't be
listed in cron.deny to use cron. As you(supinfo) are listed in it, you can't use cron.

Q: As root, delete the /etc/cron.deny file. Try to create a new cron task as supinfo. Does it
works? Why?

A:
root@localhost:/home/supinfo# rm /etc/cron.deny 
root@localhost:/home/supinfo# exit
supinfo@localhost:~$ crontab -e

On Debian-based systems, It works. It may not work on the distro you're using. When neither
cron.allow nor cron.deny exists, cron behavior depend on local cron implementation (refer
to source code). Either all users or only root can use cron depending on the implementation.

Q: Ensure that all users can use cron, regardless of the local cron implemention.

A:
root@localhost:/home/supinfo# touch /etc/cron.deny

Creating an empty cron.deny always allow all users to use cron.

Q: As supinfo, create a cron job that writes the date in /home/supinfo/date.cron every
hour and 15 minutes.

A:
supinfo@localhost:~$ crontab -e

Add the following line:

15 * * * * date > /home/supinfo/date.cron

Q: As supinfo, create a cron job that writes the date in /home/supinfo/date.cron every
15 minutes.

A:
supinfo@localhost:~$ crontab -e

Add the following line:

0,15,30,45 * * * * /bin/date > /home/supinfo/date.cron
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Q: As root, schedule a locate database update every day at noon and at 6 p.m from monday to friday.

A:
root@localhost:/home/supinfo# crontab -e

Add the following line:

0 12,18 * * mon-fri /usr/bin/updatedb

Q: Once you've succesfuly tested your entries (you can adjust system clock with date), blank the
crontabs of root and supinfo.

A:
root@localhost:/home/supinfo# crontab -r
supinfo@localhost:~$ crontab -r

8.2. Single-run tasks

Cron is very useful to execute task on a regular basis. However it's not very handy to use it for tasks you
only need to execute once. It would take to manually create and delete the task after completion. You'll
rather use at for this kind of tasks, such as a planned reboot.

At as very rich time setting features. Don't hesitate to refer to the man page to get more informations.

Just like cron, at is a service-based tool: it needs the atd deamon to be running. You can check the service
state using at's init script. On a Debian-based system, use the following command to check the service
state:

root@localhost:/home/supinfo# /etc/init.d/atd status

If its not running, use the same script with the start argument instead of status.

At also have rule files, /etc/at.allow and /etc/at.deny. They work exactly like their cron coun-
terparts.

Q: Schedule a system reboot at noon tomorrow (as root).

A:
root@localhost:/home/supinfo# at noon tomorrow
warning: commands will be executed using /bin/sh
at> halt
at> <EOT>

The answer was partially already in the question. Use Ctrl-D to send EOT to quit the at prompt.

Q: Display a list of at scheduled tasks (as root). What's the first number?
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A:
root@localhost:/home/supinfo# atq 
2    Fri May 13 12:00:00 2011 a root

The first number is the task id.

Q: Delete the reboot task.

A:
root@localhost:/home/supinfo# atrm 2

Q: You want to be woken up in six hours by the charming song of the kernel in your dsp. Use at to
turn your computer into a clock.

A:
supinfo@localhost:~$ at now + 6 hours
warning: commands will be executed using /bin/sh
at> cat /boot/vmlinuz-2.6.32-5-686 > /dev/dsp
at> <EOT>

Q: Let's pretend a tea-making machine is connected to your computer. The /dev/tm is the special
file for that device. Create it with the following command:

root@localhost:/home/supinfo# mknod -m 666 /dev/tm c 1 3

Send the "make-tea" string to the tea machine five minutes before tea time.

A:
supinfo@localhost:~$ at teatime - 5 minutes
warning: commands will be executed using /bin/sh
at> echo "make-tea" > /dev/tm
at> <EOT>
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9. The (Bourne Again) Shell
9.1. Using the shell

9.1.1. Handy features

Q: Use Bash features to create dummy1,dummy2 and dummy3 files.

A:
supinfo@localhost:~$ touch dummy{1,2,3}

Q: Create three directories at once: ~/sandbox/usr, ~/sandbox/bin and ~/sand-
box/sbin.

A:
supinfo@localhost:~$ mkdir sandbox/{usr,bin,sbin}

Q: Execute the following command:

supinfo@localhost:~$ ls -li messages

You just realise that you've mispelled the command, typing li instead of lh. Use the Bash substitu-
tion feature to execute the same command with the right argument.

A:
supinfo@localhost:~$ ^li^lh^
ls -lh messages 
-rw-r----- 1 supinfo supinfo 165K May  7 14:36 messages

9.1.2. Command history

In this section, you're going to experiment some user-friendly shell features like history and completion.
Before beginning with the questions, we need to fill bash history with some commands. Type the fol-
lowing commands in your shell:

supinfo@localhost:~$ find /home -type f -exec ls -lh {} \; > /dev/null
supinfo@localhost:~$ ls -l
supinfo@localhost:/usr/share/doc$ cd /usr/share/doc
supinfo@localhost:/usr/share/doc$ ls -d */
supinfo@localhost:/usr/share/doc$ cd ..
supinfo@localhost:/usr/share$ cd /etc/
supinfo@localhost:/etc$ cd -
supinfo@localhost:/usr/share$ cd ~
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Q: You want to execute the very long find command again. Use the search feature of bash to call
it back.

A: #Press Ctrl-R
(reverse-i-search)`f': find /home -type f -exec ls -lh {} \; > /dev/null
#Press Enter

Q: You want to execute the very long find command again. Get its command id and use it to call it
back.

A:
supinfo@localhost:~$ history |grep find
[...]
  514  find /home -type f -exec ls -lh {} \; > /dev/null
[...]
supinfo@localhost:~$ !514
find /home -type f -exec ls -lh {} \; > /dev/null

Q: You want to execute the very long find command again. Use arrow keys to call it back.

A:
Press the up arrow key until you see the command you want to execute
supinfo@localhost:~$ find /home -type f -exec ls -lh {} \; > /dev/null

Q: You want to execute the very last command you typed again. Use the special Bash feature to call
it back.

A:
supinfo@localhost:~$ !!
find /home -type f -exec ls -lh {} \; > /dev/null

Q: Shows all variables that controls how Bash manages the command history. Here is a hint: They all
have HIST in their name. What's the type of these variables? Why?

A:
supinfo@localhost:~$ set |grep HIST
HISTCONTROL=ignoreboth
HISTFILE=/home/supinfo/.bash_history
HISTFILESIZE=500
HISTSIZE=500

These variables are 'regular' variables, not environment variables. Environment variables are in-
herited by all processes and are system settings. All local Bash-only settings must stay outside the
environment. The right file class to define them in is the rc class.

Q: What's the name of the history file? How can you change it?

A: By default, Bash stores command history in ~/.bash_history. You can change it using the
HISTFILE variable.
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Q: What's the difference between HISTFILESIZE and HISTSIZE?

A: HISTFILESIZE controls the actual file size in bytes whereas HISTSIZE controls the number
of commands to keep track of.

Q: You don't want anyone to see what commands you've typed so far: Cover up your trail by clearing
the history.

A:
supinfo@localhost:~$ history -c

You can either manually erase HISTFILE content.

9.2. Shell and processes

Q: Run /bin/true. What's the return value of this command? Same question with /bin/false.
What do you conclude?

A:
supinfo@localhost:~$ /bin/true 
supinfo@localhost:~$ echo $?
0
supinfo@localhost:~$ /bin/false 
supinfo@localhost:~$ echo $?
1

true exists with a 0 status code whereas false exists with a non-zero exit code. True always suc-
ceeds and false always fails.

Q: The grep commands returns 0 when it finds at least one occurence of the searched pattern, and a
non-zero value otherwise. Grep out occurences of "ata" in /home/supinfo/sandbox/mes-
sages (copy /var/log/messages to this file if you've deleted it) to the messages.ata
file and less that file only if occurences where found.

A: supinfo@localhost:~/sandbox$ grep ata messages > ata.messages && less ata.messages

You can try to replace ata by something else, like "dummy" to see that less will not be executed.

Q: Grep /etc/passwd for "supinfo3". If the string is not found, echo out the "Not found" string.

A: supinfo@localhost:~/sandbox$ grep supinfo2 /etc/passwd || echo "Not found"

Q: Grep /etc/passwd for an user name. If the username is in the file, print the "User found" string.
If grep doesn't find the user, echo the "User not found" string. Grep itself should not output any-
thing.
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A: supinfo@localhost:~/sandbox$ grep supinfo /etc/passwd 1>/dev/null 2>&1 && \
>echo "User found" || echo "User not found"
User found
supinfo@localhost:~/sandbox$ grep supinfo2 /etc/passwd 1>/dev/null 2>&1 && \
>echo "User found" || echo "User not found"
User not found

Q: As supinfo, copy /var/log/messages to your home directory and list the files in your home
directory regardless of the copy success or failure.

A:
supinfo@localhost:~$ cp /var/log/messages . ; ls

9.3. Customizing user environement

Q: Set your default editor to /usr/bin/vim. Be careful to put this setting in the right file.

A:
supinfo@localhost:~$ echo "export EDITOR=/usr/bin/vim" >> .bash_profile

You can either use a vim to edit the file manually. The right file is the profile, not matter its name.
Inheritable settings, like environement variables should go in the profile config class.

Q: Make /usr/bin/most the default pager in your session. Try to open a random man page. What
do you notice?

A:
supinfo@localhost:~$ export PAGER=/usr/bin/most
supinfo@localhost:~$ man ls

Man has now color support !

Q: You want to make this setting permanent and global (for all users). Modify the right file.

A: root@localhost:/home/supinfo# echo "export PAGER=/usr/bin/most" >> /etc/profile

Q: You keep accidentally delete files because rm is never asking confirmation on deletion. Use Bash
features to make rm always ask for confirmation. Use the rm man page to find the correct switch
if you don't remember it. Do it for the current session only.

A:
supinfo@localhost:~$ alias rm="rm -i"
supinfo@localhost:~$ rm a-file 
rm: remove regular empty file `a-file'? y

Q: How can you bypass the feature you've just enabled? Try to delete a dummy file without confir-
mation.
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A:
supinfo@localhost:~$ touch dummy{1,2}
supinfo@localhost:~$ /bin/rm dummy1
supinfo@localhost:~$ \rm dummy2

You've got two options to bypass an alias: Either call the binary using the full path, or prepend a
blackslash to prevent Bash from expanding the alias.

Q: Disable the feature you've activated.

A:
supinfo@localhost:~$ unalias rm

Q: Use the right bash configuration file to make this feature re-appear when Bash starts.

A:
supinfo@localhost:~$ cat << EOF >> .bashrc 
> alias rm="rm -i"
> EOF

They way you've used to edit the .bashrc file really doesn't matter. Use a text editor, echo or
cat (or whatever). The rc class is the right class here because aliases are not inheritable settings.
Therefore, they have to be applied to each shell instance to be available to users.

Q: Make /usr/bin/vim the default editor for all users (system-wide settings).

A: root@localhost:/home/supinfo# echo "export EDITOR=/usr/bin/vim" >> /etc/profile

Q: Make rm asking confirmation a default system-wide setting.

A:
root@localhost:/home/supinfo# cat << EOF >> /etc/bash.bashrc 
> alias rm="rm -i"
> EOF

Q: Using the PS1 environement variable, make the prompt in your session look like the following:

user@hostname cwd $(space)

• user@hostname in green

• cwd in blue

• $ in blue

A: supinfo@localhost:~$ PS1="\[\033[01;32m\]\u@\h\[\033[01;34m\] \w \\$\[\033[00m\] "
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Q: Make this prompt permanent for you only.

A:
supinfo@localhost:~$ cat << EOF >> .bashrc 
> PS1="\[\033[01;32m\]\u@\h\[\033[01;34m\] \w \\\\$\[\033[00m\] "
> EOF

As PS1 is a Bash-specific setting, there is no reason to put it in the environment.

If you're using a text editor, you don't need to quad-escape the dollar sign: The quad-escape is
only mandatory when typing directly from the shell. The file must contain the following line:

PS1="\[\033[01;32m\]\u@\h\[\033[01;34m\] \w \\$\[\033[00m\] "
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10. Bourne Again Shell Scripting

10.1. Simple scripts

Q: Modify Bash configuration to display a greeting message, "Hello [username]" at logon. Do this
modification for your regular user only.

A: Add the following line to your ~/.bash_profile:

echo "Hello "`whoami`

The right file to modify is the profile: It's only executed a logon. he rc class would greet the user
everytime he opens a new shell, either during the same session. That's not what you want.

Q: Create a script.sh file with the following content:

#! /bin/less

Make it executable and run it. What happens? Why?

A:
supinfo@localhost:~/sandbox$ echo "#! /bin/less" > script.sh
supinfo@localhost:~/sandbox$ chmod +x script.sh 
supinfo@localhost:~/sandbox$ ./script.sh

The file is self-lessed. When the shell sees a Shebang, it runs the "shebang filename" command.
In this example, the shell runs:

/bin/less script.sh

Bash scrips will get a /bin/bash shebang, python scripts path to python interpreter, and so on.

Q: Create a script that keeps only the 20 first lines of /home/supinfo/sandbox/messages.
Use a variable to reference the file to empty.

A:
#! /bin/bash

MESSAGES=/home/supinfo/sandbox/messages
TMPFILE=/tmp/messages.tmp
tail -n 20 $MESSAGES > $TMPFILE
mv $TMPFILE $MESSAGES
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Q: Modify the script you've created in the previous question: Your script will take the number of line
to keep as argument. If no argument is given, it'll default to 20.

A:
#! /bin/bash

MESSAGES=/home/supinfo/sandbox/messages
TMPFILE=/tmp/messages.tmp

if [ -z "$1" ]; then
        N_LINES=20
else
        N_LINES=$1
fi

tail -n $N_LINES $MESSAGES > $TMPFILE
mv $TMPFILE $MESSAGES

The scripts test if the first argument is empty. You can also go for the other way around and test
the opositie (i.e if the argument is non-empty).

Q: Create a does_user_exist function that checks if an user exists (assume that grep'ing the
user database is enough, even if it has false positives). Use a function to do this task and a couple
of if's to test your function on some users.

A:
#! /bin/bash

function does_user_exist
{
        grep "$1" /etc/passwd > /dev/null 2>&1
        return $?
}

if does_user_exist foo; then
        echo "User foo exist"
else
        echo "User foo does not exist"
fi

if does_user_exist supinfo; then
        echo "User supinfo exists"
else
        echo "User supinfo does not exists"
fi
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Q: Create a get_user_home function that gets an user home directory from his login (Don't bother
with false positives). Test your function in a script that takes an username as argument at display
his home directory if he has one. Put the home directory in a variable before actually displaying it.

Note

A function cannot return text, only exit codes. To return text you've to write it to STD-
OUT in the function and grab it with $() on the call site.

A:
#! /bin/bash

function get_user_home
{
        grep "$1" /etc/passwd | cut -d':' -f6
}

UDIR=$(get_user_home $UNAME)

if [ -z "$1" ]; then
        echo "Usage: $0 username"
        exit 1
fi

UDIR=$(get_user_home $1)
if [ -n "$UDIR" ]; then
        echo $UDIR
fi

Q: Create a script that creates a tarball of a given user home directory. The script can take the user-
name as argument. If no argument are given, the script will prompt for the username. Use the
functions you've written before to check if the user exists (prompt again if he doesn't) and to re-
treive his home directory. If the user doesn't have a home directory, display an error message and
quit with a non-zero exit code. The archive will be stored in /tmp/ and be named as follows:

username-MM-DD-YYYY.tar.bz2
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A: #! /bin/bash

HBASE="/home"
DDIR="/tmp/"

function does_user_exist
{
        grep "$1" /etc/passwd > /dev/null 2>&1
        return $?
}

function get_user_home
{
        grep "$1" /etc/passwd | cut -d':' -f6
}

if [ -n "$1" ]; then #arg was given
        UNAME=$1
else
        read -p "Enter the user name you want to save the home of: " UNAME
fi

until does_user_exist $UNAME; do
        read -p "Enter the user name you want to save the home of: " UNAME
done

UDIR=$(get_user_home $UNAME)

if [ -d "$UDIR" ]; then
        ANAME="$UNAME-`date +%d-%m-%Y`.tar.bz2"
        tar -cjf "$DDIR/$ANAME" "$UDIR"
else
        echo "This user doesn't have a valid home directory"
        exit 1
fi

10.2. Advanced scripts

Q: You've just ripped off a DVD of the first season of one of your favorite tv shows. The files are
named from "Chapter 01.avi" to "Chapter XX.avi". You want to get all these files
renamed to the following format:

XX - Episode name.avi

Write a script that reads episode names from a eplist.txt file (one episode per line, sorted chrono-
logically). This file does not contain episode numbers, only titles. The script should compute new
names for each file, show a renaming proposition and ask user for confirmation before actually
renaming them.
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Note

You will be dealing with files possibly having spaces in their names. Spaces are usually
treated as separators by the shell. The IFS shell variable controls which characters are
treaded as separators. To remove spaces and tabs from this list, the first line of your
script should re-define this variable as following:

IFS=$(echo -en "\n\b")

You can experiement with the following eplist.txt:

Pilot
The Big Bran Hypothesis
The Fuzzy Boots Corollary
The Luminous Fish Effect
The Hamburger Postulate
The Middle-Earth Paradigm
The Dumpling Paradox
The Grasshopper Experiment
The Cooper-Hofstadter Polarization
The Loobenfeld Decay
The Pancake Batter Anomaly
The Jerusalem Duality
The Bat Jar Conjecture
The Nerdvana Annihilation
The Pork Chop Indeterminacy
The Peanut Reaction
The Tangerine Factor

You can create fake episodes using these commands:

supinfo@localhost:~/Season 01$ touch Chapter\ {01..09}.avi
supinfo@localhost:~/Season 01$ touch Chapter\ {10..17}.avi
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A:
#! /bin/bash

IFS=$(echo -en "\n\b")

EXT="avi"

FILES=$(ls *.$EXT |sort)

RAW=`cat eplist.txt`
NAMES=""

idx=0
for i in $RAW; do
    NAMES[$idx]=$i
    idx=$(($idx + 1))
done
length=$idx;

idx=0
for f in $FILES; do
    prefix=$(($idx + 1));
    if [ $prefix -lt 10 ]; then
        prefix="0$prefix"
    fi
    filename="$prefix - ${NAMES[$idx]}.$EXT"
    echo "\"$f\" -> \"$filename\""
    idx=$(($idx + 1))
done
read -p "Proceed ?(Y/N)"
if [ "$REPLY" = "Y" ]; then
    idx=0
    for f in $FILES; do
        prefix=$(($idx + 1));
        if [ $prefix -lt 10 ]; then
            prefix="0$prefix"
        fi
        filename="$prefix - ${NAMES[$idx]}.$EXT"
        mv "$f" "$filename"
        idx=$(($idx + 1))
    done
fi

It should run like this:
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supinfo@localhost:~/Season 01$ ls
Chapter 01.avi Chapter 04.avi Chapter 07.avi Chapter 10.avi Chapter 13.avi Chapter 16.avi
Chapter 02.avi Chapter 05.avi Chapter 08.avi Chapter 11.avi Chapter 14.avi Chapter 17.avi
Chapter 03.avi Chapter 06.avi Chapter 09.avi Chapter 12.avi Chapter 15.avi eplist.txt
supinfo@localhost:~/Season 01$ ../renamer.sh 
"Chapter 01.avi" -> "01 - Pilot.avi"
"Chapter 02.avi" -> "02 - The Big Bran Hypothesis.avi"
"Chapter 03.avi" -> "03 - The Fuzzy Boots Corollary.avi"
"Chapter 04.avi" -> "04 - The Luminous Fish Effect.avi"
"Chapter 05.avi" -> "05 - The Hamburger Postulate.avi"
"Chapter 06.avi" -> "06 - The Middle-Earth Paradigm.avi"
"Chapter 07.avi" -> "07 - The Dumpling Paradox.avi"
"Chapter 08.avi" -> "08 - The Grasshopper Experiment.avi"
"Chapter 09.avi" -> "09 - The Cooper-Hofstadter Polarization.avi"
"Chapter 10.avi" -> "10 - The Loobenfeld Decay.avi"
"Chapter 11.avi" -> "11 - The Pancake Batter Anomaly.avi"
"Chapter 12.avi" -> "12 - The Jerusalem Duality.avi"
"Chapter 13.avi" -> "13 - The Bat Jar Conjecture.avi"
"Chapter 14.avi" -> "14 - The Nerdvana Annihilation.avi"
"Chapter 15.avi" -> "15 - The Pork Chop Indeterminacy.avi"
"Chapter 16.avi" -> "16 - The Peanut Reaction.avi"
"Chapter 17.avi" -> "17 - The Tangerine Factor.avi"
Proceed ?(Y/N)Y
supinfo@localhost:~/Season 01$ ls
01 - Pilot.avi                               10 - The Loobenfeld Decay.avi
02 - The Big Bran Hypothesis.avi             11 - The Pancake Batter Anomaly.avi
03 - The Fuzzy Boots Corollary.avi           12 - The Jerusalem Duality.avi
04 - The Luminous Fish Effect.avi            13 - The Bat Jar Conjecture.avi
05 - The Hamburger Postulate.avi             14 - The Nerdvana Annihilation.avi
06 - The Middle-Earth Paradigm.avi           15 - The Pork Chop Indeterminacy.avi
07 - The Dumpling Paradox.avi                16 - The Peanut Reaction.avi
08 - The Grasshopper Experiment.avi          17 - The Tangerine Factor.avi
09 - The Cooper-Hofstadter Polarization.avi  eplist.txt

Q: You want to create a script to manage a very basic database. The database will be stored in the
~/.bdsh file. The script, bdsh, should be able to perform insert, select, update and delete oper-
ations. Each of these operation should be implemented as a function. It should understand glob-
bing wildcards. The following commands should work:

• ./bdsh insert something

• ./bdsh select some*thing

• ./bdsh delete some?thing

• ./bdsh update 3 set something

Note

The case structure already supports globbing syntax, and accept variable cases. The
following exerpt is perfectly valid:
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#! /bin/bash

TEST="Somethin?"
VAR1="Something"

case "$VAR1" in
    $TEST)
        echo "Match !"
        ;;
    *)
        echo "Do not match"
        ;;
esac

A:
#! /bin/bash

SHDBFILE=$HOME/.shdb

function helpMain(){
    echo "Usage: $0 <insert|select|delete|update>"
    exit -1
}

function helpInsert(){
    echo "Usage : $0 insert <data>"
    exit -1
}

function helpSelect(){
    echo "Usage : $0 select <data>"
    exit -1
}

function helpDelete(){
    echo "Usage : $0 delete <data>"
    exit -1
}

function helpUpdate(){
    echo "Usage : $0 update <oldData> set <data>"
    exit -1
}
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function doInsert () {
    echo "$1" >> $SHDBFILE
    return 0
}

function doSelect (){
    lines=`cat $SHDBFILE | xargs` 
    for line in $lines; do
        case "$line" in
           $1)
                echo $line
           ;;
        esac 
    done
}

function doDelete (){
    lines=`cat $SHDBFILE | xargs`
    tmpfile="$SHDBFILE.tmp"
    cat /dev/null >$tmpfile
    for line in $lines; do
        case "$line" in
           $1)
                echo $line > /dev/null
           ;;
           *)
                echo $line >> $tmpfile
        esac 
    done
    cat $tmpfile > $SHDBFILE
}

function doUpdate (){
    lines=`cat $SHDBFILE | xargs`
    tmpfile="$SHDBFILE.tmp"
    cat /dev/null >$tmpfile
    for line in $lines; do
        case "$line" in
           $1)
                echo $2 >> $tmpfile
           ;;
           *)
                echo $line >> $tmpfile
          ;;
        esac 
    done
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    cat $tmpfile > $SHDBFILE
}

case "$1" in
    'insert')
        if [ -z "$2" ]; then
            helpInsert "$0"
        else
            doInsert "$2"
        fi
    ;;
    'select')
        if [ -z "$2" ]; then
            helpSelect "$0"
        else
            doSelect "$2"
        fi
    ;;
    'delete')
        if [ -z "$2" ]; then
            helpDelete "$0"
        else
            doDelete "$2"
        fi
    ;;
    'update')
        if [ -z "$2"  ] || [ -z "$3"  ] || [ "$3" != "set" ]; then
            helpUpdate "$0"
        else
            doUpdate "$2" "$4"
        fi
    ;;
    *)
        helpMain "$0"
    ;;
esac
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11. Software Management

11.1. Compiling and installing from source

You are going to compile ncftp (an ftp client) from source and to install it on your system. Compiling
software directly from source allows you to enable special features, apply patches or simply get software
that hasn't been packaged for your distro yet. The first step is to grab the source code.

Q: Use wget to download the archive at ftp://ftp.ncftp.com/ncftp/ncftp-3.2.5-
src.tar.bz2. Unpack it and go to the newly created directory.

A:
supinfo@localhost:~$ wget ftp://ftp.ncftp.com/ncftp/ncftp-3.2.5-src.tar.bz2
supinfo@localhost:~$ tar -xf ncftp-3.2.5-src.tar.bz2 
supinfo@localhost:~$ cd ncftp-3.2.5/

Q: Configure the sources to install the binaries under /usr rather than /usr/local. If the config-
ure script complains about the compiler not beeing able to produce executables, ask your trainer
for the packages to install.

A:
supinfo@localhost:~/ncftp-3.2.5$ ./configure --prefix=/usr

Q: Once the configure script succeeds, proceed to compilation.

A:
supinfo@localhost:~/ncftp-3.2.5$ make

Q: When compilation finishes, proceed to installation. Can you install it as a regular user?

A:
supinfo@localhost:~/ncftp-3.2.5$ su
Password: 
root@localhost:/home/supinfo/ncftp-3.2.5# make install

As you need to copy files outside your home directory to install a program on the system, you
basically need complete r/w access on the filesystem. Therefore, you can't do that as a regular
user and you have to switch to root to perform this administrative task. However, as a regular
user, you can prefectly install a program in your home directory.

11.2. Package management

11.2.1. Using apt and dpkg
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Q: You want to install the links web browser. However, you don't remember the package name.
Search among the packages which ones have "links" in their names. You're only interested in find-
ing "links" in packages names, not in descriptions.

A:
supinfo@localhost:~$ apt-cache search --names-only links

Q: Install the links package on your system.

A:
root@localhost:/home/supinfo# apt-get install links

Q: You want to list all files that belongs to the links package.

A:
supinfo@localhost:~$ dpkg -L links

Q: You want to know which installed package provides the /bin/ls binary. Use dpkg to find this
information.

A:
supinfo@localhost:~$ dpkg -S /bin/ls
coreutils: /bin/ls

Q: You want to install the package providing the /usr/bin/twm binary. You don't know the pack-
age name. Use the apt-file(1) command to find it out (install it when needed).

A:
supinfo@debian-master:~$ apt-file search /usr/bin/twm
twm: /usr/bin/twm

Q: You want to get information about the coreutils package. Use dpkg to display these details.

A:
supinfo@debian-master:~$ dpkg -s coreutils
Package: coreutils
Essential: yes
Status: install ok installed
Priority: required
Section: utils
[...]

Q: Remove links from your system, including any configuration file created by this package.

A:
root@localhost:/home/supinfo# apt-get purge links
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12. Stream Editor and Regular Expressions

Q: You want to change the port sshd is accepting connections from. Provided that the configuration
file, /etc/ssh/sshd_config, has two following line:

Port 22

Use sed to change the port to 443.

A: root@localhost:/home/supinfo# sed -i 's/Port 22/Port 443/' /etc/ssh/sshd_config

Q: The /etc/login.defs has many commented out lines (Lines beginning by a dash(#)). Use sed to
display only non-commented lines.

A:
supinfo@localhost:~$ sed '/^#/d' /etc/login.defs

Q: The filename.txt file is a list of songs filenames. It has one filename per line, formatted as follows:

Artist00-Song00.mp3
Artist01-Song01.mp3
Artist02-Song02.mp3
Artist03-Song03.mp3

Use sed to produce "Artist - Song.mp3" formated filenames out of this file.

A: supinfo@localhost:~$ sed 's/\(.*\)-\(.*\)\(.mp3\)/\1 - \2\3/' filenames.txt

Page 74 sur 161
© SUPINFO International University – http://www.supinfo.com

http://www.supinfo.com


-

1LIN - Linux Technologies
System Fundamentals

13. Awk: Generating reports

Q: The local machine is running a mail server. Each user in /etc/passwd can receive mail. Use
awk to generate a list of all users' mail adresses. The domain is foo.com. Don't forget to set the
field separator accordingly.

A: supinfo@localhost:~$ awk -F':' '{printf "%s@foo.com\n",$1}' /etc/passwd

Q: You want to create an awk script that will generate an HTML disk report from the df -h command
output. The script should produce a complete html page with a table having as many columns as
df output. Use sed to remove the column titles from df output.

A: The script:

#! /usr/bin/awk -f

BEGIN{
        print "<html>"
        print "<body>"
        print "<table>"
        print "<tr>"
        print "<th>Filesystem</th>"
        print "<th>Size</th>"
        print "<th>Used</th>"
        print "<th>Available</th>"
        print "<th>Used %</th>"
        print "<th>Mounted on</th>"
        print "</tr>"
}

{
  printf "<tr><td>%s</td><td>%s</td><td>%s</td><td>%s</td><td>%s</td><td>%s</td></tr>",$1,$2,$3,$4,$5,$6
}

END{
        print "</table>"
        print "</body>"
        print "</html>"

}

Invocation:

supinfo@localhost:~$ df -h | sed 1d | ./report.awk
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14. Block devices
In this chapter, you're going to partition out a new block device. To begin with, you must add a new hard
drive to your virtual machine (unless you want to break your system). Ask your trainer for instructions
when needed.

Q: You've just plugged your new disk on the virtual machine / computer. What command can you
use to find its special file ?

A:
supinfo@localhost:~$ cat /proc/partitions 
major minor  #blocks  name

   8        0    8388608 sda
   8        1    7811072 sda1
   8        2     575488 sda2
   8       16    8388608 sdb

You can also use the fdisk -l command. It will list all disk and partitions on your machine, including
your new disk. As you're new disk is likely to be blank and unpartitioned, fdisk will report an error
about the partition table on that disk. There is nothing to worry about, it only means that the disk
is not partitioned yet. you're going to create the partition table in the next questions.

Q: Use fdisk to partition this new disk. You want to create a 1GB partition for data storage and use
500 more megabytes as swap space. Create these two (primary) partitions and write the partition
table down to the disk. Don't create filesystems yet, just do the partitionning job.
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A: root@localhost:/home/supinfo# fdisk /dev/sdb 
Device contains neither a valid DOS partition table, nor Sun, SGI or OSF disklabel
Building a new DOS disklabel with disk identifier 0xfcfc650d.
Changes will remain in memory only, until you decide to write them.
After that, of course, the previous content won't be recoverable.

Warning: invalid flag 0x0000 of partition table 4 will be corrected by w(rite)

WARNING: DOS-compatible mode is deprecated. It's strongly recommended to
         switch off the mode (command 'c') and change display units to
         sectors (command 'u').

Command (m for help): c
DOS Compatibility flag is not set

Command (m for help): u
Changing display/entry units to sectors

Command (m for help): n
Command action
   e   extended
   p   primary partition (1-4)
p
Partition number (1-4): 1
First sector (2048-16777215, default 2048): 
Using default value 2048
Last sector, +sectors or +size{K,M,G} (2048-16777215, default 16777215): +1G 

Command (m for help): n
Command action
   e   extended
   p   primary partition (1-4)
p
Partition number (1-4): 2
First sector (2099200-16777215, default 2099200): 
Using default value 2099200
Last sector, +sectors or +size{K,M,G} (2099200-16777215, default 16777215): +500M

Command (m for help): p

Disk /dev/sdb: 8589 MB, 8589934592 bytes
255 heads, 63 sectors/track, 1044 cylinders, total 16777216 sectors
Units = sectors of 1 * 512 = 512 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I/O size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0xfcfc650d

   Device Boot      Start         End      Blocks   Id  System
/dev/sdb1            2048     2099199     1048576   83  Linux
/dev/sdb2         2099200     3123199      512000   83  Linux

Command (m for help): w
The partition table has been altered!

Calling ioctl() to re-read partition table.
Syncing disks.Page 77 sur 161
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Q: Use fdisk to show the partition table, including id's. What's the second partition id? Is that correct
for a swap partition? Adjust the swap partition id accordingly.
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A: root@localhost:/home/supinfo# fdisk -c -u /dev/sdb

Command (m for help): p

Disk /dev/sdb: 8589 MB, 8589934592 bytes
255 heads, 63 sectors/track, 1044 cylinders, total 16777216 sectors
Units = sectors of 1 * 512 = 512 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I/O size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0xfcfc650d

   Device Boot      Start         End      Blocks   Id  System
/dev/sdb1            2048     2099199     1048576   83  Linux
/dev/sdb2         2099200     3123199      512000   83  Linux

Command (m for help): t
Partition number (1-4): 2
Hex code (type L to list codes): L

 0  Empty           24  NEC DOS         81  Minix / old Lin bf  Solaris        
 1  FAT12           39  Plan 9          82  Linux swap / So c1  DRDOS/sec (FAT-
 2  XENIX root      3c  PartitionMagic  83  Linux           c4  DRDOS/sec (FAT-
 3  XENIX usr       40  Venix 80286     84  OS/2 hidden C:  c6  DRDOS/sec (FAT-
 4  FAT16 <32M      41  PPC PReP Boot   85  Linux extended  c7  Syrinx         
 5  Extended        42  SFS             86  NTFS volume set da  Non-FS data    
 6  FAT16           4d  QNX4.x          87  NTFS volume set db  CP/M / CTOS / .
 7  HPFS/NTFS       4e  QNX4.x 2nd part 88  Linux plaintext de  Dell Utility   
 8  AIX             4f  QNX4.x 3rd part 8e  Linux LVM       df  BootIt         
 9  AIX bootable    50  OnTrack DM      93  Amoeba          e1  DOS access     
 a  OS/2 Boot Manag 51  OnTrack DM6 Aux 94  Amoeba BBT      e3  DOS R/O        
 b  W95 FAT32       52  CP/M            9f  BSD/OS          e4  SpeedStor      
 c  W95 FAT32 (LBA) 53  OnTrack DM6 Aux a0  IBM Thinkpad hi eb  BeOS fs        
 e  W95 FAT16 (LBA) 54  OnTrackDM6      a5  FreeBSD         ee  GPT            
 f  W95 Ext'd (LBA) 55  EZ-Drive        a6  OpenBSD         ef  EFI (FAT-12/16/
10  OPUS            56  Golden Bow      a7  NeXTSTEP        f0  Linux/PA-RISC b
11  Hidden FAT12    5c  Priam Edisk     a8  Darwin UFS      f1  SpeedStor      
12  Compaq diagnost 61  SpeedStor       a9  NetBSD          f4  SpeedStor      
14  Hidden FAT16 <3 63  GNU HURD or Sys ab  Darwin boot     f2  DOS secondary  
16  Hidden FAT16    64  Novell Netware  af  HFS / HFS+      fb  VMware VMFS    
17  Hidden HPFS/NTF 65  Novell Netware  b7  BSDI fs         fc  VMware VMKCORE 
18  AST SmartSleep  70  DiskSecure Mult b8  BSDI swap       fd  Linux raid auto
1b  Hidden W95 FAT3 75  PC/IX           bb  Boot Wizard hid fe  LANstep        
1c  Hidden W95 FAT3 80  Old Minix       be  Solaris boot    ff  BBT            
1e  Hidden W95 FAT1
Hex code (type L to list codes): 82
Changed system type of partition 2 to 82 (Linux swap / Solaris)

Command (m for help): w
The partition table has been altered!

Calling ioctl() to re-read partition table.
Syncing disks.
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The partition id was 83, "Linux". The partition id is used by the system and by partitionning tools
to get a hint on the data type that can be found on that partition. The correct id for a Linux Swap
partition is 82.

Q: Toogle the bootable flag on the first partition. How can you tell whether a partition is bootable
or not?

A: root@localhost:/home/supinfo# fdisk -c -u /dev/sdb

Command (m for help): p

Disk /dev/sdb: 8589 MB, 8589934592 bytes
255 heads, 63 sectors/track, 1044 cylinders, total 16777216 sectors
Units = sectors of 1 * 512 = 512 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I/O size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0xfcfc650d

   Device Boot      Start         End      Blocks   Id  System
/dev/sdb1            2048     2099199     1048576   83  Linux
/dev/sdb2         2099200     3123199      512000   82  Linux swap / Solaris

Command (m for help): a
Partition number (1-4): 1

Command (m for help): p

Disk /dev/sdb: 8589 MB, 8589934592 bytes
255 heads, 63 sectors/track, 1044 cylinders, total 16777216 sectors
Units = sectors of 1 * 512 = 512 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I/O size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0xfcfc650d

   Device Boot      Start         End      Blocks   Id  System
/dev/sdb1   *        2048     2099199     1048576   83  Linux
/dev/sdb2         2099200     3123199      512000   82  Linux swap / Solaris

Command (m for help): w
The partition table has been altered!

Calling ioctl() to re-read partition table.
Syncing disks.

Bootable partition have an asterisk in the Boot column.
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15. Filesystems
15.1. Local filesystems

In this chapter, you are going to create (and tune) a filesytem on a new device. This device is the device
you've plugged and partitionned during the previous lab. Be sure to do all steps from the "Block Devices"
lab before starting this one.

Q: Create an ext3 filesystem on the first partition of your new hard drive. Be extremely careful not
to wipe your actual system partition.

A:
root@localhost:~# mkfs.ext3 /dev/sdb1

Q: You want to be able to refer to this filesystem with a short name. Label this filesystem 'DATA'.

A:
root@localhost:~# tune2fs -L DATA /dev/sdb1

Q: You want to refer to this filesystem using the label. Which special file are you going to use? Do
a ls -l on it.

A: root@localhost:~# ls -l /dev/disk/by-label/DATA 
lrwxrwxrwx 1 root root 10 May 31 10:29 /dev/disk/by-label/DATA -> ../../sdb1

Q: By default, this filesystem will be checked every 32 mounts or 180 days, whichever comes first.
You don't want that. Configure the filesystem to be checked once a month only, regardless of how
many times it has been mounted.

A:
root@localhost:~# tune2fs -c 0 -i 1m /dev/disk/by-label/DATA

Q: You want to know the logical block size (in bytes) in use in this filesystem. Use dumpe2fs to display
this information.

A:
root@localhost:~# dumpe2fs -h /dev/sdb1 | grep "Block size"
dumpe2fs 1.41.12 (17-May-2010)
Block size:               4096

Q: You want your filesystem to be automatically mounted at /data. Create the mount point and
modify /etc/fstab accordingly. Be sure to use the label instead of the device. By doing so,
you ensure that the right filesystem will be mounted at the right place, even if the device name
changes (connection problem, plugged on a different controller, ...).

A: Add the following line to /etc/fstab:
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/dev/disk/by-label/DATA /data ext3 defaults 0 0

Create the mount point:

root@localhost:~# mkdir /data

Q: Apply the changes you've just made to /etc/fstab without rebooting the system.

root@localhost:~# mount -a
root@localhost:~# mount
/dev/sda1 on / type ext3 (rw,errors=remount-ro)
tmpfs on /lib/init/rw type tmpfs (rw,nosuid,mode=0755)
proc on /proc type proc (rw,noexec,nosuid,nodev)
sysfs on /sys type sysfs (rw,noexec,nosuid,nodev)
udev on /dev type tmpfs (rw,mode=0755)
tmpfs on /dev/shm type tmpfs (rw,nosuid,nodev)
devpts on /dev/pts type devpts (rw,noexec,nosuid,gid=5,mode=620)
fusectl on /sys/fs/fuse/connections type fusectl (rw)
/dev/sdb1 on /data type ext3 (rw)

Q: Initialize your second partition as a swap device

A:
root@localhost:~# mkswap /dev/sdb2

Q: Add a line in /etc/fstab for your new swap device.

A: Add the following line in /etc/fstab:

/dev/sdb2 none swap sw 0 0

Q: Apply the changes you've just made to /etc/fstab without rebooting the system.

A:
root@localhost:~# free -m
             total       used       free     shared    buffers     cached
Mem:           502         51        450          0          3         25
-/+ buffers/cache:         22        479
Swap:          561          0        561
root@localhost:~# swapon -a
root@localhost:~# free -m
             total       used       free     shared    buffers     cached
Mem:           502         51        450          0          3         25
-/+ buffers/cache:         22        479
Swap:         1061          0       1061
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15.2. Remote filesystems

In this section, you're going to mount a SMB/CIFS share (Windows share) on your filesystem. To begin
with, you need client tools to be installed on your system. On a Debian-based system, install the smbfs
package. If you're using another distro either ask your trainer for the package name or use your tools
and/or web resources to find out which package to install.

Additionaly, your virtual machine must be on the same network as the file server. This means that your
virtual machine must be operating in the bridged mode to access your Campus ephemere. If you can't
use the bridged mode, you can still create a shared folder from your host operating system if you're
running Windows.

Q: Create a mount point for ephemere (i.e /mnt/ephemere) and mount your Campus' ephemere.

A: root@localhost:~# mkdir /mnt/ephemere
root@localhost:~# mount //paris2/ephemere /mnt/ephemere -o username=id_booster

15.3. Fuse

Fuse is a userland filesystem implementation. It allows to create filesystem drivers running in userland
rather than dedicated kernel modules. In this section, you're going to experiment with fuse by mounting
an FTP server hierarchy directly in your home directory.

Each filesystem driver is a separated package. In order to mount ftp's you need curlftps. Use your distro
package system to install it. On a Debian-based system, the package name is curlftpfs.

Q: By default, only root can use fuse. Uncomment the user_allow_other line in /etc/
fuse.conf to allow regular user to use fuse.

A: root@localhost:~# sed -i 's/^#.*user_allow_other/user_allow_other/' /etc/fuse.conf

Of course, you can use your favorite text editor as well.

Q: To use fuse, you also need read/write access on /dev/fuse. On many systems, a special group,
i.g., fuse, has group ownership and read/write access. You need to be a member of this group
as well. Find the group name and make supinfo a member of this group.

A:
root@localhost:~# ls -l /dev/fuse 
crw-rw---- 1 root fuse 10, 229 May 31 09:44 /dev/fuse
root@localhost:~# gpasswd -a supinfo fuse
Adding user supinfo to group fuse

Q: As supinfo, create a ssc directory and mount ftp://ftp-ssc.supinfo.com there. Use
curlftpfs man page to find the correct syntax and username/password options. You might need to
activate the correct group to get access to /dev/fuse.
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A: supinfo@localhost:~$ mkdir ssc
supinfo@localhost:~$ newgrp fuse
supinfo@localhost:~$ curlftpfs ftp://ftp-ssc.supinfo.com ssc/ -o user=id_booster:passwd
supinfo@localhost:~$ ls ssc/
Courses  Labs  SSR
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16. Filesystem quotas
In this section, you are going to manage per-user space usage using quotas. Before going any further,
you need to check if your system has the required userland tools to manage quotas. On a Debian based-
system, the package name is quota, and you can install it with the following command:

root@localhost:/home/supinfo# apt-get install quota

Q: Create three more users on your system: sarah, john and bill. Be sure to create their home direc-
tories as well.

A:
root@localhost:/home/supinfo# useradd -m sarah
root@localhost:/home/supinfo# useradd -m john
root@localhost:/home/supinfo# useradd -m bill

16.1. Quotas on the root filesystem

In this section, you want to create per-user quotas that will be enforced on the root filesystem, which
in the default virtual machine also contain the /home directory. If your /home directory is localted on
a separate partition, you need to apply quotas on that filesystem instead of the root one.

Q: You want to enforce quotas on users. Check if your filesystem is mounted with the right option. If
not, edit /etc/fstab to add the correct option. Don't forget to apply your modifications.

A:
root@localhost:/home/supinfo# mount
/dev/sda1 on / type ext3 (rw,errors=remount-ro)
[...]
root@localhost:/home/supinfo# vi /etc/fstab 
root@localhost:/home/supinfo# mount / -o remount
root@localhost:/home/supinfo# mount
/dev/sda1 on / type ext3 (rw,errors=remount-ro,usrquota)
[...]

You must mount the filesystem with the usrquota option to enable quotas enforcement on
it. Just add this option to the mount option field in /etc/fstab and remount the concerned
filesystem.

Q: Initialize the quotas and turn them on.

A:
root@localhost:/home/supinfo# quotacheck -augm
root@localhost:/home/supinfo# quotaon -a

As we've only enabled user quotas, the -g switch is not really mandatory.
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You can also use the quota init script:

root@localhost:/home/supinfo# /etc/init.d/quota start

Q: Enforce a 100MB size limit on / for john and sarah and a 100 inodes limit for bill. These
numbers are hard limits. Also apply a 90MB soft limit for sarah and john and a 90 inodes soft
limit for bill.

Note

Quota size are in blocks, not in MB. The quota block size is not the block size you
can get using the dumpe2fs command. The quota block size is a constant defined by
BLOCK_SIZE in <sys/mount.h>. It's usualy 1024.

A: root@localhost:/home/supinfo# bc
bc 1.06.95
Copyright 1991-1994, 1997, 1998, 2000, 2004, 2006 Free Software Foundation, Inc.
This is free software with ABSOLUTELY NO WARRANTY.
For details type `warranty'. 
(100*1024*1024)/1024
102400
(90*1024*1024)/1024
92160
quit
root@localhost:/home/supinfo# edquota -u sarah
root@localhost:/home/supinfo# edquota -u john
root@localhost:/home/supinfo# edquota -u bill

I'm using bc to make the calculation. This is beyond the scope of this course. Use whichever cal-
culator you want. Just enter the numbers is the right columns in edquota.

Q: Execute the following command as sarah:

sarah@localhost:~$ dd if=/dev/zero of=testfile bs=1M count=90

What do you notice?

A:
sarah@localhost:~$ dd if=/dev/zero of=testfile bs=1M count=90
sda1: warning, user block quota exceeded.
90+0 records in
90+0 records out
94371840 bytes (94 MB) copied, 0.434561 s, 217 MB/s
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Once you exceed your disk quota soft limit (90MB) you start getting warnings.

Q: Try to do a very simple write operation: write a short string to a file named newfile. Does it
works?

A:
sarah@localhost:~$ echo "simple" > newfile

It works, you've reached your soft limit and not hit the hard one yet, and you're still in the grace
period, therefore you can still perform write operations.

Q: Try to create a 150MB file using dd (as shown previously). Then, try to modify newfile (replace a
character, like replacing simple by s1mple). What do you notice? Why?

A:
sarah@localhost:~$ dd if=/dev/zero of=testfile bs=1M count=150
sda1: warning, user block quota exceeded.
sda1: write failed, user block limit reached.
dd: writing `testfile': Disk quota exceeded
100+0 records in
99+0 records out
104718336 bytes (105 MB) copied, 0.277786 s, 377 MB/s
sarah@localhost:~$ sed -i 's/simple/s1mple/' newfile 
sed: couldn't flush ./sedQTpcNP: Disk quota exceeded

You've just hit the hard limit. All subsequent write operations will be refused, even if the file size
doesn't change.

Q: Adjust your disk usage to go back under the soft limit. Then, try to do the replacement operation
again. Does it works? Why?

A:
sarah@localhost:~$ rm testfile 
sarah@localhost:~$ sed -i 's/simple/s1mple/' newfile

It's working again. Once you comply with the quota policy, you recover your writing abilities im-
mediately.

16.2. Quotas for specific directories

Users are getting their mail in a special file, /var/mail/username. This file is owned by the corre-
sponding user. You want to create a 1GB mail quota for each user.

Q: What do you need to do to apply different quotas to /var/mail than to the root filesystem?

A: You can't have different quotas on the same filesystem. Therefore, you need to create a new
filesystem and to mount it to /var/mail.
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Q: In the Filesystem lab, you've added and configured a second disk to your virtual machine. You
should have an ext3 filesystem on that disk. Mount this filesystem to a temporary location and
copy /var/mail content there. Be sure to use the -p switch of cp to preserve file ownership
when copying.

A:
root@localhost:/home/sarah# mkdir /mnt/tmp
root@localhost:/home/sarah# mount /dev/sdb1 /mnt/tmp/
root@localhost:/home/sarah# cp -p /var/mail/* /mnt/tmp/
root@localhost:/home/sarah# ls -l /mnt/tmp/
total 24
drwx------ 2 root    root 16384 May 31 10:26 lost+found
-rw-rw---- 1 supinfo mail  6505 Jun  8 10:15 supinfo

Q: Edit your /etc/fstab to mount the filesystem to /var/mail. Be sure to add the right options
to enable user quotas. Don't forget to apply your changes.

Warning

Be sure to unmount the filesystem if it's mounted. Also remove the /data mountpoint
you've added previously in the filesystem lab. The filesystem should only be mounted
to /var/mail.

A: Add the following line to /etc/fstab:

/dev/sdb1 /var/mail     ext3    defaults,usrquota       0       0

Then, apply your changes:

root@localhost:/home/supinfo# mount -a
root@localhost:/home/supinfo# mount
[...]
/dev/sdb1 on /var/mail type ext3 (rw,usrquota)

Q: Initialize and activate quotas for your new filesystem.

A:
root@localhost:/home/supinfo# quotaoff -a
root@localhost:/home/supinfo# quotacheck -augm
root@localhost:/home/supinfo# quotaon -a

As we've only enabled user quotas, the -g switch is not really mandatory.

You can also use the quota init script:
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root@localhost:/home/supinfo# /etc/init.d/quota restart

Q: Set a 1GB (hard limit) disk quota for sarah, bill and john. Be sure to set the quota on the
right partition

A: root@localhost:/home/supinfo# bc
bc 1.06.95
Copyright 1991-1994, 1997, 1998, 2000, 2004, 2006 Free Software Foundation, Inc.
This is free software with ABSOLUTELY NO WARRANTY.
For details type `warranty'. 
(1*1024*1024*1024)/1024
1048576
quit
root@localhost:/home/supinfo# edquota -u sarah
root@localhost:/home/supinfo# edquota -u bill
root@localhost:/home/supinfo# edquota -u john

Q: Show a per-user quota report. Why only root and supinfo are listed on the second partition?
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A: root@localhost:/home/supinfo# repquota -au 
*** Report for user quotas on device /dev/disk/by-uuid/24955da7-b589-47c6-[...]
Block grace time: 7days; Inode grace time: 7days
                        Block limits                File limits
User            used    soft    hard  grace    used  soft  hard  grace
----------------------------------------------------------------------
root      -- 3170480       0       0         139027     0     0       
daemon    --      52       0       0              4     0     0       
man       --    1380       0       0            108     0     0       
lp        --       4       0       0              1     0     0       
www-data  --      12       0       0              4     0     0       
libuuid   --       4       0       0              1     0     0       
messagebus --       4       0       0              1     0     0       
Debian-exim --      48       0       0             13     0     0       
statd     --      20       0       0              5     0     0       
avahi     --       4       0       0              1     0     0       
Debian-gdm --     132       0       0             22     0     0       
hplip     --       4       0       0              1     0     0       
supinfo   --   15712       0       0            861     0     0       
test      --      28       0       0              7     0     0       
john      --      28   92160  102400              7     0     0       
bill      --      28       0       0              7    90   100       
sarah     --      36   92160  102400              9     0     0       

*** Report for user quotas on device /dev/sdb1
Block grace time: 7days; Inode grace time: 7days
                        Block limits                File limits
User            used    soft    hard  grace    used  soft  hard  grace
----------------------------------------------------------------------
root      --      20       0       0              2     0     0       
supinfo   --       8       0       0              1     0     0       

Only users that actually own files are listed. As /var/mail only contains filesystem objects
owned by root and supinfo, only those two are listed.
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17. The X Window System

17.1. X Configuration

Q: Use the X aut configuration feature to detect your devices. What's the name/path of the new-
ly-genereted file?

A:
root@localhost:~# X -configure
[...]
Your xorg.conf file is /root/xorg.conf.new

To test the server, run 'X -config /root/xorg.conf.new'

The genereted file name/path is given in X -configure output. Here it's /root/xorg.con-
f.new.

Q: Test the generated configuration. Some distributions ship an X that starts with a black screen by
default. To be able to actually see something, be sure to use the -retro switch when running X.

A:
root@localhost:~# X -retro -config /root/xorg.conf.new

Q: If the detected settings leads to a working configuration, make it the default configuration. Then
use the startx script to launch the graphical environment.

A:
root@localhost:~# cp /root/xorg.conf.new /etc/X11/xorg.conf
supinfo@localhost:~$ startx

Q: Depending on your distro configuration, the default desktop environment may have been started
by startx. Exit this desktop environment either using the menus or by killing the X process has
you've learned in the Processes lab. Edit ~/.xinitrc to start an X client, like gnome-terminal
or any other. Use startx to start your session. What do you notice?

A:
supinfo@localhost:~$ echo "gnome-terminal" > .xinitrc
supinfo@localhost:~$ startx

The application runs fullscreen and you can't either move or resize the window. Additionally, you
notice that there is no window borders around it.

Q: X doesn't provide any user window-management features on its own. A special X client, the Win-
dow Manager is responsible of this task. There are many window managers. One of the most used
is metacity. Modify your ~/.xinitrc to run metacity and an X client to get a decent windowed
environment.
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A: ~/.xinitrc content:

metacity &
gnome-terminal

supinfo@localhost:~$ startx

Q: Try to type "amanda" in the terminal (or any X client where you can type text in). What do you
notice ?

A: The keyboard map defaults to querty.

Q: Modify your /etc/X11/xorg.conf to set the keymap to "fr".

A: Add the following to /etc/X11/xorg.conf:

Section "InputClass"
        Identifier "Keyboard Settings"
        MatchIsKeyboard "yes"
        Option "XkbLayout" "fr"
EndSection

Q: Since the past few years, X had a very handy feature: You could kill it using the Ctrl-Alt-Backspace
key combination. It has been defaultly disabled very recently. It can be enabled back by setting
the XkbOptions option to terminate:ctrl_alt_bksp. Add this option in the InputClass section. And
try it out.

A: The InputClass section is now:

Section "InputClass"
        Identifier "Keyboard Settings"
        MatchIsKeyboard "yes"
        Option "XkbLayout" "fr"
        Option  "XkbOptions" "terminate:ctrl_alt_bksp"
EndSection
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18. Networking
In this lab, you're going to experiment and configure network interfaces. If you are using a virtual ma-
chine, the best thing to do is to add a network adapter to your virtual machine and connect it to a host-
only network. The rest of this lab assumes that you've two interfaces, eth0 and eth1. The first one is the
default NAT connection whereas eth1 is connected to the host-only network.

18.1. Hostname

Q: Display your current hostname.

A:
supinfo@localhost:~$ hostname 
localhost

Q: Change it to something more original than "localhost". Your shell still displays the old hostname.
Why?

A:
root@localhost:~# hostname chaise  
root@localhost:~# hostname 
chaise

The shell reads the hostname on startup. If you want to shell to reflect your changes, restart it
by logging in and out.

Q: Is that change permanent? If not, make it so.

A: No, it will be set back to the default upon reboot. The hostname to set on boot is usually stored in
a file below /etc. Each distribution uses its own setting. On a Debian-based system, the hostname
is directly read from /etc/hostname. Just write your hostname in this file.

root@chaise:~# echo "chaise" > /etc/hostname

18.2. Interfaces

18.2.1. Manual configuration

Q: List active interfaces settings

A:
root@localhost:~# ifconfig

Q: List all interfaces settings

A:
root@localhost:~# ifconfig -a
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Q: Configure your host-only interface as follows:

• ip: 192.168.1.100

• default netmask

A:
root@localhost:~# ifconfig eth1 192.168.1.100

Q: Bring the interface down. Does it still appears in the active interface list?

A:
root@localhost:~# ifconfig eth1 down
root@localhost:~# ifconfig

No, only active (up) interfaces are listed.

Q: Configure your host-only interface as follows:

• ip: 10.1.2.40

• netmask: 255.255.252.0

List active interfaces. Does it appears back again? What do you conclude?

A:
root@localhost:~# ifconfig eth1 10.1.2.40 netmask 255.255.252.0
root@localhost:~# ifconfig

Your interface state has been switched to active. Setting an ip address to an interface automatically
brings it up.

Q: Add another ip adress (without removing the existing one) to your interface:

• ip: 192.168.1.100

• default netmask

What can you see in the interface list ?

A:
root@localhost:~# ifconfig eth1:1 192.168.1.100
root@localhost:~# ifconfig
eth1:1    Link encap:Ethernet  HWaddr 00:0c:29:5c:e4:aa  
          inet addr:192.168.1.100  Bcast:192.168.1.255  Mask:255.255.255.0
          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1
          Interrupt:19 Base address:0x2080

When using the kernel IP aliasing feature (multiple IP addresses on a single physical interface)
with ifconfig, a new logical interface is created for each ip address.
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18.2.1.1. Persistent configuration

This is Debian-specific. If you're using another distro, your mileage may vary.

Q: Configure your eth1 interface to have the following persistent static settings:

• IP: 192.168.1.6

• Netmask: 255.255.255.0

This interface should be automatically brought up on boot. Don't forget to to apply your changes
using ifup/ifdown.

A: Add the following to /etc/network/interfaces:

auto eth1
iface eth1 inet static
        address 192.168.1.6
        netmask 255.255.255.0

root@localhost:~# ifdown eth1
root@localhost:~# ifup eth1

18.2.2. Automatic configuration

Q: Use DHCP to get an IP address on your interface.

A:
root@localhost:~# dhclient eth1

Q: Which network settings do you get from the DHCP server?

A: • Ip address

• Network mask

• DNS servers

• Default Gateway

And additionaly:

• WINS servers
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18.2.2.1. Persistent configuration

This is Debian-specific. If you're using another distro, your mileage may vary.

Q: Configure your eth0 interface to be automatically configured using DHCP

This interface should be automatically brought up on boot. Don't forget to to apply your changes
using ifup/ifdown

A: Add the following to /etc/network/interfaces:

auto eth0
iface eth0 inet dhcp

root@localhost:~# ifdown eth0
root@localhost:~# ifup eth0

18.3. Name resolution

18.3.1. /etc/hosts

The /etc/hosts contains static name->ip mappings. By default, it'll at least have a record to map
"localhost" to the loopback address.

Q: Add a mapping in /etc/hosts to resolve "host" to your host IP. If you're using NAT, your host
ip is also your gateway.

A: Add the folliwing line to /etc/hosts:

host_ip    host

And try to ping it:

supinfo@chaise:~$ ping host 
PING host (192.168.82.2) 56(84) bytes of data.
64 bytes from host (192.168.82.2): icmp_req=1 ttl=128 time=0.095 ms
64 bytes from host (192.168.82.2): icmp_req=2 ttl=128 time=0.099 ms

18.3.2. Domain Name Service

18.3.2.1. Configuration

Q: Type the following command:

root@localhost:~# cat /dev/null > /etc/resolv.conf
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Try to ping supinfo.com. What happens? Why?

A:
root@localhost:~# ping supinfo.com
ping: unknown host supinfo.com

The system cannot resolve supinfo.com to an IP adress because you've just wiped the DNS con-
figuration.

Q: Fix the problem by setting 8.8.8.8 as your main DNS, and try to ping supinfo.com again.

A:
root@localhost:~# echo "nameserver 8.8.8.8" > /etc/resolv.conf 
root@localhost:~# ping supinfo.com
PING supinfo.com (194.140.247.110) 56(84) bytes of data.

18.3.2.2. Querying

Q: Query the DNS to get the mail server address for the supinfo.com domain.

A:
supinfo@localhost:~$ dig supinfo.com MX

; <<>> DiG 9.7.3 <<>> supinfo.com MX
;; global options: +cmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 29129
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 2

;; QUESTION SECTION:
;supinfo.com.            IN    MX

;; ANSWER SECTION:
supinfo.com.        5    IN    MX    10 1940362369.mail.outlook.com.
;; ADDITIONAL SECTION:
1940362369.mail.outlook.com. 5    IN    A    65.54.188.78
1940362369.mail.outlook.com. 5    IN    A    65.54.188.109

;; Query time: 7 msec
;; SERVER: 192.168.82.2#53(192.168.82.2)
;; WHEN: Fri Jun 10 05:07:21 2011
;; MSG SIZE  rcvd: 101

supinfo@localhost:~$ dig supinfo.com MX +short
10 1940362369.mail.outlook.com.

Q: Query the 10.20.40.1 DNS server to resolve the address of www.supinfo.com.
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A:
supinfo@localhost:~$ dig @10.20.40.1 www.supinfo.com A +short
194.140.247.110

Q: Query the default DNS to get all available records in the supinfo.com zone.

A:
supinfo@localhost:~$ dig supinfo.com ANY

18.4. Routing

Q: Display your current routing table.

A: root@localhost:~# route
Kernel IP routing table
Destination     Gateway         Genmask         Flags Metric Ref    Use Iface
192.168.1.0     *               255.255.255.0   U     0      0        0 eth1
192.168.82.0    *               255.255.255.0   U     0      0        0 eth0
default         192.168.82.2    0.0.0.0         UG    0      0        0 eth0

Q: Note the address of your current default gateway. Add a route to specify that to reach the 8.8.8.8
host, the systems needs to use the default gateway (192.168.82.2 in this example).

A:
root@localhost:~# route add -host 8.8.8.8 gw 192.168.82.2

Q: Delete the default route. Can you still resolve DNS names to IP addresses (use the host command
to test that)? Why?

A:
root@localhost:~# route del default
root@localhost:~# host supinfo.com
supinfo.com has address 194.140.247.110
supinfo.com mail is handled by 10 1940362369.mail.outlook.com.

In the previous question, you've set up a dedicated route to reach your DNS, 8.8.8.8. Therefore,
you can still reach this machine to resolve names. However you cannot communicate with any
other one that's not in your routing table.

Q: Restore the default route and delete the dedicated route to 8.8.8.8.

A:
root@localhost:~# route add default gw 192.168.82.2
root@localhost:~# route del -host 8.8.8.8

18.5. Arp

In this section, you are going to work with the ARP protocol. One of the tools you will need may not
be installed on your system.This tool is arping. To install arping on a Debian-based system, just install
the arping package with apt.
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Q: Use arping to both resolve and MAC-ping a random host on your network. The default gateway
is always a good candidate for this.

A:
root@localhost:~# arping 192.168.82.2
ARPING 192.168.82.2
60 bytes from 00:50:56:e3:73:68 (192.168.82.2): index=0 time=18.000 usec
60 bytes from 00:50:56:e3:73:68 (192.168.82.2): index=1 time=10.000 usec

Q: Show your arp table. Spot the default gateway entry.

A:
root@localhost:~# arp -a
? (192.168.82.1) at 00:50:56:c0:00:08 [ether] on eth0
? (192.168.82.2) at 00:50:56:e3:73:68 [ether] on eth0

In this example, the second line is the gateway arp record.

Q: ARP-poisoning is a classical network attack that aims at changing the gateway record to make the
system send packets to the attacker's network card instead of the gateway's. As long as you know
the gateway mac address, you can somehow protect your system from that by entering a manual
arp record. Manuals ARP record have priority over auto-discovered ones. Add a manual record to
your ARP table that maps your gateway MAC to its IP address.

A:
root@localhost:~# arp -s 192.168.82.2 00:50:56:e3:73:68
root@localhost:~# arp
Address                  HWtype  HWaddress           Flags Mask            Iface
192.168.82.254           ether   00:50:56:f1:92:68   C                     eth0
192.168.82.1             ether   00:50:56:c0:00:08   C                     eth0
192.168.82.2             ether   00:50:56:e3:73:68   CM                    eth0

The 'M' flag indicates that the record is a manual one.

18.6. Wireless configuration

Wireless interfaces need some aditionnal configuration. You need to configure the wireless layer to
associate your card with the access point or to setup an ad-hoc connection. Once this layer has been
configured, you can configure the IP settings (address, netmask) using ifconfig just like any other network
adapter.

As there is currently no real solution to provide virtual network adapters within virtual machines, you
will have to physically run Linux on your computer, using an usb pendrive or a live-cd. You can also create
a permanent installation on a separate partition. In all cases, ensure that the wireless-tools package is
installed.

In the rest of this practice, we are going to assume that eth1 is the wireless interface.
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18.6.1. Creating an ad-hoc connection

You need to work in pairs for this part of the lab. In this section, you're going to setup an ad-hoc con-
nection between your machine and your classmate's. One will create the network and the other one
will join it.

18.6.1.1. Creating the network

These steps are to be performed on the machine that creates the network.

Q: Set your wireless interface to the ad-hoc mode and turn radio transmission on

A:
root@cottage:~# iwconfig eth1 mode ad-hoc tx on

Q: Create a new network by setting the ESSID and the channel. If you don't specify the channel some
cards (especially those from intel) will not start announcing the network. Be sure to use a unique
network name. Your booster id is a good candidate for an unique ESSID.

A:
root@cottage:~# iwconfig eth1 essid 40793 channel 10

Q: Configure your ip address to 192.168.1.1 with the default class C netmask.

A:
root@cottage:~# ifconfig eth1 192.168.1.1

18.6.1.2. Connecting to the network

These steps are to be performed on the machine that connects to the network.

Q: List all available wireless networks. If you get a "network is down" message, use ifconfig to bring
your interface up as follows:

root@chickamauga:~# ifconfig wlan0 up

This step is not mandatory and really depends on your hardware.

You should see your classmate's network in the list.
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A:
root@chickamauga:~# iwlist wlan0 scan
[...]
          Cell 08 - Address: 02:15:00:3E:9D:A1
                    Channel:10
                    Frequency:2.457 GHz (Channel 10)
                    Quality=65/70  Signal level=-45 dBm
                    Encryption key:off
                    ESSID:"40793"
                    Bit Rates:1 Mb/s; 2 Mb/s; 5.5 Mb/s; 11 Mb/s
                    Bit Rates:6 Mb/s; 9 Mb/s; 12 Mb/s; 18 Mb/s; 24 Mb/s
                              36 Mb/s; 48 Mb/s; 54 Mb/s
                    Mode:Ad-Hoc
                    Extra:tsf=000000001de9d363
                    Extra: Last beacon: 2086ms ago
                    IE: Unknown: 00053430373933
                    IE: Unknown: 010482840B16
                    IE: Unknown: 03010A
                    IE: Unknown: 06020000
                    IE: WPA Version 1
                        Group Cipher : TKIP
                        Pairwise Ciphers (1) : TKIP
                        Authentication Suites (1) : PSK
                    IE: Unknown: 2A0100
                    IE: Unknown: 32080C1218243048606C
[...]

If you don't know your interface name, just do an iwlist scan without specifying the interface. It'll
query all interfaces and only wireless ones will actually perform the scan operation. Wired ones
will just reply with a "no wireless extensions" error message.

Q: Put your interface in ad-hoc mode. If you receive a device busy error message, try yo put your
interface down/up before/after.

A:
root@chickamauga:~# ifconfig wlan0 down
root@chickamauga:~# iwconfig wlan0 mode ad-hoc
root@chickamauga:~# ifconfig wlan0 up

Q: Set your interface to the right essid, and turn radio transmission on. Use iwconfig to see if asso-
ciation has succeeded.
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A:
root@chickamauga:~# iwconfig wlan0 mode ad-hoc essid 40793 tx on
root@chickamauga:~# iwconfig wlan0
wlan0     IEEE 802.11abg  ESSID:"40793"  
          Mode:Ad-Hoc  Frequency:2.457 GHz  Cell: 02:15:00:3E:9D:A1   
          Tx-Power=15 dBm   
          Retry  long limit:7   RTS thr:off   Fragment thr:off
          Encryption key:off
          Power Management:off

Q: Configure your interface ip adress to 192.168.1.2 with the default class C netmask.

A:
root@chickamauga:~# ifconfig wlan0 192.168.1.2

18.6.1.3. Testing the connection

On both machines.

Q: Try to ping your classmate

A: On the first machine:

root@cottage:~# ping 192.168.1.2
PING 192.168.1.2 (192.168.1.2) 56(84) bytes of data.
64 bytes from 192.168.1.2: icmp_req=1 ttl=64 time=7.63 ms
64 bytes from 192.168.1.2: icmp_req=2 ttl=64 time=2.03 ms
64 bytes from 192.168.1.2: icmp_req=3 ttl=64 time=1.96 ms

On the second one:

root@chickamauga:~# ping 192.168.1.1
PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.
64 bytes from 192.168.1.1: icmp_req=1 ttl=64 time=1.43 ms
64 bytes from 192.168.1.1: icmp_req=2 ttl=64 time=1.33 ms
64 bytes from 192.168.1.1: icmp_req=3 ttl=64 time=1.39 ms

18.6.2. Connecting to a non-secured network

Some networks don't have any security at all. These access points are said to be "open".

Q: Type-in the command to connect to an open access point which broadcasts the OPEN essid.

A:
root@localhost:~# iwconfig eth1 essid OPEN
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You can then check if you're correctly associated with the access point using the iwconfig [iface]
command, like you've done previously. Be sure to check the Tx-Power value. If it's off, you need
to turn the radio on to have a chance to associate.

18.6.3. Connecting to a WEP-secured network

WEP is well known to be insecure and easy to break. However, many networks still use it for its relative
simplicity.

Q: Type-in the correct command to connect to the following network:

• ESSID: SECRET

• Key: 1A648C9FE2

A:
root@localhost:~# iwconfig eth1 essid SECRET key 1A648C9FE2

Q: Type-in the correct command to connect to the following network:

• ESSID: SECRET

• Key: myverysecret

A:
root@localhost:~# iwconfig eth1 essid SECRET key s:myverysecret

18.6.4. Connecting to WPA networks

You need to install a specific daemon to handle WPA-style security. This deamon is wpa_supplicant. On
Debian-based systems, it comes with the wpasupplicant package.

Q: Install wpa_supplicant on your system.

A:
root@localhost:~# apt-get install wpasupplicant

Q: Create a network block in /etc/wpa_supplicant/wpa_supplicant.conf (Create the
file if it doesn't exist) for the following network:

• ESSID: SWN

• Password: supinfowifiaccess

• WPA Type: Pre-shared key.

A: Add the following content to /etc/wpa_supplicant/wpa_supplicant.conf:
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network={
        ssid="SWN"
        key_mgmt=WPA-PSK
        psk="supinfowifiaccess"
}

Q: Run wpa_supplicant on your WiFi interface, using the configuration file you've just edited. Don't
deamonize it.

Note

wpa_supplicant won't work on a radio-disabled interface. Be sure to check the tx-pow-
er of your interface before starting wpa_supplicant.

A: root@localhost:~# iwconfig eth1 tx on
root@localhost:~# wpa_supplicant -i eth1 -c /etc/wpa_supplicant/wpa_supplicant.conf 
Trying to associate with 00:13:5f:f8:e0:e0 (SSID='SWN' freq=2412 MHz)
Associated with 00:13:5f:f8:e0:e0
WPA: Key negotiation completed with 00:13:5f:f8:e0:e0 [PTK=TKIP GTK=TKIP]
CTRL-EVENT-CONNECTED - Connection to 00:13:5f:f8:e0:e0 completed (auth) [id=8 id_str=]
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19. OpenSSH: Secure Shell
OpenSSH is divided in two parts: A client and a server. In this lab, you're going to experiment with and
configure both sides. You've got two options: Either work in pairs, or use two virtual machines. To work
in pairs, you need to ensure that your virtual machines adapters are on the same network: They should
be in bridged mode. If you can't get bridged mode working, just use a second virtual machine. When
working in pairs, you can of course both configure a server on your machines and connect to the other's
as a client.

19.1. Server configuration

Q: Install the OpenSSH server.

A:
root@localhost:~# apt-get install openssh-server

Q: Configure the server as follows:

• Listen on port 53

• Enable X-Forwarding

• Enable Public Key Authentication

• Disable direct root connection

• Bill should not be allowed to open remote connections

A: Edit the /etc/ssh/sshd_config to reflect these settings:

Port 53
X11Forwarding yes
PubkeyAuthentication yes
PermitRootLogin no
DenyUsers bill

Don't forget to restart the service:

root@localhost:~# /etc/init.d/ssh restart
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19.2. Client usage and configuration

19.2.1. Basic usage

Q: From another computer/virtual machine, try to connect the one you've just configured. Which
switch do you need to use?

A:
samuel@chickamauga:~$ ssh supinfo@192.168.82.134
ssh: connect to host 192.168.82.134 port 22: Connection refused
samuel@chickamauga:~$ ssh supinfo@192.168.82.134 -p 53
supinfo@192.168.82.134's password: 
You have new mail.
Last login: Fri Jun 10 07:02:26 2011 from 192.168.82.1
Hello supinfo
supinfo@localhost:~$

As you've changed the listening port from the default 22 to 53, you need to specify it using the
-p switch.

Q: You don't want to manually specify the port each time you connect to this server. Use ssh client
configuration files to associate the remote machine with the right port.

A: Add the following content (modify the IP address to match the host you're connecting to) to either
/etc/ssh/ssh_config (system-wide), or ~/.ssh/config (the current user only):

Host 192.168.82.134
Port 53

And try again:

samuel@chickamauga:~$ ssh supinfo@192.168.82.134      
supinfo@192.168.82.134's password: 
You have new mail.
Last login: Fri Jun 10 07:05:58 2011 from 192.168.82.1
Hello supinfo
supinfo@localhost:~$

19.2.2. Public key authentication

You're getting tired over typing the same password again and again. The server has been configured to
accept pubkey-based authentication. Why don't using it?

Q: Generate a new key pair for your regular user.
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A:
samuel@chickamauga:~$ ssh-keygen 
Generating public/private rsa key pair.
Enter file in which to save the key (/home/samuel/.ssh/id_rsa): 
Enter passphrase (empty for no passphrase): 
Enter same passphrase again: 
Your identification has been saved in /home/samuel/.ssh/id_rsa.
Your public key has been saved in /home/samuel/.ssh/id_rsa.pub.
The key fingerprint is:
4b:14:bb:e8:15:2e:a5:83:cd:4e:90:86:7b:89:33:cb samuel@chickamauga
The key's randomart image is:
+--[ RSA 2048]----+
|        .        |
|   . .   o       |
|  . +   =        |
|   + * * o       |
|  = + O S        |
| . = + = .       |
|  E   o .        |
|                 |
|                 |
+-----------------+

Q: You need to add your key to the /home/username/.ssh/authorized_keys file on the
server to be able to connect as username. The first option is to manually copy your public key
on the server and the cat it to the ~/.ssh/authorized_keys file. The second option is to
use ssh-copy-id that will do automatically the same job for you. Copy your key to the server using
which method you want.

A:
samuel@chickamauga:~$ ssh-copy-id -i supinfo@192.168.82.134

Don't forget the -i switch. Otherwise, ssh-copy-id will try to use a file named ~/.ssh/identi-
ty.pub that doesn't exists. Either create this file as a symlink to your ~/.ssh/id_rsa.pub,
or use the -i switch.

Q: You can now connect to the server without typing any password. Try to connect to the server
back again.

A:
samuel@chickamauga:~$ ssh supinfo@192.168.82.134
You have new mail.
Last login: Fri Jun 10 07:10:58 2011 from 192.168.82.1
Hello supinfo
supinfo@localhost:~$
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19.2.3. Copying files with scp

Q: Copy your local /etc/issue to /tmp on the server.

A:
samuel@chickamauga:~$ scp /etc/issue supinfo@192.168.82.134:/tmp

Q: Copy /etc/issue from the server in your local home directory.

A:
samuel@chickamauga:~$ scp supinfo@192.168.82.134:/etc/issue .

As I'm already in my home directory (~ in the prompt), I'm just copying in the current directory
(.). You can also specify the full path to your home directory, or ~, as the destination argument.

Q: Copy your local /etc/issue to the root of your home directory on the server.

A:
samuel@chickamauga:~$ scp /etc/issue supinfo@192.168.82.134:

Don't forget the colon(:), otherwise the file will not be transfered, but a local copy of /etc/
issue named supinfo@192.168.82.134 will be created in the current directory. You can
also explicitly specify the full path after the colon.

19.2.4. Using sftp

Sftp is an interactive ssh session that supports ftp-like commands. It's really not ftp over ssh or ftp over
ssl. The secure version of ftp is ftps, not sftp.

Q: Open a sftp session to the remote server, and do the following actions:

• List remote directory content

• Download a random file

• Upload a random file

• close your session
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A:
samuel@chickamauga:~$ sftp supinfo@192.168.82.134
Connected to 192.168.82.134.
sftp> ls
[...]
sftp> get test.cpio
Fetching /home/supinfo/test.cpio to test.cpio
[...]
sftp> put /etc/issue
Uploading /etc/issue to /home/supinfo/issue
[...]
sftp> exit
samuel@chickamauga:~$

19.3. X Forwarding

In this section, you're going to run a application on the remote machine and have it displayed on your X
server. Therefore, the remote machine doesn't require an X to be started. The X server must be running
on the ssh client, the machine from which you type the commands. Be sure to start X before going any
further.

Q: Start a new ssh session with X forwarding enabled

A:
samuel@chickamauga:~$ ssh -X supinfo@192.168.82.134

Q: Make gnome-terminal (or any X client) run on the remote machine and display on your screen.

A:
supinfo@localhost:~$ gnome-terminal

Q: For this question, the remote machine must be running X. Using ssh, start any application on the
remote machine, having the application run and display remotely. In other words use ssh to open
a window on the remote computer.

A:
supinfo@localhost:~$ export DISPLAY=:0
supinfo@localhost:~$ gnome-terminal

19.4. Port Forwarding

In this section, you're going to use ssh port forwarding capabilities to securely expose a service to out-
side. The service you're going to expose is cups. You need to install and start this service before going
any further. On Debian-based system, just install the cups package.

Q: Cups is a printing service that can be configured using a web interface on port 631, available on
127.0.0.1 only. This service is running on the ssh server. From another computer/virtual machine,
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or even your host operting system if you're running GNU/Linux, Use ssh to forward the local port
4000 to the 631 port on the server. Then, point your browser to localhost:4000 (or use any network
client such as telnet or nc).

A:
samuel@chickamauga:~$ ssh -N -L 4000:localhost:631 supinfo@192.168.82.134 &
[1] 8057
samuel@chickamauga:~$ nc localhost 4000
GET /

HTTP/0.9 200 OK

The -N switch prevent ssh from openning a shell session.
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20. The Linux Kernel
In this section, you're going to experiment with the kernel. You will manage modules, learn how to build
custom/third-party drivers from source and even your very own kernel. To build software from source,
you need several tools like a working toolchain (compiler, linker,...). On a Debian-based system, these
tools can be installed at once using the build-essential package. Don't forget to install it if necessary
before going any further.

20.1. Modules management

Q: List all modules currently loaded in the running kernel.

A:
Module                  Size  Used by
cpufreq_conservative     4018    0 
cpufreq_userspace        1444    0 
cpufreq_stats            1940    0 
cpufreq_powersave        602     0  
ppdev                    4058    0 
lp                       5570    0 
sco                      5885    2 
bridge                   32883   0 
stp                      996     1 bridge
[...]

Q: Which module handles your network card? Your SCSI controller?

A: supinfo@localhost:~$ lspci -v
[...]
02:01.0 Ethernet controller: Advanced Micro Devices [AMD] 79c970 [PCnet32 LANCE] (rev 10)
        Subsystem: Advanced Micro Devices [AMD] PCnet - Fast 79C971
        Flags: bus master, medium devsel, latency 64, IRQ 19
        I/O ports at 2000 [size=128]
        [virtual] Expansion ROM at db600000 [disabled] [size=64K]
        Kernel driver in use: pcnet32
[...]
00:10.0 SCSI storage controller: LSI Logic / Symbios Logic 53c1030 PCI-X Fusion-MPT) [...]
        Subsystem: VMware LSI Logic Parallel SCSI Controller
        Flags: bus master, medium devsel, latency 64, IRQ 17
        I/O ports at 1400 [size=256]
        Memory at d8820000 (64-bit, non-prefetchable) [size=128K]
        Memory at d8800000 (64-bit, non-prefetchable) [size=128K]
        [virtual] Expansion ROM at 10008000 [disabled] [size=16K]
        Kernel driver in use: mptspi
[...]

The pcnet32 handles your network card and mptspi is the SCSI driver in use.

Q: Unload the pcnet32 modules from the kernel. What happens? Why?
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A:
root@localhost:~# rmmod pcnet32

Your eth0 network interface "disapears". The kernel needs the driver to be loaded to use matching
hardware.

Q: List availables parameters for pcnet32.

A: root@localhost:~# modinfo pcnet32
filename:       /lib/modules/2.6.32-5-686/kernel/drivers/net/pcnet32.ko
license:        GPL
description:    Driver for PCnet32 and PCnetPCI based ethercards
author:         Thomas Bogendoerfer
alias:          pci:v00001023d00002000sv*sd*bc02sc00i*
alias:          pci:v00001022d00002000sv*sd*bc*sc*i*
alias:          pci:v00001022d00002001sv*sd*bc*sc*i*
depends:        mii
vermagic:       2.6.32-5-686 SMP mod_unload modversions 686 
parm:           debug:pcnet32 debug level (int)
parm:           max_interrupt_work:pcnet32 maximum events handled per interrupt (int)
parm:           rx_copybreak:pcnet32 copy breakpoint for copy-only-tiny-frames (int)
parm:           tx_start_pt:pcnet32 transmit start point (0-3) (int)
[...]

Q: Probe the module back again, with a debug level of 1.

A:
root@localhost:~# modprobe pcnet32 debug=1

Q: To build kernel modules, you'll also need the linux-headers-* that match your running kernel. Find
out what's your running kernel name and install the according headers.

A: supinfo@localhost:~/cdfs-2.6.27$ uname -r
2.6.32-5-686
root@localhost:/home/supinfo/cdfs-2.6.27# apt-cache search -n linux-headers
[...]
linux-headers-2.6.32-5-686 - Header files for Linux 2.6.32-5-686
[...]
root@localhost:/home/supinfo/cdfs-2.6.27# apt-get install linux-headers-2.6.32-5-686

Q: You want to compile and install a third-party kernel module. Third-party kernel modules are not
included in the main kernel source tree, but distributed separately by the author(s). Download
and install CDfs a kernel module that handles various raw CD formats. You can download the latest
version at http://users.elis.ugent.be/~mronsse/cdfs/download/cdfs-2.6.27.tar.bz2. Do you need
to regenerate the module dependency data after the build?
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A: supinfo@localhost:~$ wget http://users.elis.ugent.be/~mronsse/cdfs/download/cdfs-2.6.27.tar.bz2
supinfo@localhost:~$ tar -xf cdfs-2.6.27.tar.bz2 
supinfo@localhost:~$ cd cdfs-2.6.27/
supinfo@localhost:~/cdfs-2.6.27$ make
[...]
root@localhost:/home/supinfo/cdfs-2.6.27# make install
  INSTALL /home/supinfo/cdfs-2.6.27/cdfs.ko
  DEPMOD  2.6.32-5-686
make[1]: Leaving directory `/usr/src/linux-headers-2.6.32-5-686'

As you can see, the 2.6 build process automaticaly runs depmod with the install target. If you don't
see the DEPMOD set, it's a good idea to run a depmod -a. If you're unsure, do it. It won't hurt.

Q: You've just compiled and installed a new kernel moduel. Is it already active? Do you need to per-
form any additional step to take advantage of the news functionalities it provides?

A: The module have been installed on the filesystem, not loaded in the kernel. If you want to use it
right now, you need to load it.

root@localhost:/home/supinfo/cdfs-2.6.27# modprobe cdfs

20.2. Compiling your very own kernel

You're now going to go through a very important step for every Linux user wanabee. Compiling your first
kernel. The main goal of this process is to get a faster, customized, fitted to your needs kernel. You will
disable any useless feature, like hardware support for hardware you don't own. As you're running in a
virtual environment, you don't need features like PCMCIA or even ISA bus support.

20.2.1. Setup steps

Q: Install the kernel source package using apt. The package name is linux-source-2.6.

A:
root@localhost:~# apt-get install linux-source-2.6

Q: The linux-source-2.6 has put a tarball in /usr/src. Unpack it and create a linux symlink that
points to unpacked directory.

A:
root@localhost:/usr/src# tar -xf linux-source-2.6.32.tar.bz2
root@localhost:/usr/src# ln -s linux-source-2.6.32 linux

Q: The kernel configuration step builds against ncurses. Install ncurses-dev using apt.

A:
root@localhost:/usr/src# apt-get install ncurses-dev

Page 113 sur 161
© SUPINFO International University – http://www.supinfo.com

http://www.supinfo.com


-

1LIN - Linux Technologies
System Fundamentals

20.2.2. Kernel configuration

This is the longest part. As this is probably your first kernel config it will take even longer: Don't hesis-
tate to read the help section of every option available. Using lspci -v can help you to find which kernel
modules are needed to run your hardware. The goal is to get the smallest and fastest kernel you can go
with. If you're running a VMware virtual machine, you will at least need:

• LSI Logic SCSI Support

• Intel PIIX support (Use either legacy ATA or experimental PATA)

• AMD pcnet32 network card

Q: Configure your kernel using the ncurses interface. To get started you can mirror the running ker-
nel configuration from /boot/config-* to /usr/src/linux/.config and start hacking
from a working settings set.

It's a good idea to add a custom suffix to your kernel in the configuration step. It'll help to tell your
custom version from the Debian-shipped one.

Enabling the /proc/config support is also a good idea. It'll help you to find out which features are
supported when dealing with new hardware.

Note

If you can't find an option, you can search for it: Press '/' and type a part the config
symbol name (ENS1371). You'll get a list of places where you can find the matching
symbols.

A:
root@localhost:/usr/src/linux# cp /boot/config-2.6.32-5-686 .config
root@localhost:/usr/src/linux# make menuconfig

Here is a working .config. Of course, you can still remove or add features to fit your needs:

#
# Automatically generated make config: don't edit
# Linux kernel version: 2.6.32
# Tue Jun 14 19:58:57 2011
#
# CONFIG_64BIT is not set
CONFIG_X86_32=y
# CONFIG_X86_64 is not set
CONFIG_X86=y
CONFIG_OUTPUT_FORMAT="elf32-i386"
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CONFIG_ARCH_DEFCONFIG="arch/x86/configs/i386_defconfig"
CONFIG_GENERIC_TIME=y
CONFIG_GENERIC_CMOS_UPDATE=y
CONFIG_CLOCKSOURCE_WATCHDOG=y
CONFIG_GENERIC_CLOCKEVENTS=y
CONFIG_GENERIC_CLOCKEVENTS_BROADCAST=y
CONFIG_LOCKDEP_SUPPORT=y
CONFIG_STACKTRACE_SUPPORT=y
CONFIG_HAVE_LATENCYTOP_SUPPORT=y
CONFIG_MMU=y
CONFIG_ZONE_DMA=y
CONFIG_GENERIC_ISA_DMA=y
CONFIG_GENERIC_IOMAP=y
CONFIG_GENERIC_BUG=y
CONFIG_GENERIC_HWEIGHT=y
CONFIG_ARCH_MAY_HAVE_PC_FDC=y
# CONFIG_RWSEM_GENERIC_SPINLOCK is not set
CONFIG_RWSEM_XCHGADD_ALGORITHM=y
CONFIG_ARCH_HAS_CPU_IDLE_WAIT=y
CONFIG_GENERIC_CALIBRATE_DELAY=y
# CONFIG_GENERIC_TIME_VSYSCALL is not set
CONFIG_ARCH_HAS_CPU_RELAX=y
CONFIG_ARCH_HAS_DEFAULT_IDLE=y
CONFIG_ARCH_HAS_CACHE_LINE_SIZE=y
CONFIG_HAVE_SETUP_PER_CPU_AREA=y
CONFIG_NEED_PER_CPU_EMBED_FIRST_CHUNK=y
CONFIG_NEED_PER_CPU_PAGE_FIRST_CHUNK=y
# CONFIG_HAVE_CPUMASK_OF_CPU_MAP is not set
CONFIG_ARCH_HIBERNATION_POSSIBLE=y
CONFIG_ARCH_SUSPEND_POSSIBLE=y
# CONFIG_ZONE_DMA32 is not set
CONFIG_ARCH_POPULATES_NODE_MAP=y
# CONFIG_AUDIT_ARCH is not set
CONFIG_ARCH_SUPPORTS_OPTIMIZED_INLINING=y
CONFIG_ARCH_SUPPORTS_DEBUG_PAGEALLOC=y
CONFIG_HAVE_INTEL_TXT=y
CONFIG_GENERIC_HARDIRQS=y
CONFIG_GENERIC_HARDIRQS_NO__DO_IRQ=y
CONFIG_GENERIC_IRQ_PROBE=y
CONFIG_GENERIC_PENDING_IRQ=y
CONFIG_USE_GENERIC_SMP_HELPERS=y
CONFIG_X86_32_SMP=y
CONFIG_X86_HT=y
CONFIG_X86_TRAMPOLINE=y
CONFIG_X86_32_LAZY_GS=y
CONFIG_KTIME_SCALAR=y
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CONFIG_ARCH_CPU_PROBE_RELEASE=y
CONFIG_DEFCONFIG_LIST="/lib/modules/$UNAME_RELEASE/.config"
CONFIG_CONSTRUCTORS=y

#
# General setup
#
CONFIG_EXPERIMENTAL=y
CONFIG_LOCK_KERNEL=y
CONFIG_INIT_ENV_ARG_LIMIT=32
CONFIG_LOCALVERSION="custom"
# CONFIG_LOCALVERSION_AUTO is not set
CONFIG_HAVE_KERNEL_GZIP=y
CONFIG_HAVE_KERNEL_BZIP2=y
CONFIG_HAVE_KERNEL_LZMA=y
# CONFIG_KERNEL_GZIP is not set
CONFIG_KERNEL_BZIP2=y
# CONFIG_KERNEL_LZMA is not set
CONFIG_SWAP=y
CONFIG_SYSVIPC=y
CONFIG_SYSVIPC_SYSCTL=y
CONFIG_POSIX_MQUEUE=y
CONFIG_POSIX_MQUEUE_SYSCTL=y
CONFIG_BSD_PROCESS_ACCT=y
CONFIG_BSD_PROCESS_ACCT_V3=y
# CONFIG_TASKSTATS is not set
# CONFIG_AUDIT is not set

#
# RCU Subsystem
#
CONFIG_TREE_RCU=y
# CONFIG_TREE_PREEMPT_RCU is not set
# CONFIG_RCU_TRACE is not set
CONFIG_RCU_FANOUT=32
# CONFIG_RCU_FANOUT_EXACT is not set
# CONFIG_TREE_RCU_TRACE is not set
CONFIG_IKCONFIG=y
CONFIG_IKCONFIG_PROC=y
CONFIG_LOG_BUF_SHIFT=17
CONFIG_HAVE_UNSTABLE_SCHED_CLOCK=y
CONFIG_CGROUPS=y
# CONFIG_CGROUP_DEBUG is not set
CONFIG_CGROUP_NS=y
CONFIG_CGROUP_FREEZER=y
CONFIG_CGROUP_DEVICE=y
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CONFIG_CPUSETS=y
CONFIG_PROC_PID_CPUSET=y
CONFIG_CGROUP_CPUACCT=y
# CONFIG_RESOURCE_COUNTERS is not set
CONFIG_CGROUP_SCHED=y
CONFIG_FAIR_GROUP_SCHED=y
# CONFIG_RT_GROUP_SCHED is not set
# CONFIG_SYSFS_DEPRECATED_V2 is not set
CONFIG_RELAY=y
CONFIG_NAMESPACES=y
# CONFIG_UTS_NS is not set
# CONFIG_IPC_NS is not set
# CONFIG_USER_NS is not set
# CONFIG_PID_NS is not set
# CONFIG_NET_NS is not set
CONFIG_BLK_DEV_INITRD=y
CONFIG_INITRAMFS_SOURCE=""
CONFIG_RD_GZIP=y
CONFIG_RD_BZIP2=y
CONFIG_RD_LZMA=y
# CONFIG_CC_OPTIMIZE_FOR_SIZE is not set
CONFIG_SYSCTL=y
CONFIG_ANON_INODES=y
# CONFIG_EMBEDDED is not set
CONFIG_UID16=y
CONFIG_SYSCTL_SYSCALL=y
CONFIG_KALLSYMS=y
# CONFIG_KALLSYMS_EXTRA_PASS is not set
CONFIG_HOTPLUG=y
CONFIG_PRINTK=y
CONFIG_BUG=y
CONFIG_ELF_CORE=y
CONFIG_PCSPKR_PLATFORM=y
CONFIG_BASE_FULL=y
CONFIG_FUTEX=y
CONFIG_EPOLL=y
CONFIG_SIGNALFD=y
CONFIG_TIMERFD=y
CONFIG_EVENTFD=y
CONFIG_SHMEM=y
CONFIG_AIO=y
CONFIG_HAVE_PERF_EVENTS=y

#
# Kernel Performance Events And Counters
#
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# CONFIG_PERF_EVENTS is not set
# CONFIG_PERF_COUNTERS is not set
CONFIG_VM_EVENT_COUNTERS=y
CONFIG_PCI_QUIRKS=y
CONFIG_SLUB_DEBUG=y
# CONFIG_COMPAT_BRK is not set
# CONFIG_SLAB is not set
CONFIG_SLUB=y
# CONFIG_SLOB is not set
# CONFIG_PROFILING is not set
CONFIG_HAVE_OPROFILE=y
# CONFIG_KPROBES is not set
CONFIG_HAVE_EFFICIENT_UNALIGNED_ACCESS=y
CONFIG_HAVE_IOREMAP_PROT=y
CONFIG_HAVE_KPROBES=y
CONFIG_HAVE_KRETPROBES=y
CONFIG_HAVE_ARCH_TRACEHOOK=y
CONFIG_HAVE_DMA_ATTRS=y
CONFIG_HAVE_DMA_API_DEBUG=y

#
# GCOV-based kernel profiling
#
CONFIG_SLOW_WORK=y
CONFIG_HAVE_GENERIC_DMA_COHERENT=y
CONFIG_SLABINFO=y
CONFIG_RT_MUTEXES=y
CONFIG_BASE_SMALL=0
CONFIG_MODULES=y
CONFIG_MODULE_FORCE_LOAD=y
CONFIG_MODULE_UNLOAD=y
CONFIG_MODULE_FORCE_UNLOAD=y
CONFIG_MODVERSIONS=y
# CONFIG_MODULE_SRCVERSION_ALL is not set
CONFIG_STOP_MACHINE=y
CONFIG_BLOCK=y
CONFIG_LBDAF=y
CONFIG_BLK_DEV_BSG=y
CONFIG_BLK_DEV_INTEGRITY=y

#
# IO Schedulers
#
CONFIG_IOSCHED_NOOP=y
# CONFIG_IOSCHED_AS is not set
# CONFIG_IOSCHED_DEADLINE is not set
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CONFIG_IOSCHED_CFQ=y
# CONFIG_DEFAULT_AS is not set
# CONFIG_DEFAULT_DEADLINE is not set
# CONFIG_DEFAULT_CFQ is not set
CONFIG_DEFAULT_NOOP=y
CONFIG_DEFAULT_IOSCHED="noop"
CONFIG_FREEZER=y

#
# Processor type and features
#
CONFIG_TICK_ONESHOT=y
CONFIG_NO_HZ=y
CONFIG_HIGH_RES_TIMERS=y
CONFIG_GENERIC_CLOCKEVENTS_BUILD=y
CONFIG_SMP=y
# CONFIG_SPARSE_IRQ is not set
CONFIG_X86_MPPARSE=y
# CONFIG_X86_BIGSMP is not set
# CONFIG_X86_EXTENDED_PLATFORM is not set
# CONFIG_SCHED_OMIT_FRAME_POINTER is not set
# CONFIG_PARAVIRT_GUEST is not set
# CONFIG_MEMTEST is not set
# CONFIG_M386 is not set
# CONFIG_M486 is not set
# CONFIG_M586 is not set
# CONFIG_M586TSC is not set
# CONFIG_M586MMX is not set
# CONFIG_M686 is not set
# CONFIG_MPENTIUMII is not set
# CONFIG_MPENTIUMIII is not set
# CONFIG_MPENTIUMM is not set
# CONFIG_MPENTIUM4 is not set
# CONFIG_MK6 is not set
# CONFIG_MK7 is not set
# CONFIG_MK8 is not set
# CONFIG_MCRUSOE is not set
# CONFIG_MEFFICEON is not set
# CONFIG_MWINCHIPC6 is not set
# CONFIG_MWINCHIP3D is not set
# CONFIG_MGEODEGX1 is not set
# CONFIG_MGEODE_LX is not set
# CONFIG_MCYRIXIII is not set
# CONFIG_MVIAC3_2 is not set
# CONFIG_MVIAC7 is not set
# CONFIG_MPSC is not set
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CONFIG_MCORE2=y
# CONFIG_MATOM is not set
# CONFIG_GENERIC_CPU is not set
# CONFIG_X86_GENERIC is not set
CONFIG_X86_CPU=y
CONFIG_X86_L1_CACHE_BYTES=64
CONFIG_X86_INTERNODE_CACHE_BYTES=64
CONFIG_X86_CMPXCHG=y
CONFIG_X86_L1_CACHE_SHIFT=6
CONFIG_X86_XADD=y
CONFIG_X86_WP_WORKS_OK=y
CONFIG_X86_INVLPG=y
CONFIG_X86_BSWAP=y
CONFIG_X86_POPAD_OK=y
CONFIG_X86_INTEL_USERCOPY=y
CONFIG_X86_USE_PPRO_CHECKSUM=y
CONFIG_X86_TSC=y
CONFIG_X86_CMPXCHG64=y
CONFIG_X86_CMOV=y
CONFIG_X86_MINIMUM_CPU_FAMILY=5
CONFIG_X86_DEBUGCTLMSR=y
CONFIG_CPU_SUP_INTEL=y
CONFIG_CPU_SUP_CYRIX_32=y
CONFIG_CPU_SUP_AMD=y
CONFIG_CPU_SUP_CENTAUR=y
CONFIG_CPU_SUP_TRANSMETA_32=y
CONFIG_CPU_SUP_UMC_32=y
# CONFIG_X86_DS is not set
CONFIG_HPET_TIMER=y
CONFIG_HPET_EMULATE_RTC=y
CONFIG_DMI=y
# CONFIG_IOMMU_HELPER is not set
CONFIG_IOMMU_API=y
CONFIG_NR_CPUS=4
# CONFIG_SCHED_SMT is not set
CONFIG_SCHED_MC=y
# CONFIG_IRQ_TIME_ACCOUNTING is not set
# CONFIG_PREEMPT_NONE is not set
CONFIG_PREEMPT_VOLUNTARY=y
# CONFIG_PREEMPT is not set
CONFIG_X86_LOCAL_APIC=y
CONFIG_X86_IO_APIC=y
# CONFIG_X86_REROUTE_FOR_BROKEN_BOOT_IRQS is not set
# CONFIG_X86_MCE is not set
CONFIG_VM86=y
# CONFIG_TOSHIBA is not set
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# CONFIG_I8K is not set
# CONFIG_X86_REBOOTFIXUPS is not set
# CONFIG_MICROCODE is not set
CONFIG_X86_MSR=y
CONFIG_X86_CPUID=y
# CONFIG_NOHIGHMEM is not set
CONFIG_HIGHMEM4G=y
# CONFIG_HIGHMEM64G is not set
CONFIG_PAGE_OFFSET=0xC0000000
CONFIG_HIGHMEM=y
# CONFIG_ARCH_PHYS_ADDR_T_64BIT is not set
CONFIG_ARCH_FLATMEM_ENABLE=y
CONFIG_ARCH_SPARSEMEM_ENABLE=y
CONFIG_ARCH_SELECT_MEMORY_MODEL=y
CONFIG_ILLEGAL_POINTER_VALUE=0
CONFIG_SELECT_MEMORY_MODEL=y
CONFIG_FLATMEM_MANUAL=y
# CONFIG_DISCONTIGMEM_MANUAL is not set
# CONFIG_SPARSEMEM_MANUAL is not set
CONFIG_FLATMEM=y
CONFIG_FLAT_NODE_MEM_MAP=y
CONFIG_SPARSEMEM_STATIC=y
CONFIG_PAGEFLAGS_EXTENDED=y
CONFIG_SPLIT_PTLOCK_CPUS=4
# CONFIG_PHYS_ADDR_T_64BIT is not set
CONFIG_ZONE_DMA_FLAG=1
CONFIG_BOUNCE=y
CONFIG_VIRT_TO_BUS=y
CONFIG_HAVE_MLOCK=y
CONFIG_HAVE_MLOCKED_PAGE_BIT=y
# CONFIG_KSM is not set
CONFIG_DEFAULT_MMAP_MIN_ADDR=65536
# CONFIG_HIGHPTE is not set
# CONFIG_X86_CHECK_BIOS_CORRUPTION is not set
# CONFIG_X86_RESERVE_LOW_64K is not set
# CONFIG_MATH_EMULATION is not set
CONFIG_MTRR=y
CONFIG_MTRR_SANITIZER=y
CONFIG_MTRR_SANITIZER_ENABLE_DEFAULT=0
CONFIG_MTRR_SANITIZER_SPARE_REG_NR_DEFAULT=1
CONFIG_X86_PAT=y
CONFIG_ARCH_USES_PG_UNCACHED=y
# CONFIG_EFI is not set
# CONFIG_SECCOMP is not set
# CONFIG_CC_STACKPROTECTOR is not set
# CONFIG_HZ_100 is not set
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CONFIG_HZ_250=y
# CONFIG_HZ_300 is not set
# CONFIG_HZ_1000 is not set
CONFIG_HZ=250
CONFIG_SCHED_HRTICK=y
CONFIG_KEXEC=y
# CONFIG_CRASH_DUMP is not set
CONFIG_PHYSICAL_START=0x1000000
# CONFIG_RELOCATABLE is not set
CONFIG_PHYSICAL_ALIGN=0x1000000
CONFIG_HOTPLUG_CPU=y
# CONFIG_COMPAT_VDSO is not set
# CONFIG_CMDLINE_BOOL is not set
CONFIG_ARCH_ENABLE_MEMORY_HOTPLUG=y

#
# Power management and ACPI options
#
CONFIG_PM=y
# CONFIG_PM_DEBUG is not set
# CONFIG_SUSPEND is not set
# CONFIG_HIBERNATION is not set
# CONFIG_PM_RUNTIME is not set
CONFIG_ACPI=y
CONFIG_ACPI_PROCFS=y
# CONFIG_ACPI_PROCFS_POWER is not set
CONFIG_ACPI_SYSFS_POWER=y
# CONFIG_ACPI_PROC_EVENT is not set
# CONFIG_ACPI_AC is not set
# CONFIG_ACPI_BATTERY is not set
CONFIG_ACPI_BUTTON=m
# CONFIG_ACPI_FAN is not set
CONFIG_ACPI_DOCK=y
CONFIG_ACPI_PROCESSOR=y
CONFIG_ACPI_HOTPLUG_CPU=y
CONFIG_ACPI_PROCESSOR_AGGREGATOR=y
CONFIG_ACPI_THERMAL=y
# CONFIG_ACPI_CUSTOM_DSDT is not set
CONFIG_ACPI_BLACKLIST_YEAR=0
# CONFIG_ACPI_DEBUG is not set
# CONFIG_ACPI_PCI_SLOT is not set
CONFIG_X86_PM_TIMER=y
CONFIG_ACPI_CONTAINER=y
# CONFIG_ACPI_SBS is not set
# CONFIG_SFI is not set
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#
# CPU Frequency scaling
#
CONFIG_CPU_FREQ=y
CONFIG_CPU_FREQ_TABLE=y
# CONFIG_CPU_FREQ_DEBUG is not set
# CONFIG_CPU_FREQ_STAT is not set
CONFIG_CPU_FREQ_DEFAULT_GOV_PERFORMANCE=y
# CONFIG_CPU_FREQ_DEFAULT_GOV_POWERSAVE is not set
# CONFIG_CPU_FREQ_DEFAULT_GOV_USERSPACE is not set
# CONFIG_CPU_FREQ_DEFAULT_GOV_ONDEMAND is not set
# CONFIG_CPU_FREQ_DEFAULT_GOV_CONSERVATIVE is not set
CONFIG_CPU_FREQ_GOV_PERFORMANCE=y
CONFIG_CPU_FREQ_GOV_POWERSAVE=y
CONFIG_CPU_FREQ_GOV_USERSPACE=y
CONFIG_CPU_FREQ_GOV_ONDEMAND=y
CONFIG_CPU_FREQ_GOV_CONSERVATIVE=y

#
# CPUFreq processor drivers
#
CONFIG_X86_ACPI_CPUFREQ=y
# CONFIG_X86_POWERNOW_K6 is not set
# CONFIG_X86_POWERNOW_K7 is not set
# CONFIG_X86_POWERNOW_K8 is not set
# CONFIG_X86_GX_SUSPMOD is not set
# CONFIG_X86_SPEEDSTEP_CENTRINO is not set
# CONFIG_X86_SPEEDSTEP_ICH is not set
# CONFIG_X86_SPEEDSTEP_SMI is not set
# CONFIG_X86_P4_CLOCKMOD is not set
# CONFIG_X86_CPUFREQ_NFORCE2 is not set
# CONFIG_X86_LONGRUN is not set
# CONFIG_X86_LONGHAUL is not set
# CONFIG_X86_E_POWERSAVER is not set

#
# shared options
#
# CONFIG_X86_SPEEDSTEP_LIB is not set
CONFIG_CPU_IDLE=y
CONFIG_CPU_IDLE_GOV_LADDER=y
CONFIG_CPU_IDLE_GOV_MENU=y

#
# Bus options (PCI etc.)
#
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CONFIG_PCI=y
# CONFIG_PCI_GOBIOS is not set
# CONFIG_PCI_GOMMCONFIG is not set
# CONFIG_PCI_GODIRECT is not set
# CONFIG_PCI_GOOLPC is not set
CONFIG_PCI_GOANY=y
CONFIG_PCI_BIOS=y
CONFIG_PCI_DIRECT=y
CONFIG_PCI_MMCONFIG=y
CONFIG_PCI_DOMAINS=y
CONFIG_DMAR=y
# CONFIG_DMAR_DEFAULT_ON is not set
CONFIG_DMAR_FLOPPY_WA=y
CONFIG_PCIEPORTBUS=y
CONFIG_PCIEAER=y
# CONFIG_PCIE_ECRC is not set
# CONFIG_PCIEAER_INJECT is not set
CONFIG_PCIEASPM=y
# CONFIG_PCIEASPM_DEBUG is not set
CONFIG_ARCH_SUPPORTS_MSI=y
CONFIG_PCI_MSI=y
CONFIG_PCI_LEGACY=y
# CONFIG_PCI_STUB is not set
CONFIG_HT_IRQ=y
CONFIG_PCI_IOV=y
CONFIG_ISA_DMA_API=y
# CONFIG_ISA is not set
# CONFIG_MCA is not set
# CONFIG_SCx200 is not set
# CONFIG_OLPC is not set
CONFIG_K8_NB=y
# CONFIG_PCCARD is not set
# CONFIG_HOTPLUG_PCI is not set

#
# Executable file formats / Emulations
#
CONFIG_BINFMT_ELF=y
CONFIG_CORE_DUMP_DEFAULT_ELF_HEADERS=y
CONFIG_HAVE_AOUT=y
CONFIG_BINFMT_AOUT=m
CONFIG_BINFMT_MISC=m
CONFIG_HAVE_ATOMIC_IOMAP=y
CONFIG_NET=y

#
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# Networking options
#
CONFIG_PACKET=y
CONFIG_PACKET_MMAP=y
CONFIG_UNIX=y
CONFIG_XFRM=y
CONFIG_XFRM_USER=m
CONFIG_XFRM_SUB_POLICY=y
CONFIG_XFRM_MIGRATE=y
# CONFIG_XFRM_STATISTICS is not set
CONFIG_XFRM_IPCOMP=m
CONFIG_NET_KEY=m
CONFIG_NET_KEY_MIGRATE=y
CONFIG_INET=y
CONFIG_IP_MULTICAST=y
# CONFIG_IP_ADVANCED_ROUTER is not set
CONFIG_IP_FIB_HASH=y
# CONFIG_IP_PNP is not set
CONFIG_NET_IPIP=m
CONFIG_NET_IPGRE=m
CONFIG_NET_IPGRE_BROADCAST=y
CONFIG_IP_MROUTE=y
CONFIG_IP_PIMSM_V1=y
CONFIG_IP_PIMSM_V2=y
# CONFIG_ARPD is not set
CONFIG_SYN_COOKIES=y
CONFIG_INET_AH=m
CONFIG_INET_ESP=m
CONFIG_INET_IPCOMP=m
CONFIG_INET_XFRM_TUNNEL=m
CONFIG_INET_TUNNEL=m
CONFIG_INET_XFRM_MODE_TRANSPORT=m
CONFIG_INET_XFRM_MODE_TUNNEL=m
CONFIG_INET_XFRM_MODE_BEET=m
CONFIG_INET_LRO=m
CONFIG_INET_DIAG=m
CONFIG_INET_TCP_DIAG=m
CONFIG_TCP_CONG_ADVANCED=y
CONFIG_TCP_CONG_BIC=m
CONFIG_TCP_CONG_CUBIC=y
CONFIG_TCP_CONG_WESTWOOD=m
CONFIG_TCP_CONG_HTCP=m
CONFIG_TCP_CONG_HSTCP=m
CONFIG_TCP_CONG_HYBLA=m
CONFIG_TCP_CONG_VEGAS=m
CONFIG_TCP_CONG_SCALABLE=m
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CONFIG_TCP_CONG_LP=m
CONFIG_TCP_CONG_VENO=m
CONFIG_TCP_CONG_YEAH=m
CONFIG_TCP_CONG_ILLINOIS=m
# CONFIG_DEFAULT_BIC is not set
CONFIG_DEFAULT_CUBIC=y
# CONFIG_DEFAULT_HTCP is not set
# CONFIG_DEFAULT_VEGAS is not set
# CONFIG_DEFAULT_WESTWOOD is not set
# CONFIG_DEFAULT_RENO is not set
CONFIG_DEFAULT_TCP_CONG="cubic"
CONFIG_TCP_MD5SIG=y
# CONFIG_IPV6 is not set
# CONFIG_NETWORK_SECMARK is not set
CONFIG_NETFILTER=y
# CONFIG_NETFILTER_DEBUG is not set
# CONFIG_NETFILTER_ADVANCED is not set

#
# Core Netfilter Configuration
#
CONFIG_NETFILTER_NETLINK=m
CONFIG_NETFILTER_NETLINK_LOG=m
CONFIG_NF_CONNTRACK=m
CONFIG_NF_CONNTRACK_FTP=m
CONFIG_NF_CONNTRACK_IRC=m
CONFIG_NF_CONNTRACK_SIP=m
CONFIG_NF_CT_NETLINK=m
CONFIG_NETFILTER_XTABLES=m
CONFIG_NETFILTER_XT_TARGET_MARK=m
CONFIG_NETFILTER_XT_TARGET_NFLOG=m
CONFIG_NETFILTER_XT_TARGET_TCPMSS=m
CONFIG_NETFILTER_XT_MATCH_CONNTRACK=m
CONFIG_NETFILTER_XT_MATCH_MARK=m
CONFIG_NETFILTER_XT_MATCH_POLICY=m
CONFIG_NETFILTER_XT_MATCH_STATE=m
# CONFIG_IP_VS is not set

#
# IP: Netfilter Configuration
#
CONFIG_NF_DEFRAG_IPV4=m
CONFIG_NF_CONNTRACK_IPV4=m
CONFIG_NF_CONNTRACK_PROC_COMPAT=y
CONFIG_IP_NF_IPTABLES=m
CONFIG_IP_NF_FILTER=m
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CONFIG_IP_NF_TARGET_REJECT=m
CONFIG_IP_NF_TARGET_LOG=m
CONFIG_IP_NF_TARGET_ULOG=m
CONFIG_NF_NAT=m
CONFIG_NF_NAT_NEEDED=y
CONFIG_IP_NF_TARGET_MASQUERADE=m
CONFIG_NF_NAT_FTP=m
CONFIG_NF_NAT_IRC=m
# CONFIG_NF_NAT_TFTP is not set
# CONFIG_NF_NAT_AMANDA is not set
# CONFIG_NF_NAT_PPTP is not set
# CONFIG_NF_NAT_H323 is not set
CONFIG_NF_NAT_SIP=m
CONFIG_IP_NF_MANGLE=m
# CONFIG_IP_DCCP is not set
CONFIG_IP_SCTP=y
# CONFIG_SCTP_DBG_MSG is not set
# CONFIG_SCTP_DBG_OBJCNT is not set
# CONFIG_SCTP_HMAC_NONE is not set
# CONFIG_SCTP_HMAC_SHA1 is not set
CONFIG_SCTP_HMAC_MD5=y
# CONFIG_RDS is not set
# CONFIG_TIPC is not set
# CONFIG_ATM is not set
# CONFIG_BRIDGE is not set
# CONFIG_NET_DSA is not set
# CONFIG_VLAN_8021Q is not set
# CONFIG_DECNET is not set
# CONFIG_LLC2 is not set
# CONFIG_IPX is not set
# CONFIG_ATALK is not set
# CONFIG_X25 is not set
# CONFIG_LAPB is not set
# CONFIG_ECONET is not set
# CONFIG_WAN_ROUTER is not set
# CONFIG_PHONET is not set
# CONFIG_IEEE802154 is not set
# CONFIG_NET_SCHED is not set
# CONFIG_DCB is not set

#
# Network testing
#
# CONFIG_NET_PKTGEN is not set
# CONFIG_HAMRADIO is not set
# CONFIG_CAN is not set
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# CONFIG_IRDA is not set
# CONFIG_BT is not set
CONFIG_AF_RXRPC=m
# CONFIG_AF_RXRPC_DEBUG is not set
# CONFIG_RXKAD is not set
# CONFIG_WIRELESS is not set
# CONFIG_WIMAX is not set
# CONFIG_RFKILL is not set
# CONFIG_NET_9P is not set

#
# Device Drivers
#

#
# Generic Driver Options
#
CONFIG_UEVENT_HELPER_PATH=""
CONFIG_DEVTMPFS=y
# CONFIG_DEVTMPFS_MOUNT is not set
CONFIG_STANDALONE=y
CONFIG_PREVENT_FIRMWARE_BUILD=y
CONFIG_FW_LOADER=y
# CONFIG_FIRMWARE_IN_KERNEL is not set
CONFIG_EXTRA_FIRMWARE=""
# CONFIG_SYS_HYPERVISOR is not set
# CONFIG_CONNECTOR is not set
# CONFIG_MTD is not set
# CONFIG_PARPORT is not set
CONFIG_PNP=y
# CONFIG_PNP_DEBUG_MESSAGES is not set

#
# Protocols
#
CONFIG_PNPACPI=y
CONFIG_BLK_DEV=y
CONFIG_BLK_DEV_FD=y
# CONFIG_BLK_CPQ_DA is not set
# CONFIG_BLK_CPQ_CISS_DA is not set
# CONFIG_BLK_DEV_DAC960 is not set
# CONFIG_BLK_DEV_UMEM is not set
# CONFIG_BLK_DEV_COW_COMMON is not set
CONFIG_BLK_DEV_LOOP=y
# CONFIG_BLK_DEV_CRYPTOLOOP is not set
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#
# DRBD disabled because PROC_FS, INET or CONNECTOR not selected
#
# CONFIG_BLK_DEV_NBD is not set
# CONFIG_BLK_DEV_OSD is not set
# CONFIG_BLK_DEV_SX8 is not set
# CONFIG_BLK_DEV_UB is not set
# CONFIG_BLK_DEV_RAM is not set
# CONFIG_CDROM_PKTCDVD is not set
# CONFIG_ATA_OVER_ETH is not set
# CONFIG_BLK_DEV_HD is not set
# CONFIG_MISC_DEVICES is not set
CONFIG_HAVE_IDE=y
# CONFIG_IDE is not set

#
# SCSI device support
#
CONFIG_RAID_ATTRS=y
CONFIG_SCSI=y
CONFIG_SCSI_DMA=y
CONFIG_SCSI_TGT=y
CONFIG_SCSI_NETLINK=y
CONFIG_SCSI_PROC_FS=y

#
# SCSI support type (disk, tape, CD-ROM)
#
CONFIG_BLK_DEV_SD=y
# CONFIG_CHR_DEV_ST is not set
# CONFIG_CHR_DEV_OSST is not set
CONFIG_BLK_DEV_SR=y
CONFIG_BLK_DEV_SR_VENDOR=y
CONFIG_CHR_DEV_SG=y
CONFIG_CHR_DEV_SCH=y
CONFIG_SCSI_MULTI_LUN=y
CONFIG_SCSI_CONSTANTS=y
CONFIG_SCSI_LOGGING=y
CONFIG_SCSI_SCAN_ASYNC=y
CONFIG_SCSI_WAIT_SCAN=m

#
# SCSI Transports
#
CONFIG_SCSI_SPI_ATTRS=y
CONFIG_SCSI_FC_ATTRS=m
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CONFIG_SCSI_FC_TGT_ATTRS=y
CONFIG_SCSI_ISCSI_ATTRS=m
CONFIG_SCSI_SAS_ATTRS=m
CONFIG_SCSI_SAS_LIBSAS=m
CONFIG_SCSI_SAS_ATA=y
CONFIG_SCSI_SAS_HOST_SMP=y
# CONFIG_SCSI_SAS_LIBSAS_DEBUG is not set
CONFIG_SCSI_SRP_ATTRS=m
CONFIG_SCSI_SRP_TGT_ATTRS=y
CONFIG_SCSI_LOWLEVEL=y
CONFIG_ISCSI_TCP=m
# CONFIG_SCSI_BNX2_ISCSI is not set
# CONFIG_BE2ISCSI is not set
# CONFIG_BLK_DEV_3W_XXXX_RAID is not set
# CONFIG_SCSI_3W_9XXX is not set
# CONFIG_SCSI_3W_SAS is not set
# CONFIG_SCSI_ACARD is not set
# CONFIG_SCSI_AACRAID is not set
# CONFIG_SCSI_AIC7XXX is not set
# CONFIG_SCSI_AIC7XXX_OLD is not set
# CONFIG_SCSI_AIC79XX is not set
# CONFIG_SCSI_AIC94XX is not set
# CONFIG_SCSI_MVSAS is not set
# CONFIG_SCSI_DPT_I2O is not set
# CONFIG_SCSI_ADVANSYS is not set
# CONFIG_SCSI_ARCMSR is not set
# CONFIG_MEGARAID_NEWGEN is not set
# CONFIG_MEGARAID_LEGACY is not set
# CONFIG_MEGARAID_SAS is not set
# CONFIG_SCSI_MPT2SAS is not set
# CONFIG_SCSI_HPTIOP is not set
# CONFIG_SCSI_BUSLOGIC is not set
CONFIG_VMWARE_PVSCSI=y
# CONFIG_LIBFC is not set
# CONFIG_LIBFCOE is not set
# CONFIG_FCOE is not set
# CONFIG_FCOE_FNIC is not set
# CONFIG_SCSI_DMX3191D is not set
# CONFIG_SCSI_EATA is not set
# CONFIG_SCSI_FUTURE_DOMAIN is not set
# CONFIG_SCSI_GDTH is not set
# CONFIG_SCSI_IPS is not set
# CONFIG_SCSI_INITIO is not set
# CONFIG_SCSI_INIA100 is not set
# CONFIG_SCSI_STEX is not set
# CONFIG_SCSI_SYM53C8XX_2 is not set
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# CONFIG_SCSI_IPR is not set
# CONFIG_SCSI_QLOGIC_1280 is not set
# CONFIG_SCSI_QLA_FC is not set
# CONFIG_SCSI_QLA_ISCSI is not set
# CONFIG_SCSI_LPFC is not set
# CONFIG_SCSI_DC395x is not set
# CONFIG_SCSI_DC390T is not set
# CONFIG_SCSI_NSP32 is not set
# CONFIG_SCSI_DEBUG is not set
# CONFIG_SCSI_PMCRAID is not set
# CONFIG_SCSI_SRP is not set
# CONFIG_SCSI_BFA_FC is not set
# CONFIG_SCSI_DH is not set
CONFIG_SCSI_OSD_INITIATOR=m
CONFIG_SCSI_OSD_ULD=m
CONFIG_SCSI_OSD_DPRINT_SENSE=1
# CONFIG_SCSI_OSD_DEBUG is not set
CONFIG_ATA=y
# CONFIG_ATA_NONSTANDARD is not set
# CONFIG_ATA_VERBOSE_ERROR is not set
CONFIG_ATA_ACPI=y
CONFIG_SATA_PMP=y
CONFIG_SATA_AHCI=y
# CONFIG_SATA_SIL24 is not set
CONFIG_ATA_SFF=y
# CONFIG_SATA_SVW is not set
# CONFIG_ATA_PIIX is not set
# CONFIG_SATA_MV is not set
# CONFIG_SATA_NV is not set
# CONFIG_PDC_ADMA is not set
# CONFIG_SATA_QSTOR is not set
# CONFIG_SATA_PROMISE is not set
# CONFIG_SATA_SX4 is not set
# CONFIG_SATA_SIL is not set
# CONFIG_SATA_SIS is not set
# CONFIG_SATA_ULI is not set
# CONFIG_SATA_VIA is not set
# CONFIG_SATA_VITESSE is not set
# CONFIG_SATA_INIC162X is not set
# CONFIG_PATA_ACPI is not set
# CONFIG_PATA_ALI is not set
# CONFIG_PATA_AMD is not set
# CONFIG_PATA_ARTOP is not set
# CONFIG_PATA_ATP867X is not set
# CONFIG_PATA_ATIIXP is not set
# CONFIG_PATA_CMD640_PCI is not set
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# CONFIG_PATA_CMD64X is not set
# CONFIG_PATA_CS5520 is not set
# CONFIG_PATA_CS5530 is not set
# CONFIG_PATA_CS5535 is not set
# CONFIG_PATA_CS5536 is not set
# CONFIG_PATA_CYPRESS is not set
# CONFIG_PATA_EFAR is not set
# CONFIG_ATA_GENERIC is not set
# CONFIG_PATA_HPT366 is not set
# CONFIG_PATA_HPT37X is not set
# CONFIG_PATA_HPT3X2N is not set
# CONFIG_PATA_HPT3X3 is not set
# CONFIG_PATA_IT821X is not set
# CONFIG_PATA_IT8213 is not set
# CONFIG_PATA_JMICRON is not set
# CONFIG_PATA_TRIFLEX is not set
# CONFIG_PATA_MARVELL is not set
# CONFIG_PATA_MPIIX is not set
CONFIG_PATA_OLDPIIX=y
# CONFIG_PATA_NETCELL is not set
# CONFIG_PATA_NINJA32 is not set
# CONFIG_PATA_NS87410 is not set
# CONFIG_PATA_NS87415 is not set
# CONFIG_PATA_OPTI is not set
# CONFIG_PATA_OPTIDMA is not set
# CONFIG_PATA_PDC_OLD is not set
# CONFIG_PATA_RADISYS is not set
# CONFIG_PATA_RDC is not set
# CONFIG_PATA_RZ1000 is not set
# CONFIG_PATA_SC1200 is not set
# CONFIG_PATA_SERVERWORKS is not set
# CONFIG_PATA_PDC2027X is not set
# CONFIG_PATA_SIL680 is not set
# CONFIG_PATA_SIS is not set
# CONFIG_PATA_VIA is not set
# CONFIG_PATA_WINBOND is not set
# CONFIG_PATA_SCH is not set
# CONFIG_MD is not set
CONFIG_FUSION=y
CONFIG_FUSION_SPI=y
# CONFIG_FUSION_FC is not set
# CONFIG_FUSION_SAS is not set
CONFIG_FUSION_MAX_SGE=128
# CONFIG_FUSION_CTL is not set
# CONFIG_FUSION_LOGGING is not set
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#
# IEEE 1394 (FireWire) support
#

#
# You can enable one or both FireWire driver stacks.
#

#
# See the help texts for more information.
#
# CONFIG_FIREWIRE is not set
# CONFIG_IEEE1394 is not set
# CONFIG_I2O is not set
# CONFIG_MACINTOSH_DRIVERS is not set
CONFIG_NETDEVICES=y
# CONFIG_DUMMY is not set
# CONFIG_BONDING is not set
# CONFIG_MACVLAN is not set
# CONFIG_EQUALIZER is not set
CONFIG_TUN=y
# CONFIG_VETH is not set
# CONFIG_NET_SB1000 is not set
# CONFIG_ARCNET is not set
# CONFIG_PHYLIB is not set
CONFIG_NET_ETHERNET=y
CONFIG_MII=m
# CONFIG_HAPPYMEAL is not set
# CONFIG_SUNGEM is not set
# CONFIG_CASSINI is not set
# CONFIG_NET_VENDOR_3COM is not set
# CONFIG_ETHOC is not set
# CONFIG_DNET is not set
# CONFIG_NET_TULIP is not set
# CONFIG_HP100 is not set
# CONFIG_IBM_NEW_EMAC_ZMII is not set
# CONFIG_IBM_NEW_EMAC_RGMII is not set
# CONFIG_IBM_NEW_EMAC_TAH is not set
# CONFIG_IBM_NEW_EMAC_EMAC4 is not set
# CONFIG_IBM_NEW_EMAC_NO_FLOW_CTRL is not set
# CONFIG_IBM_NEW_EMAC_MAL_CLR_ICINTSTAT is not set
# CONFIG_IBM_NEW_EMAC_MAL_COMMON_ERR is not set
CONFIG_NET_PCI=y
CONFIG_PCNET32=m
# CONFIG_AMD8111_ETH is not set
# CONFIG_ADAPTEC_STARFIRE is not set
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# CONFIG_B44 is not set
# CONFIG_FORCEDETH is not set
# CONFIG_E100 is not set
# CONFIG_FEALNX is not set
# CONFIG_NATSEMI is not set
# CONFIG_NE2K_PCI is not set
# CONFIG_8139CP is not set
# CONFIG_8139TOO is not set
# CONFIG_R6040 is not set
# CONFIG_SIS900 is not set
# CONFIG_EPIC100 is not set
# CONFIG_SMSC9420 is not set
# CONFIG_SUNDANCE is not set
# CONFIG_TLAN is not set
# CONFIG_KS8842 is not set
# CONFIG_KS8851_MLL is not set
# CONFIG_VIA_RHINE is not set
# CONFIG_SC92031 is not set
# CONFIG_ATL2 is not set
CONFIG_NETDEV_1000=y
# CONFIG_ACENIC is not set
# CONFIG_DL2K is not set
CONFIG_E1000=m
CONFIG_E1000E=m
# CONFIG_IP1000 is not set
# CONFIG_IGB is not set
# CONFIG_IGBVF is not set
# CONFIG_NS83820 is not set
# CONFIG_HAMACHI is not set
# CONFIG_YELLOWFIN is not set
# CONFIG_R8169 is not set
# CONFIG_SIS190 is not set
# CONFIG_SKGE is not set
# CONFIG_SKY2 is not set
# CONFIG_VIA_VELOCITY is not set
# CONFIG_TIGON3 is not set
# CONFIG_BNX2 is not set
# CONFIG_CNIC is not set
# CONFIG_QLA3XXX is not set
# CONFIG_ATL1 is not set
# CONFIG_ATL1E is not set
# CONFIG_ATL1C is not set
# CONFIG_JME is not set
# CONFIG_NETDEV_10000 is not set
# CONFIG_TR is not set
# CONFIG_WLAN is not set
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#
# Enable WiMAX (Networking options) to see the WiMAX drivers
#

#
# USB Network Adapters
#
# CONFIG_USB_CATC is not set
# CONFIG_USB_KAWETH is not set
# CONFIG_USB_PEGASUS is not set
# CONFIG_USB_RTL8150 is not set
# CONFIG_USB_USBNET is not set
# CONFIG_USB_IPHETH is not set
# CONFIG_WAN is not set
# CONFIG_FDDI is not set
# CONFIG_HIPPI is not set
CONFIG_PPP=y
CONFIG_PPP_MULTILINK=y
CONFIG_PPP_FILTER=y
CONFIG_PPP_ASYNC=m
CONFIG_PPP_SYNC_TTY=m
CONFIG_PPP_DEFLATE=m
CONFIG_PPP_BSDCOMP=m
CONFIG_PPP_MPPE=m
CONFIG_PPPOE=m
CONFIG_PPPOL2TP=m
# CONFIG_SLIP is not set
CONFIG_SLHC=y
# CONFIG_NET_FC is not set
# CONFIG_NETCONSOLE is not set
# CONFIG_NETPOLL is not set
# CONFIG_NET_POLL_CONTROLLER is not set
CONFIG_VMXNET3=m
# CONFIG_ISDN is not set
# CONFIG_PHONE is not set

#
# Input device support
#
CONFIG_INPUT=y
CONFIG_INPUT_FF_MEMLESS=m
CONFIG_INPUT_POLLDEV=m

#
# Userland interfaces
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#
CONFIG_INPUT_MOUSEDEV=y
CONFIG_INPUT_MOUSEDEV_PSAUX=y
CONFIG_INPUT_MOUSEDEV_SCREEN_X=1024
CONFIG_INPUT_MOUSEDEV_SCREEN_Y=768
# CONFIG_INPUT_JOYDEV is not set
CONFIG_INPUT_EVDEV=y
# CONFIG_INPUT_EVBUG is not set

#
# Input Device Drivers
#
CONFIG_INPUT_KEYBOARD=y
CONFIG_KEYBOARD_ATKBD=y
# CONFIG_KEYBOARD_LKKBD is not set
# CONFIG_KEYBOARD_NEWTON is not set
# CONFIG_KEYBOARD_OPENCORES is not set
# CONFIG_KEYBOARD_STOWAWAY is not set
# CONFIG_KEYBOARD_SUNKBD is not set
# CONFIG_KEYBOARD_XTKBD is not set
CONFIG_INPUT_MOUSE=y
CONFIG_MOUSE_PS2=y
CONFIG_MOUSE_PS2_ALPS=y
CONFIG_MOUSE_PS2_LOGIPS2PP=y
CONFIG_MOUSE_PS2_SYNAPTICS=y
CONFIG_MOUSE_PS2_LIFEBOOK=y
CONFIG_MOUSE_PS2_TRACKPOINT=y
CONFIG_MOUSE_PS2_ELANTECH=y
CONFIG_MOUSE_PS2_SENTELIC=y
# CONFIG_MOUSE_PS2_TOUCHKIT is not set
# CONFIG_MOUSE_SERIAL is not set
# CONFIG_MOUSE_APPLETOUCH is not set
# CONFIG_MOUSE_BCM5974 is not set
# CONFIG_MOUSE_VSXXXAA is not set
# CONFIG_INPUT_JOYSTICK is not set
# CONFIG_INPUT_TABLET is not set
# CONFIG_INPUT_TOUCHSCREEN is not set
# CONFIG_INPUT_MISC is not set

#
# Hardware I/O ports
#
CONFIG_SERIO=y
CONFIG_SERIO_I8042=y
CONFIG_SERIO_SERPORT=m
# CONFIG_SERIO_CT82C710 is not set
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# CONFIG_SERIO_PCIPS2 is not set
CONFIG_SERIO_LIBPS2=y
# CONFIG_SERIO_RAW is not set
# CONFIG_GAMEPORT is not set

#
# Character devices
#
CONFIG_VT=y
CONFIG_CONSOLE_TRANSLATIONS=y
CONFIG_VT_CONSOLE=y
CONFIG_HW_CONSOLE=y
# CONFIG_VT_HW_CONSOLE_BINDING is not set
# CONFIG_DEVKMEM is not set
# CONFIG_SERIAL_NONSTANDARD is not set
# CONFIG_NOZOMI is not set

#
# Serial drivers
#
CONFIG_SERIAL_8250=y
CONFIG_SERIAL_8250_CONSOLE=y
CONFIG_FIX_EARLYCON_MEM=y
CONFIG_SERIAL_8250_PCI=y
CONFIG_SERIAL_8250_PNP=y
CONFIG_SERIAL_8250_NR_UARTS=32
CONFIG_SERIAL_8250_RUNTIME_UARTS=4
CONFIG_SERIAL_8250_EXTENDED=y
# CONFIG_SERIAL_8250_MANY_PORTS is not set
# CONFIG_SERIAL_8250_SHARE_IRQ is not set
# CONFIG_SERIAL_8250_DETECT_IRQ is not set
CONFIG_SERIAL_8250_RSA=y

#
# Non-8250 serial port support
#
CONFIG_SERIAL_CORE=y
CONFIG_SERIAL_CORE_CONSOLE=y
# CONFIG_SERIAL_JSM is not set
CONFIG_UNIX98_PTYS=y
# CONFIG_DEVPTS_MULTIPLE_INSTANCES is not set
# CONFIG_LEGACY_PTYS is not set
# CONFIG_IPMI_HANDLER is not set
CONFIG_HW_RANDOM=m
# CONFIG_HW_RANDOM_TIMERIOMEM is not set
# CONFIG_HW_RANDOM_INTEL is not set
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# CONFIG_HW_RANDOM_AMD is not set
# CONFIG_HW_RANDOM_GEODE is not set
# CONFIG_HW_RANDOM_VIA is not set
CONFIG_NVRAM=m
# CONFIG_R3964 is not set
# CONFIG_APPLICOM is not set
# CONFIG_SONYPI is not set
# CONFIG_MWAVE is not set
# CONFIG_PC8736x_GPIO is not set
# CONFIG_NSC_GPIO is not set
# CONFIG_CS5535_GPIO is not set
# CONFIG_RAW_DRIVER is not set
# CONFIG_HPET is not set
# CONFIG_HANGCHECK_TIMER is not set
# CONFIG_TCG_TPM is not set
# CONFIG_TELCLOCK is not set
CONFIG_DEVPORT=y
# CONFIG_I2C is not set
# CONFIG_SPI is not set

#
# PPS support
#
CONFIG_PPS=m
# CONFIG_PPS_DEBUG is not set
CONFIG_ARCH_WANT_OPTIONAL_GPIOLIB=y
# CONFIG_GPIOLIB is not set
# CONFIG_W1 is not set
CONFIG_POWER_SUPPLY=y
# CONFIG_POWER_SUPPLY_DEBUG is not set
# CONFIG_PDA_POWER is not set
# CONFIG_BATTERY_DS2760 is not set
# CONFIG_HWMON is not set
CONFIG_THERMAL=y
# CONFIG_WATCHDOG is not set
CONFIG_SSB_POSSIBLE=y

#
# Sonics Silicon Backplane
#
# CONFIG_SSB is not set

#
# Multifunction device drivers
#
# CONFIG_MFD_CORE is not set
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# CONFIG_MFD_SM501 is not set
# CONFIG_HTC_PASIC3 is not set
# CONFIG_MFD_TMIO is not set
# CONFIG_REGULATOR is not set
# CONFIG_MEDIA_SUPPORT is not set

#
# Graphics support
#
# CONFIG_AGP is not set
CONFIG_VGA_ARB=y
# CONFIG_DRM is not set
# CONFIG_VGASTATE is not set
# CONFIG_VIDEO_OUTPUT_CONTROL is not set
CONFIG_FB=y
CONFIG_FIRMWARE_EDID=y
# CONFIG_FB_DDC is not set
CONFIG_FB_BOOT_VESA_SUPPORT=y
CONFIG_FB_CFB_FILLRECT=y
CONFIG_FB_CFB_COPYAREA=y
CONFIG_FB_CFB_IMAGEBLIT=y
# CONFIG_FB_CFB_REV_PIXELS_IN_BYTE is not set
# CONFIG_FB_SYS_FILLRECT is not set
# CONFIG_FB_SYS_COPYAREA is not set
# CONFIG_FB_SYS_IMAGEBLIT is not set
# CONFIG_FB_FOREIGN_ENDIAN is not set
# CONFIG_FB_SYS_FOPS is not set
# CONFIG_FB_SVGALIB is not set
# CONFIG_FB_MACMODES is not set
# CONFIG_FB_BACKLIGHT is not set
CONFIG_FB_MODE_HELPERS=y
CONFIG_FB_TILEBLITTING=y

#
# Frame buffer hardware drivers
#
# CONFIG_FB_CIRRUS is not set
# CONFIG_FB_PM2 is not set
# CONFIG_FB_CYBER2000 is not set
# CONFIG_FB_ARC is not set
# CONFIG_FB_ASILIANT is not set
# CONFIG_FB_IMSTT is not set
# CONFIG_FB_VGA16 is not set
CONFIG_FB_VESA=y
# CONFIG_FB_N411 is not set
# CONFIG_FB_HGA is not set
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# CONFIG_FB_S1D13XXX is not set
# CONFIG_FB_NVIDIA is not set
# CONFIG_FB_RIVA is not set
# CONFIG_FB_LE80578 is not set
# CONFIG_FB_MATROX is not set
# CONFIG_FB_RADEON is not set
# CONFIG_FB_ATY128 is not set
# CONFIG_FB_ATY is not set
# CONFIG_FB_S3 is not set
# CONFIG_FB_SAVAGE is not set
# CONFIG_FB_SIS is not set
# CONFIG_FB_VIA is not set
# CONFIG_FB_NEOMAGIC is not set
# CONFIG_FB_KYRO is not set
# CONFIG_FB_3DFX is not set
# CONFIG_FB_VOODOO1 is not set
# CONFIG_FB_VT8623 is not set
# CONFIG_FB_TRIDENT is not set
# CONFIG_FB_ARK is not set
# CONFIG_FB_PM3 is not set
# CONFIG_FB_CARMINE is not set
# CONFIG_FB_GEODE is not set
# CONFIG_FB_VIRTUAL is not set
# CONFIG_FB_METRONOME is not set
# CONFIG_FB_MB862XX is not set
# CONFIG_FB_BROADSHEET is not set
CONFIG_BACKLIGHT_LCD_SUPPORT=y
# CONFIG_LCD_CLASS_DEVICE is not set
CONFIG_BACKLIGHT_CLASS_DEVICE=m
# CONFIG_BACKLIGHT_GENERIC is not set
# CONFIG_BACKLIGHT_PROGEAR is not set
# CONFIG_BACKLIGHT_MBP_NVIDIA is not set
# CONFIG_BACKLIGHT_SAHARA is not set

#
# Display device support
#
# CONFIG_DISPLAY_SUPPORT is not set

#
# Console display driver support
#
CONFIG_VGA_CONSOLE=y
CONFIG_VGACON_SOFT_SCROLLBACK=y
CONFIG_VGACON_SOFT_SCROLLBACK_SIZE=64
CONFIG_DUMMY_CONSOLE=y
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CONFIG_FRAMEBUFFER_CONSOLE=y
# CONFIG_FRAMEBUFFER_CONSOLE_DETECT_PRIMARY is not set
# CONFIG_FRAMEBUFFER_CONSOLE_ROTATION is not set
# CONFIG_FONTS is not set
CONFIG_FONT_8x8=y
CONFIG_FONT_8x16=y
CONFIG_LOGO=y
# CONFIG_LOGO_LINUX_MONO is not set
CONFIG_LOGO_LINUX_VGA16=y
CONFIG_LOGO_LINUX_CLUT224=y
CONFIG_SOUND=y
CONFIG_SOUND_OSS_CORE=y
# CONFIG_SOUND_OSS_CORE_PRECLAIM is not set
CONFIG_SND=y
CONFIG_SND_TIMER=y
CONFIG_SND_PCM=y
CONFIG_SND_RAWMIDI=m
CONFIG_SND_SEQUENCER=y
# CONFIG_SND_SEQ_DUMMY is not set
CONFIG_SND_OSSEMUL=y
CONFIG_SND_MIXER_OSS=y
CONFIG_SND_PCM_OSS=y
CONFIG_SND_PCM_OSS_PLUGINS=y
CONFIG_SND_SEQUENCER_OSS=y
CONFIG_SND_HRTIMER=m
CONFIG_SND_SEQ_HRTIMER_DEFAULT=y
CONFIG_SND_DYNAMIC_MINORS=y
# CONFIG_SND_SUPPORT_OLD_API is not set
# CONFIG_SND_VERBOSE_PROCFS is not set
# CONFIG_SND_VERBOSE_PRINTK is not set
# CONFIG_SND_DEBUG is not set
CONFIG_SND_VMASTER=y
CONFIG_SND_DMA_SGBUF=y
CONFIG_SND_RAWMIDI_SEQ=m
# CONFIG_SND_OPL3_LIB_SEQ is not set
# CONFIG_SND_OPL4_LIB_SEQ is not set
# CONFIG_SND_SBAWE_SEQ is not set
# CONFIG_SND_EMU10K1_SEQ is not set
CONFIG_SND_AC97_CODEC=m
CONFIG_SND_DRIVERS=y
# CONFIG_SND_PCSP is not set
# CONFIG_SND_DUMMY is not set
# CONFIG_SND_VIRMIDI is not set
# CONFIG_SND_MTPAV is not set
# CONFIG_SND_SERIAL_U16550 is not set
# CONFIG_SND_MPU401 is not set
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# CONFIG_SND_AC97_POWER_SAVE is not set
CONFIG_SND_PCI=y
# CONFIG_SND_AD1889 is not set
# CONFIG_SND_ALS300 is not set
# CONFIG_SND_ALS4000 is not set
# CONFIG_SND_ALI5451 is not set
# CONFIG_SND_ATIIXP is not set
# CONFIG_SND_ATIIXP_MODEM is not set
# CONFIG_SND_AU8810 is not set
# CONFIG_SND_AU8820 is not set
# CONFIG_SND_AU8830 is not set
# CONFIG_SND_AW2 is not set
# CONFIG_SND_AZT3328 is not set
# CONFIG_SND_BT87X is not set
# CONFIG_SND_CA0106 is not set
# CONFIG_SND_CMIPCI is not set
# CONFIG_SND_OXYGEN is not set
# CONFIG_SND_CS4281 is not set
# CONFIG_SND_CS46XX is not set
# CONFIG_SND_CS5530 is not set
# CONFIG_SND_CS5535AUDIO is not set
# CONFIG_SND_CTXFI is not set
# CONFIG_SND_DARLA20 is not set
# CONFIG_SND_GINA20 is not set
# CONFIG_SND_LAYLA20 is not set
# CONFIG_SND_DARLA24 is not set
# CONFIG_SND_GINA24 is not set
# CONFIG_SND_LAYLA24 is not set
# CONFIG_SND_MONA is not set
# CONFIG_SND_MIA is not set
# CONFIG_SND_ECHO3G is not set
# CONFIG_SND_INDIGO is not set
# CONFIG_SND_INDIGOIO is not set
# CONFIG_SND_INDIGODJ is not set
# CONFIG_SND_INDIGOIOX is not set
# CONFIG_SND_INDIGODJX is not set
# CONFIG_SND_EMU10K1 is not set
# CONFIG_SND_EMU10K1X is not set
# CONFIG_SND_ENS1370 is not set
CONFIG_SND_ENS1371=m
# CONFIG_SND_ES1938 is not set
# CONFIG_SND_ES1968 is not set
# CONFIG_SND_FM801 is not set
# CONFIG_SND_HDA_INTEL is not set
# CONFIG_SND_HDSP is not set
# CONFIG_SND_HDSPM is not set
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# CONFIG_SND_HIFIER is not set
# CONFIG_SND_ICE1712 is not set
# CONFIG_SND_ICE1724 is not set
# CONFIG_SND_INTEL8X0 is not set
# CONFIG_SND_INTEL8X0M is not set
# CONFIG_SND_KORG1212 is not set
# CONFIG_SND_LX6464ES is not set
# CONFIG_SND_MAESTRO3 is not set
# CONFIG_SND_MIXART is not set
# CONFIG_SND_NM256 is not set
# CONFIG_SND_PCXHR is not set
# CONFIG_SND_RIPTIDE is not set
# CONFIG_SND_RME32 is not set
# CONFIG_SND_RME96 is not set
# CONFIG_SND_RME9652 is not set
# CONFIG_SND_SIS7019 is not set
# CONFIG_SND_SONICVIBES is not set
# CONFIG_SND_TRIDENT is not set
# CONFIG_SND_VIA82XX is not set
# CONFIG_SND_VIA82XX_MODEM is not set
# CONFIG_SND_VIRTUOSO is not set
# CONFIG_SND_VX222 is not set
# CONFIG_SND_YMFPCI is not set
# CONFIG_SND_USB is not set
# CONFIG_SND_SOC is not set
# CONFIG_SOUND_PRIME is not set
CONFIG_AC97_BUS=m
# CONFIG_HID_SUPPORT is not set
CONFIG_USB_SUPPORT=y
CONFIG_USB_ARCH_HAS_HCD=y
CONFIG_USB_ARCH_HAS_OHCI=y
CONFIG_USB_ARCH_HAS_EHCI=y
CONFIG_USB=y
# CONFIG_USB_DEBUG is not set
CONFIG_USB_ANNOUNCE_NEW_DEVICES=y

#
# Miscellaneous USB options
#
CONFIG_USB_DEVICEFS=y
# CONFIG_USB_DEVICE_CLASS is not set
CONFIG_USB_DYNAMIC_MINORS=y
CONFIG_USB_SUSPEND=y
# CONFIG_USB_OTG is not set
# CONFIG_USB_MON is not set
# CONFIG_USB_WUSB is not set
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# CONFIG_USB_WUSB_CBAF is not set

#
# USB Host Controller Drivers
#
# CONFIG_USB_C67X00_HCD is not set
# CONFIG_USB_XHCI_HCD is not set
CONFIG_USB_EHCI_HCD=y
CONFIG_USB_EHCI_ROOT_HUB_TT=y
CONFIG_USB_EHCI_TT_NEWSCHED=y
# CONFIG_USB_OXU210HP_HCD is not set
# CONFIG_USB_ISP116X_HCD is not set
# CONFIG_USB_ISP1760_HCD is not set
# CONFIG_USB_ISP1362_HCD is not set
CONFIG_USB_OHCI_HCD=y
# CONFIG_USB_OHCI_BIG_ENDIAN_DESC is not set
# CONFIG_USB_OHCI_BIG_ENDIAN_MMIO is not set
CONFIG_USB_OHCI_LITTLE_ENDIAN=y
CONFIG_USB_UHCI_HCD=y
# CONFIG_USB_SL811_HCD is not set
# CONFIG_USB_R8A66597_HCD is not set
# CONFIG_USB_WHCI_HCD is not set
# CONFIG_USB_HWA_HCD is not set

#
# USB Device Class drivers
#
CONFIG_USB_ACM=y
CONFIG_USB_PRINTER=y
# CONFIG_USB_WDM is not set
# CONFIG_USB_TMC is not set

#
# NOTE: USB_STORAGE depends on SCSI but BLK_DEV_SD may
#

#
# also be needed; see USB_STORAGE Help for more info
#
CONFIG_USB_STORAGE=y
# CONFIG_USB_STORAGE_DEBUG is not set
# CONFIG_USB_STORAGE_DATAFAB is not set
# CONFIG_USB_STORAGE_FREECOM is not set
# CONFIG_USB_STORAGE_ISD200 is not set
# CONFIG_USB_STORAGE_USBAT is not set
# CONFIG_USB_STORAGE_SDDR09 is not set
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# CONFIG_USB_STORAGE_SDDR55 is not set
# CONFIG_USB_STORAGE_JUMPSHOT is not set
# CONFIG_USB_STORAGE_ALAUDA is not set
# CONFIG_USB_STORAGE_ONETOUCH is not set
# CONFIG_USB_STORAGE_KARMA is not set
# CONFIG_USB_STORAGE_CYPRESS_ATACB is not set
# CONFIG_USB_LIBUSUAL is not set

#
# USB Imaging devices
#
# CONFIG_USB_MDC800 is not set
# CONFIG_USB_MICROTEK is not set

#
# USB port drivers
#
# CONFIG_USB_SERIAL is not set

#
# USB Miscellaneous drivers
#
# CONFIG_USB_EMI62 is not set
# CONFIG_USB_EMI26 is not set
# CONFIG_USB_ADUTUX is not set
# CONFIG_USB_SEVSEG is not set
# CONFIG_USB_RIO500 is not set
# CONFIG_USB_LEGOTOWER is not set
# CONFIG_USB_LCD is not set
# CONFIG_USB_BERRY_CHARGE is not set
# CONFIG_USB_LED is not set
# CONFIG_USB_CYPRESS_CY7C63 is not set
# CONFIG_USB_CYTHERM is not set
# CONFIG_USB_IDMOUSE is not set
# CONFIG_USB_FTDI_ELAN is not set
# CONFIG_USB_APPLEDISPLAY is not set
# CONFIG_USB_SISUSBVGA is not set
# CONFIG_USB_LD is not set
# CONFIG_USB_TRANCEVIBRATOR is not set
# CONFIG_USB_IOWARRIOR is not set
# CONFIG_USB_TEST is not set
# CONFIG_USB_ISIGHTFW is not set
# CONFIG_USB_VST is not set
# CONFIG_USB_GADGET is not set

#

Page 145 sur 161
© SUPINFO International University – http://www.supinfo.com

http://www.supinfo.com


-

1LIN - Linux Technologies
System Fundamentals

# OTG and related infrastructure
#
# CONFIG_NOP_USB_XCEIV is not set
# CONFIG_UWB is not set
# CONFIG_MMC is not set
# CONFIG_MEMSTICK is not set
CONFIG_NEW_LEDS=y
CONFIG_LEDS_CLASS=m

#
# LED drivers
#
CONFIG_LEDS_ALIX2=m
CONFIG_LEDS_CLEVO_MAIL=m

#
# LED Triggers
#
CONFIG_LEDS_TRIGGERS=y
CONFIG_LEDS_TRIGGER_TIMER=m
CONFIG_LEDS_TRIGGER_HEARTBEAT=m
CONFIG_LEDS_TRIGGER_BACKLIGHT=m
CONFIG_LEDS_TRIGGER_DEFAULT_ON=m

#
# iptables trigger is under Netfilter config (LED target)
#
# CONFIG_ACCESSIBILITY is not set
# CONFIG_INFINIBAND is not set
# CONFIG_EDAC is not set
CONFIG_RTC_LIB=y
CONFIG_RTC_CLASS=y
CONFIG_RTC_HCTOSYS=y
CONFIG_RTC_HCTOSYS_DEVICE="rtc0"
# CONFIG_RTC_DEBUG is not set

#
# RTC interfaces
#
CONFIG_RTC_INTF_SYSFS=y
CONFIG_RTC_INTF_PROC=y
CONFIG_RTC_INTF_DEV=y
# CONFIG_RTC_INTF_DEV_UIE_EMUL is not set
# CONFIG_RTC_DRV_TEST is not set

#
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# SPI RTC drivers
#

#
# Platform RTC drivers
#
CONFIG_RTC_DRV_CMOS=y
# CONFIG_RTC_DRV_DS1286 is not set
# CONFIG_RTC_DRV_DS1511 is not set
# CONFIG_RTC_DRV_DS1553 is not set
# CONFIG_RTC_DRV_DS1742 is not set
# CONFIG_RTC_DRV_STK17TA8 is not set
# CONFIG_RTC_DRV_M48T86 is not set
# CONFIG_RTC_DRV_M48T35 is not set
# CONFIG_RTC_DRV_M48T59 is not set
# CONFIG_RTC_DRV_BQ4802 is not set
# CONFIG_RTC_DRV_V3020 is not set

#
# on-CPU RTC drivers
#
# CONFIG_DMADEVICES is not set
# CONFIG_AUXDISPLAY is not set
# CONFIG_UIO is not set

#
# TI VLYNQ
#
# CONFIG_STAGING is not set
# CONFIG_X86_PLATFORM_DEVICES is not set

#
# Firmware Drivers
#
CONFIG_EDD=y
# CONFIG_EDD_OFF is not set
CONFIG_FIRMWARE_MEMMAP=y
# CONFIG_DELL_RBU is not set
# CONFIG_DCDBAS is not set
# CONFIG_DMIID is not set
# CONFIG_ISCSI_IBFT_FIND is not set

#
# File systems
#
# CONFIG_EXT2_FS is not set
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# CONFIG_EXT3_FS is not set
CONFIG_EXT4_FS=y
CONFIG_EXT4_FS_XATTR=y
CONFIG_EXT4_FS_POSIX_ACL=y
CONFIG_EXT4_FS_SECURITY=y
# CONFIG_EXT4_DEBUG is not set
CONFIG_JBD2=y
CONFIG_FS_MBCACHE=y
# CONFIG_REISERFS_FS is not set
# CONFIG_JFS_FS is not set
CONFIG_FS_POSIX_ACL=y
# CONFIG_XFS_FS is not set
# CONFIG_GFS2_FS is not set
# CONFIG_OCFS2_FS is not set
# CONFIG_BTRFS_FS is not set
# CONFIG_NILFS2_FS is not set
CONFIG_FILE_LOCKING=y
CONFIG_FSNOTIFY=y
# CONFIG_DNOTIFY is not set
CONFIG_INOTIFY=y
CONFIG_INOTIFY_USER=y
CONFIG_QUOTA=y
CONFIG_QUOTA_NETLINK_INTERFACE=y
CONFIG_PRINT_QUOTA_WARNING=y
CONFIG_QUOTA_TREE=y
CONFIG_QFMT_V1=y
CONFIG_QFMT_V2=y
CONFIG_QUOTACTL=y
# CONFIG_AUTOFS_FS is not set
CONFIG_AUTOFS4_FS=y
CONFIG_FUSE_FS=y
CONFIG_CUSE=y
CONFIG_GENERIC_ACL=y

#
# Caches
#
CONFIG_FSCACHE=m
CONFIG_FSCACHE_STATS=y
# CONFIG_FSCACHE_HISTOGRAM is not set
# CONFIG_FSCACHE_DEBUG is not set
# CONFIG_FSCACHE_OBJECT_LIST is not set
CONFIG_CACHEFILES=m
# CONFIG_CACHEFILES_DEBUG is not set
# CONFIG_CACHEFILES_HISTOGRAM is not set
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#
# CD-ROM/DVD Filesystems
#
CONFIG_ISO9660_FS=m
CONFIG_JOLIET=y
CONFIG_ZISOFS=y
CONFIG_UDF_FS=m
CONFIG_UDF_NLS=y

#
# DOS/FAT/NT Filesystems
#
CONFIG_FAT_FS=y
CONFIG_MSDOS_FS=y
CONFIG_VFAT_FS=y
CONFIG_FAT_DEFAULT_CODEPAGE=437
CONFIG_FAT_DEFAULT_IOCHARSET="utf8"
# CONFIG_NTFS_FS is not set

#
# Pseudo filesystems
#
CONFIG_PROC_FS=y
CONFIG_PROC_KCORE=y
CONFIG_PROC_SYSCTL=y
CONFIG_PROC_PAGE_MONITOR=y
CONFIG_SYSFS=y
CONFIG_TMPFS=y
CONFIG_TMPFS_POSIX_ACL=y
CONFIG_HUGETLBFS=y
CONFIG_HUGETLB_PAGE=y
CONFIG_CONFIGFS_FS=m
CONFIG_MISC_FILESYSTEMS=y
# CONFIG_ADFS_FS is not set
# CONFIG_AFFS_FS is not set
# CONFIG_ECRYPT_FS is not set
# CONFIG_HFS_FS is not set
# CONFIG_HFSPLUS_FS is not set
# CONFIG_BEFS_FS is not set
# CONFIG_BFS_FS is not set
# CONFIG_EFS_FS is not set
# CONFIG_CRAMFS is not set
# CONFIG_SQUASHFS is not set
# CONFIG_VXFS_FS is not set
# CONFIG_MINIX_FS is not set
# CONFIG_OMFS_FS is not set
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# CONFIG_HPFS_FS is not set
# CONFIG_QNX4FS_FS is not set
# CONFIG_ROMFS_FS is not set
# CONFIG_SYSV_FS is not set
# CONFIG_UFS_FS is not set
# CONFIG_EXOFS_FS is not set
# CONFIG_AUFS_FS is not set
CONFIG_NETWORK_FILESYSTEMS=y
CONFIG_NFS_FS=y
CONFIG_NFS_V3=y
CONFIG_NFS_V3_ACL=y
CONFIG_NFS_V4=y
# CONFIG_NFS_V4_1 is not set
CONFIG_NFSD=y
CONFIG_NFSD_V2_ACL=y
CONFIG_NFSD_V3=y
CONFIG_NFSD_V3_ACL=y
CONFIG_NFSD_V4=y
CONFIG_LOCKD=y
CONFIG_LOCKD_V4=y
CONFIG_EXPORTFS=y
CONFIG_NFS_ACL_SUPPORT=y
CONFIG_NFS_COMMON=y
CONFIG_SUNRPC=y
CONFIG_SUNRPC_GSS=y
CONFIG_RPCSEC_GSS_KRB5=y
CONFIG_RPCSEC_GSS_SPKM3=m
# CONFIG_SMB_FS is not set
CONFIG_CIFS=y
# CONFIG_CIFS_STATS is not set
CONFIG_CIFS_WEAK_PW_HASH=y
CONFIG_CIFS_UPCALL=y
CONFIG_CIFS_XATTR=y
CONFIG_CIFS_POSIX=y
# CONFIG_CIFS_DEBUG2 is not set
CONFIG_CIFS_DFS_UPCALL=y
CONFIG_CIFS_EXPERIMENTAL=y
# CONFIG_NCP_FS is not set
# CONFIG_CODA_FS is not set
# CONFIG_AFS_FS is not set

#
# Partition Types
#
CONFIG_PARTITION_ADVANCED=y
# CONFIG_ACORN_PARTITION is not set
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# CONFIG_OSF_PARTITION is not set
# CONFIG_AMIGA_PARTITION is not set
# CONFIG_ATARI_PARTITION is not set
# CONFIG_MAC_PARTITION is not set
CONFIG_MSDOS_PARTITION=y
# CONFIG_BSD_DISKLABEL is not set
# CONFIG_MINIX_SUBPARTITION is not set
# CONFIG_SOLARIS_X86_PARTITION is not set
# CONFIG_UNIXWARE_DISKLABEL is not set
# CONFIG_LDM_PARTITION is not set
# CONFIG_SGI_PARTITION is not set
# CONFIG_ULTRIX_PARTITION is not set
# CONFIG_SUN_PARTITION is not set
# CONFIG_KARMA_PARTITION is not set
# CONFIG_EFI_PARTITION is not set
# CONFIG_SYSV68_PARTITION is not set
CONFIG_NLS=y
CONFIG_NLS_DEFAULT="utf8"
CONFIG_NLS_CODEPAGE_437=y
# CONFIG_NLS_CODEPAGE_737 is not set
# CONFIG_NLS_CODEPAGE_775 is not set
# CONFIG_NLS_CODEPAGE_850 is not set
# CONFIG_NLS_CODEPAGE_852 is not set
# CONFIG_NLS_CODEPAGE_855 is not set
# CONFIG_NLS_CODEPAGE_857 is not set
# CONFIG_NLS_CODEPAGE_860 is not set
# CONFIG_NLS_CODEPAGE_861 is not set
# CONFIG_NLS_CODEPAGE_862 is not set
# CONFIG_NLS_CODEPAGE_863 is not set
# CONFIG_NLS_CODEPAGE_864 is not set
# CONFIG_NLS_CODEPAGE_865 is not set
# CONFIG_NLS_CODEPAGE_866 is not set
# CONFIG_NLS_CODEPAGE_869 is not set
# CONFIG_NLS_CODEPAGE_936 is not set
# CONFIG_NLS_CODEPAGE_950 is not set
# CONFIG_NLS_CODEPAGE_932 is not set
# CONFIG_NLS_CODEPAGE_949 is not set
# CONFIG_NLS_CODEPAGE_874 is not set
# CONFIG_NLS_ISO8859_8 is not set
# CONFIG_NLS_CODEPAGE_1250 is not set
# CONFIG_NLS_CODEPAGE_1251 is not set
CONFIG_NLS_ASCII=y
CONFIG_NLS_ISO8859_1=y
# CONFIG_NLS_ISO8859_2 is not set
# CONFIG_NLS_ISO8859_3 is not set
# CONFIG_NLS_ISO8859_4 is not set
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# CONFIG_NLS_ISO8859_5 is not set
# CONFIG_NLS_ISO8859_6 is not set
# CONFIG_NLS_ISO8859_7 is not set
# CONFIG_NLS_ISO8859_9 is not set
# CONFIG_NLS_ISO8859_13 is not set
# CONFIG_NLS_ISO8859_14 is not set
# CONFIG_NLS_ISO8859_15 is not set
# CONFIG_NLS_KOI8_R is not set
# CONFIG_NLS_KOI8_U is not set
CONFIG_NLS_UTF8=y
# CONFIG_DLM is not set

#
# Kernel hacking
#
CONFIG_TRACE_IRQFLAGS_SUPPORT=y
CONFIG_PRINTK_TIME=y
# CONFIG_ENABLE_WARN_DEPRECATED is not set
# CONFIG_ENABLE_MUST_CHECK is not set
CONFIG_FRAME_WARN=1024
CONFIG_MAGIC_SYSRQ=y
CONFIG_MAGIC_SYSRQ_DEFAULT_MASK=0x01b6
CONFIG_STRIP_ASM_SYMS=y
# CONFIG_UNUSED_SYMBOLS is not set
# CONFIG_DEBUG_FS is not set
# CONFIG_HEADERS_CHECK is not set
# CONFIG_DEBUG_KERNEL is not set
# CONFIG_SLUB_DEBUG_ON is not set
# CONFIG_SLUB_STATS is not set
CONFIG_DEBUG_BUGVERBOSE=y
CONFIG_DEBUG_MEMORY_INIT=y
CONFIG_ARCH_WANT_FRAME_POINTERS=y
# CONFIG_FRAME_POINTER is not set
# CONFIG_RCU_CPU_STALL_DETECTOR is not set
# CONFIG_LATENCYTOP is not set
# CONFIG_SYSCTL_SYSCALL_CHECK is not set
CONFIG_USER_STACKTRACE_SUPPORT=y
CONFIG_HAVE_FUNCTION_TRACER=y
CONFIG_HAVE_FUNCTION_GRAPH_TRACER=y
CONFIG_HAVE_FUNCTION_GRAPH_FP_TEST=y
CONFIG_HAVE_FUNCTION_TRACE_MCOUNT_TEST=y
CONFIG_HAVE_DYNAMIC_FTRACE=y
CONFIG_HAVE_FTRACE_MCOUNT_RECORD=y
CONFIG_HAVE_SYSCALL_TRACEPOINTS=y
CONFIG_TRACING_SUPPORT=y
# CONFIG_FTRACE is not set
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# CONFIG_PROVIDE_OHCI1394_DMA_INIT is not set
# CONFIG_DMA_API_DEBUG is not set
# CONFIG_SAMPLES is not set
CONFIG_HAVE_ARCH_KGDB=y
CONFIG_HAVE_ARCH_KMEMCHECK=y
# CONFIG_STRICT_DEVMEM is not set
# CONFIG_X86_VERBOSE_BOOTUP is not set
CONFIG_EARLY_PRINTK=y
# CONFIG_EARLY_PRINTK_DBGP is not set
# CONFIG_4KSTACKS is not set
CONFIG_DOUBLEFAULT=y
# CONFIG_IOMMU_STRESS is not set
CONFIG_HAVE_MMIOTRACE_SUPPORT=y
CONFIG_IO_DELAY_TYPE_0X80=0
CONFIG_IO_DELAY_TYPE_0XED=1
CONFIG_IO_DELAY_TYPE_UDELAY=2
CONFIG_IO_DELAY_TYPE_NONE=3
CONFIG_IO_DELAY_0X80=y
# CONFIG_IO_DELAY_0XED is not set
# CONFIG_IO_DELAY_UDELAY is not set
# CONFIG_IO_DELAY_NONE is not set
CONFIG_DEFAULT_IO_DELAY_TYPE=0
CONFIG_OPTIMIZE_INLINING=y

#
# Security options
#
CONFIG_KEYS=y
# CONFIG_KEYS_DEBUG_PROC_KEYS is not set
# CONFIG_SECURITY is not set
# CONFIG_SECURITYFS is not set
# CONFIG_SECURITY_FILE_CAPABILITIES is not set
# CONFIG_INTEL_TXT is not set
# CONFIG_IMA is not set
CONFIG_CRYPTO=y

#
# Crypto core or helper
#
CONFIG_CRYPTO_FIPS=y
CONFIG_CRYPTO_ALGAPI=y
CONFIG_CRYPTO_ALGAPI2=y
CONFIG_CRYPTO_AEAD=m
CONFIG_CRYPTO_AEAD2=y
CONFIG_CRYPTO_BLKCIPHER=y
CONFIG_CRYPTO_BLKCIPHER2=y
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CONFIG_CRYPTO_HASH=y
CONFIG_CRYPTO_HASH2=y
CONFIG_CRYPTO_RNG=m
CONFIG_CRYPTO_RNG2=y
CONFIG_CRYPTO_PCOMP=y
CONFIG_CRYPTO_MANAGER=y
CONFIG_CRYPTO_MANAGER2=y
CONFIG_CRYPTO_GF128MUL=m
CONFIG_CRYPTO_NULL=m
CONFIG_CRYPTO_WORKQUEUE=y
# CONFIG_CRYPTO_CRYPTD is not set
CONFIG_CRYPTO_AUTHENC=m
CONFIG_CRYPTO_TEST=m

#
# Authenticated Encryption with Associated Data
#
CONFIG_CRYPTO_CCM=m
CONFIG_CRYPTO_GCM=m
CONFIG_CRYPTO_SEQIV=m

#
# Block modes
#
CONFIG_CRYPTO_CBC=y
CONFIG_CRYPTO_CTR=m
CONFIG_CRYPTO_CTS=m
CONFIG_CRYPTO_ECB=m
CONFIG_CRYPTO_LRW=m
CONFIG_CRYPTO_PCBC=m
CONFIG_CRYPTO_XTS=m

#
# Hash modes
#
CONFIG_CRYPTO_HMAC=y
CONFIG_CRYPTO_XCBC=m
CONFIG_CRYPTO_VMAC=m

#
# Digest
#
CONFIG_CRYPTO_CRC32C=y
CONFIG_CRYPTO_CRC32C_INTEL=m
CONFIG_CRYPTO_GHASH=m
CONFIG_CRYPTO_MD4=m
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CONFIG_CRYPTO_MD5=y
CONFIG_CRYPTO_MICHAEL_MIC=m
CONFIG_CRYPTO_RMD128=m
CONFIG_CRYPTO_RMD160=m
CONFIG_CRYPTO_RMD256=m
CONFIG_CRYPTO_RMD320=m
CONFIG_CRYPTO_SHA1=y
CONFIG_CRYPTO_SHA256=m
CONFIG_CRYPTO_SHA512=m
CONFIG_CRYPTO_TGR192=m
CONFIG_CRYPTO_WP512=m

#
# Ciphers
#
CONFIG_CRYPTO_AES=m
CONFIG_CRYPTO_AES_586=m
CONFIG_CRYPTO_ANUBIS=m
CONFIG_CRYPTO_ARC4=m
CONFIG_CRYPTO_BLOWFISH=m
CONFIG_CRYPTO_CAMELLIA=m
CONFIG_CRYPTO_CAST5=m
CONFIG_CRYPTO_CAST6=m
CONFIG_CRYPTO_DES=y
CONFIG_CRYPTO_FCRYPT=m
CONFIG_CRYPTO_KHAZAD=m
CONFIG_CRYPTO_SALSA20=m
CONFIG_CRYPTO_SALSA20_586=m
CONFIG_CRYPTO_SEED=m
CONFIG_CRYPTO_SERPENT=m
CONFIG_CRYPTO_TEA=m
CONFIG_CRYPTO_TWOFISH=m
CONFIG_CRYPTO_TWOFISH_COMMON=m
CONFIG_CRYPTO_TWOFISH_586=m

#
# Compression
#
CONFIG_CRYPTO_DEFLATE=m
CONFIG_CRYPTO_ZLIB=m
CONFIG_CRYPTO_LZO=m

#
# Random Number Generation
#
CONFIG_CRYPTO_ANSI_CPRNG=m
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CONFIG_CRYPTO_HW=y
CONFIG_CRYPTO_DEV_PADLOCK=m
CONFIG_CRYPTO_DEV_PADLOCK_AES=m
CONFIG_CRYPTO_DEV_PADLOCK_SHA=m
CONFIG_CRYPTO_DEV_GEODE=m
CONFIG_CRYPTO_DEV_HIFN_795X=m
CONFIG_CRYPTO_DEV_HIFN_795X_RNG=y
CONFIG_HAVE_KVM=y
# CONFIG_VIRTUALIZATION is not set
# CONFIG_BINARY_PRINTF is not set

#
# Library routines
#
CONFIG_BITREVERSE=y
CONFIG_GENERIC_FIND_FIRST_BIT=y
CONFIG_GENERIC_FIND_NEXT_BIT=y
CONFIG_GENERIC_FIND_LAST_BIT=y
CONFIG_CRC_CCITT=m
CONFIG_CRC16=y
CONFIG_CRC_T10DIF=y
CONFIG_CRC_ITU_T=m
CONFIG_CRC32=y
CONFIG_CRC7=m
CONFIG_LIBCRC32C=y
CONFIG_ZLIB_INFLATE=y
CONFIG_ZLIB_DEFLATE=m
CONFIG_LZO_COMPRESS=m
CONFIG_LZO_DECOMPRESS=m
CONFIG_DECOMPRESS_GZIP=y
CONFIG_DECOMPRESS_BZIP2=y
CONFIG_DECOMPRESS_LZMA=y
CONFIG_HAS_IOMEM=y
CONFIG_HAS_IOPORT=y
CONFIG_HAS_DMA=y
CONFIG_NLATTR=y

Q: Compile and install your kernel. Don't forget to install the modules as well.

A:
root@localhost:/usr/src/linux# make
root@localhost:/usr/src/linux# make install
root@localhost:/usr/src/linux# make modules_install

Q: Add an entry to your bootloader configuration file. On some distributions, this is done automati-
cally by make install. If you're using a Debian-based system, you'll have to run grub-mkconfig and
redirect its output to /boot/grub/grub.cfg.
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A:
root@localhost:~# grub-mkconfig > /boot/grub/grub.cfg
Generating grub.cfg ...
Found background image: /usr/share/images/desktop-base/desktop-grub.png
Found linux image: /boot/vmlinuz-2.6.32-5-686
Found initrd image: /boot/initrd.img-2.6.32-5-686
Found linux image: /boot/vmlinuz-2.6.32custom
done

Q: You can now reboot your system and try the new kernel. If it doesn't boot or panic, you've forgot-
ten a driver. Read carefuly the error message to find out which one (bus,disk,filesystem,...).

20.2.3. Applying patches

Patches introduces new fonctionalities or bug fixes. They usually apply against a specific version of the
kernel. Of course, as a patch modifies the source code, you need to recompile the kernel after having
applied any patch.

Q: Download the "Bootsplash" patch at http://dev.kakaopor.hu/stuffs/bootsplash-3.1.6a-2.6.32.diff.

A: root@localhost:/usr/src# wget http://dev.kakaopor.hu/stuffs/bootsplash-3.1.6a-2.6.32.diff

Q: You want to apply this patch. Therefore, you need to know the patch level to use. Which patch
level are you going to use? Why?

A: Here is the patch header:

--- linux-2.6.32/drivers/char/keyboard.c     2009-12-15 17:30:24.000000000 +0100
+++ linux-2.6.32-bootsplash/drivers/char/keyboard.c    2009-12-15 17:38:24.000000000 +0100

As you will patch from within the linux source root directory, you need to strip the first part of the
files path, here 'linux-2.6.32'/'linux-2.6.32-bootsplash'. Therefore, you'll use a path level of 1.

Q: Apply the patch.
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A: root@localhost:/usr/src/linux# patch -p1 < ../bootsplash-3.1.6a-2.6.32.diff 
patching file drivers/char/keyboard.c
patching file drivers/char/n_tty.c
patching file drivers/char/vt.c
patching file drivers/video/console/bitblit.c
patching file drivers/video/console/fbcon.c
patching file drivers/video/console/fbcon.h
patching file drivers/video/Kconfig
patching file drivers/video/Makefile
patching file drivers/video/vesafb.c
patching file include/linux/console_struct.h
patching file include/linux/fb.h
patching file drivers/video/bootsplash/bootsplash.c
patching file drivers/video/bootsplash/bootsplash.h
patching file drivers/video/bootsplash/decode-jpg.c
patching file drivers/video/bootsplash/decode-jpg.h
patching file drivers/video/bootsplash/Kconfig
patching file drivers/video/bootsplash/Makefile
patching file drivers/video/bootsplash/render.c

Q: This patch introduces a new configuration symbol, CONFIG_BOOTSPLASH to control whether the
feature is enabled or not. Find this symbol location/path in the menuconfig interface using the
search feature.

A: In the menuconfig interface, press '/' and type the symbol name 'CONFIG_BOOTSPLASH' and con-
firm. You'll get informations about this symbol and its location: You'll find it in Device Drivers ->
Graphics support -> Bootsplash configuration.

Q: Enable the Bootup splash screen feature, and recompile the kernel. Don't forget to install it.

A: Press space on the "Bootup splash screen" feature. Then recompile and install the kernel:

root@localhost:/usr/src/linux# make
root@localhost:/usr/src/linux# make install
root@localhost:/usr/src/linux# make modules_install

Don't forget to reboot afterwise.
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21. Routing and Firewalling
Here is your network diagram:

Q: You've been instructed to configure gate, the main firewall/router of your company. Configure the
machine network settings as follows:

• Configure the correct static IP address on each interface (Add as much interfaces to your virtual
machine as needed).

• Set hostname to gate.

• Add static name entries for the servers (www, mail and kerberos)

A: The following setup is based on a Debian system.
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root@localhost:~# hostname gate
root@gate:~# echo "gate" > /etc/hostname

Edit /etc/network/interfaces as follows:

auto eth0
iface eth0 inet static
        address 92.88.92.88
        netmask 255.255.128.0

auto eth1
iface eth1 inet static
        address 192.168.0.1
        netmask 255.255.255.0

auto eth2
iface eth2 inet static
        address 192.168.1.1
        netmask 255.255.255.0

auto eth3
iface eth3 inet static
        address 192.168.2.1
        netmask 255.255.255.0

Add the following lines tot /etc/hosts:

192.168.0.2 mail
192.168.0.3 www
192.168.0.4 kerberos
192.168.0.5 dns

Q: Then configure it to act as a firewall/router:

• Provide complete internet acces to workstations.

• Provide web (Ports 80 and 443) access only to the laptops.

• Services offered by mail, www and kerberos should be available from outside on the regular
IANA-assigned ports. For example, any incoming packet on 92.88.92.88:80 should be routed
to www:4000

• The dns server should be able to perform recursive queries.
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Don't forget to enable ip forwarding.

A: First, enable ip forwarding:

root@gate:~# sed -i 's/#net.ipv4.ip_forward=1/net.ipv4.ip_forward=1/' /etc/sysctl.conf
root@gate:~# sysctl -p

Then enter rules:

root@gate:~# iptables -t nat -A POSTROUTING -s 192.168.1.0/24 \
-j SNAT --to-source 94.88.94.88
root@gate:~# iptables -t nat -A POSTROUTING -s 192.168.2.0/24 -p tcp \
> --dport 80 -j SNAT --to-source 94.88.94.88
root@gate:~# iptables -t nat -A POSTROUTING -s 192.168.2.0/24 -p tcp \
> --dport 443 -j SNAT --to-source 94.88.94.88
root@gate:~# iptables -t nat -A PREROUTING -d 94.88.94.88 -p tcp \
> --dport http -j DNAT --to-destination 192.168.0.3:4000
root@gate:~# iptables -t nat -A PREROUTING -d 94.88.94.88 -p tcp \
> --dport smtp -j DNAT --to-destination 192.168.0.2:4000
root@gate:~# iptables -t nat -A PREROUTING -d 94.88.94.88 -p tcp \
> --dport imap -j DNAT --to-destination 192.168.0.2:4100
root@gate:~# iptables -t nat -A PREROUTING -d 94.88.94.88 -p udp \
> --dport openvpn -j DNAT --to-destination 192.168.0.4:4000
root@gate:~# iptables -t nat -A POSTROUTING -s 192.168.0.5 -p tcp \
> --dport domain -j SNAT --to-source 94.88.94.88
root@gate:~# iptables -t nat -A POSTROUTING -s 192.168.0.5 -p udp \
> --dport domain -j SNAT --to-source 94.88.94.88
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