
  
 
 

SECURITY POLICY 
 
 
 
 
Stakeholders and location 
 
MyFeelback is a French company based in Toulouse. All software 
development of the application services in relation to the services provided is 
undertaken internally by French workers contracted under French law. Each 
employee has signed a confidentiality agreement and has subscribed to our 
IT security policy. 
 
The Application Services and the data related to the provision of such are 
hosted by the hosting company FullSave SAS (RCS: Toulouse B 451 627 848 
- 40 Rue du Village d’Entreprises 31670 LABEGE - 05 62 24 34 18) on a 
virtualised infrastructure and private managed service.  
 
Primary data centre: FULLSAVE, 131 chemin du Sang de Serp, 31200 
Toulouse, France.  
Backup data centre: Neo Telecoms, 10 Rue des Frères Peugeot ZI Vidailhan, 
31130 Balma, France.  
 
Subcontractors 
 
FullSave SAS (RCS : Toulouse B 451 627 848 - 40 Rue du Village 
d’Entreprises 31670 LABEGE - 05 62 24 34 18). Hosting, monitoring and 
management of application services and data storage. RSSI certified ISO 
27001 Lead Auditor.  
Fullsave Security Plan available on request. 
 
Management  
 
Manager  
Julien HOURREGUE, CTO and Co-Founder Mobile: +33 (0)6 42 28 62 83 
Email: j.hourregue@myfeelback.com 
 
Deputy  
David ARPIN, Lead Developer and R&D Manager Email: 
d.arpin@myfeelback.com  
 
 
 
 
   



Integrity 
 
MFB is committed to implementing effective controls such that reasonable 
assurances can be provided that the applications made available to Clients 
process the Data that are entrusted to it without risk of omission, alteration, 
distortion or of any other form of anomaly likely of undermine the integrity of 
the results of these applications, and that the processing is in compliance with 
the legal regulations applicable to them, and that the Data and processing are 
available for any external controls and audits that may be undertaken. 
 
The integrity of the processing extends to any component of the system and 
to all phases of the processing (data entry, transmission, processing, storage 
and output of data). These controls consist of consistency checks on the 
processing, the detection and management of anomalies as well as the User 
information with respect to any associated risk of non-compliance.  
 
Confidentiality 
 
Each MyFeelBack employee has signed a confidentiality agreement in 
relation to the services provided to its clients. 
 
Data ownership 
 
The data collected using application services of the MyFeelBack solution are 
contractually the exclusive property of the client.  
 
Data access 
 
Client data are partitioned from that of other clients in a logical manner. 
Compliance with this partitioning is monitored via audits of the application 
services. Access to these data is solely reserved for MyFeelback 
representatives in connection with the provision of services, or as part of 
follow-up or support requests on behalf of the client. 
 
Access to the technical infrastructure responsible for hosting the application 
services and the data is restricted via individualised SSH access with 
authentication using an RSA key. 
 
One or more users are created by MyFeelBack on behalf of the client at the 
start of the service provision, in accordance with what it requires. These are 
nominative and single-person accounts. 
   
A user designated by the client can avail of the privileges to access the 
administration interface (creation/modification/deletion) for all account users. 
Any client user account is revocable on request to the MyFeelBack support 
department by the representative designated by the client.  
 
Data backup  



The application services and data are backed up on a daily basis. We also 
have a specific data backup facility that enables such to be restored to their 
state at a time "T”, in the event of an incident. Backups are located in a 
secondary data centre.  
 
Reversibility  
 
On termination of the contractual relationship, for whatever reason, 
MyFeelBack undertakes to return to the CLIENT upon the first request, by 
registered letter with acknowledgment of receipt within 30 days from the date 
of receipt of this request, all data belonging to it in a standard format that can 
be accessed without difficulty.  
 
MyFeelBack will ensure that the CLIENT can continue using the data without 
interruption, either directly or with the assistance of another service provider.  
During the reversibility phase, the degree of MyFeelBack’s commitment will 
be reviewed. On request and at an additional charge, MyFeelBack will 
undertake the reloading of the CLIENT data onto a system duly designated by 
the latter, in order for the full compatibility of the data to be ensured for the 
CLIENT.  
 
At the CLIENT's request, MyFeelBack may carry out additional technical 
assistance services for the CLIENT and/or a third party designated by it, 
within the framework of reversibility.  
 
These assistance services will be billed at the MyFeelBack rate in effect at the 
time of notification of reversibility. Moreover, MyFeelBack will destroy the data 
in the shortest possible time following the end of the Contract and the 
reversibility operations and will attest to such in writing to the CLIENT.  
   
Authentication 
 
The Back-office of the solution (administration interface) implements the 
authentication security requirements described below: The solution enforces 
the use of HTTPS.  
 
The developers ensure that no passwords or hardcoded accounts are present 
in the source code (even for mobile applications).  
 
The authentication credentials (username and password) are transmitted in a 
HTTPS POST request (password in the URL is forbidden). The application 
enforces the use of HTTPS for the login sequence and for the authenticated 
session.  
 
Authentication failures do not indicate what part of the authentication data was 
incorrect. For example, instead of "invalid username" or "invalid password”, 
“username and/or password invalid” is used.  
10 authentication failures for a recognised username cause an account 
lockout for 10 minutes.  



5 authentication failures for an unrecognised username lead to the incoming 
IP address being blocked for 30 minutes.  
The password reset procedure is performed via a temporary link sent to the 
user by email. The link remains valid for 30 minutes only.  
The password reset page.  
Passwords are never stored as plain text; only the password hash is 
authorised.  
The hashing algorithm used is: SHA-256, SHA-512 or MD5, with a random 
salting.  
When users choose their password, the strength of the password is evaluated 
in real time and its strength displayed.  
The application forces the user to choose a strong password. With at least 8 
characters, 1 upper case, 1 lower case, 1 numeric character. The strength of 
the password is also evaluated in real time and its strength displayed.  
   
Security  
 
Firewall  
 
The platform is protected by "Backbone" Firewalls within the infrastructure of 
our hosting provider. These firewalls are specifically configured to allow only 
the protocols that are strictly necessary for our various applications.  
As a necessary addition, in order to secure the infrastructure, it embeds its 
own "iptables" Firewall that allows for the accepted or rejected streams 
(Source IP, Destination IP, etc.) to be more accurately filtered.  
Finally, the Nagios monitoring platform of our hosting provider detects any 
suspicious activity on the platform, and informs the technical teams by email 
or SMS in the event of a suspicious event.  
 
Audits  
 
MyFeelBack allows the client to commission, at its expense, a "vulnerability 
scan" or “penetration test" security audit of the application services in relation 
to the service provision. The customer must notify MyFeelBack of such 15 
days prior to the start of the audit.  
An annual "black box" and “grey box" security audit of the application services 
is performed by Salesforce.  
Security audits performed by third parties are held from time to time on 
request by a client to MyFeelBack.  
 
Patches  
 
Security patches are deployed on a daily basis on the machine hosting the 
application services. The update logs are available on request.  
 
Physical Protection 
 
Video Surveillance  
All FullSave premises are under video surveillance, including the data centres 
and offices, circulation areas, clean rooms, the technical and outer perimeter 



areas (CNIL declaration no. 1792720).  
 
Alarms  
The premises are alarmed when no FullSave staff is present. Entry into the 
data centre is only possible following the validation of the request and the 
subsequent disabling of the alarm by FullSave staff.  
   
Access control  
Access is controlled via badge and biometric controls. Secure areas are 
accessible only to authorised persons that are registered in the biometric 
system, which only grants access to those areas that the identified visitor is 
authorised to access. User accesses are tracked (CNIL declaration no. 
1792778). Clean rooms are only accessible to those persons authorised and 
identified via biometric controls. Each bay can be accessed with a key or 
code.  
 
Fire protection  
Fire protection is active in all the rooms and circulation areas.  
Water damage  
The hosting facilities are all on a raised false floor. The space under the latter 
is free of equipment and features water detectors.  
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Outsourced managed services  
 
Managed services  
The hosting systems for the application services are managed services. The 
remit of the managed services is as follows:  
- Administration of the operating system deployed on the infrastructure.  
- Monitoring of the proper operation of the services (restart, analysis, etc.).  
- Backups.  
- Restoration in the event of an incident.  
- Management of the different system modules necessary for the service 
operations.  
- Securing of the server (implementation of security patches, regular 
consultation of log files, etc.).  
 
Service continuity  
The Guaranteed Restore Time is 4 hrs (GRT 4 hrs) 24/7.  
 
Incident Management  
MyFeelBack has a separate facility for incident management (security and 
operations) and customer queries are by email to support@myfeelback.com.  
MyFeelback support is available Monday to Friday from 8:30 to 19:00 at +33 
(0) 5 62 80 44 27.  
MyFeelBack support takes action either following an alert from its monitoring 
facilities, or on customer request.  
Once an incident is identified, the support alerts the appropriate security team, 
or processes the problem in accordance with the terms agreed in advance 
with the client. 


