
IBM Security White Paper

 
Partner with IBM to deliver security for today— 
the way the future demands it

Winning with IBM Security as a service 
 
 

http://www.ibm.com/security
http://www.ibm.com


The future of security is intelligent, integrated—and in the cloud

With the rise of cloud computing, IT “as a service” in all its forms has 
become a rapidly growing business opportunity for the IT channel. 
It can make managed service providers (MSPs) and cloud service 
providers (CSPs) in essence the new IT department for businesses
of any shape and size.  

Now security as a service (SaaS) provides a natural extension of 
the “as a service” model, an evolution of security solutions—and a 
significant business opportunity for MSPs and CSPs. Cloud-based 
as-a-service offerings provide huge advantages for service providers 
when their clients’ IT staffs may be limited in size and skills are a 
challenge to keep up to date. This can be especially true in meeting 
the security needs of a business. 
  
 

Important for providers, SaaS is part of a trend that IDC anticipates 
will grow at five times the rate of traditional software delivery. By 
2019, IDC analysts predict that cloud-based solutions will account 
for USD1 of every USD4.59 spent on software.1 And as the cost of a 
data breach continues to rise—the average has now reached USD4 
million2—organizations need all the capabilities they can get to 
defend their business against the latest threats. 

The bottom line? The time is now for MSPs and CSPs to capitalize 
on the market shift to SaaS. IBM provides service providers with 
a comprehensive suite of intelligent, integrated cloud-based 
solutions designed to meet security goals. IBM also offers attractive 
partnership programs customized to help build a profitable SaaS 
offering.

1  Benjamin McGrath and Robert P. Mahowald, “Worldwide SaaS and Cloud Software 2015–2019 Forecast and 2014 Vendor Shares,” IDC, August 2015. 

2  “2016 Cost of Data Breach Study: Global Analysis,” Ponemon Institute LLC, June 2016.

3  Marc van Zadelhoff, Kristin Lovejoy and David Jarvis, “Fortifying for the future: Insights from the 2014 IBM Chief Information Security Officer Assessment,” IBM Center for Applied Insights, December 2014.

60%
of chief information 
security officers say 

their attackers are 
more sophisticated 

than their defenses.3
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IBM SaaS for service providers

Security solutions provided as a service enable MSPs and CSPs to 
offer enterprise-class products to smaller organizations that they 
may not otherwise be able to afford or operate. With SaaS, you can 
give your customers the full capabilities of complex technologies 
necessary to prevent, identify and respond to today’s sophisticated 
threats. IBM makes all this possible with a rich portfolio of SaaS 
solutions that enable you to address client security needs with speed, 
ease and reliable uptime.

The IBM SaaS portfolio is also designed to enhance the value of 
your business for greater client satisfaction, scalability and profit. 
IBM SaaS solutions will help you:

• Optimize infrastructure and improve return on investment (ROI)
• Create new services to grow recurring revenue streams
• Accelerate time to market with best-of-breed cloud services
• Expand IT expertise and customer reach 
• Provide support for open standards and architectures

 Learn more    about the industry-leading IBM® Security portfolio on the web.

IBM Security
as a service

IBM Application Security on Cloud
Application security management

and testing

IBM Trusteer
Advanced financial

fraud protection

IBM QRadar on Cloud
Security intelligence

and analytics

IBM MaaS360
Cognitive unified endpoint

management

IBM Cloud Identity
Integrated identity and
access management

IBM X-Force Exchange
Collaborative threat

intelligence and research

IBM Resilient Incident
Response Platform on Cloud

Intelligent incident response
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Deliver security intelligence and analytics  

IBM QRadar® on Cloud provides a managed environment for the 
deployment and maintenance of IBM QRadar Security Intelligence 
Platform, which uses analytics to identify security offenses and help 
protect organizations from threats. QRadar is designed to find and 
prioritize weaknesses and risks before they are exploited—including 
risky user behavior that could indicate insider threats and fraud. 

QRadar is a logical step toward utilizing cloud computing for 
network security, helping organizations gradually build their comfort 
with outsourcing security data collection, analysis and reporting. 
QRadar on Cloud helps your clients move away from large capital 
expenditures to a model based on operating expenses. It can be 
deployed as a true SaaS offering or combined with hybrid cloud 
environments. 

 
 

 Learn more    about security intelligence and analytics in the IBM white paper.

Why QRadar on Cloud?

 • Leverage IBM QRadar Advisor with Watson® to identify and 
 understand sophisticated threats by tapping into unstructured 
 data and correlating it with local security offenses
• Employ IBM Sense Analytics™ Engine to associate chains of 
 related events into actionable security offenses
• Unify threat monitoring, vulnerability and risk management, 
 forensics and incident response
• Improve security posture in a matter of minutes with no additional 
 on-premises infrastructure to purchase, install and manage
• Deliver fast time to value with automated device and network 
 asset sensing, prebuilt correlation rules, views and reports
• Offer multi-tenancy operation and master console capabilities 

IBM QRadar on Cloud

1  “2016 Cyber Security Intelligence Index: Reviewing a year of serious data breaches, major attacks and new vulnerabilities,” IBM X-Force, April 2016.

3.4   
security incidents 

on average are 
experienced by the 

typical company 
in a week.1
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IBM MaaS360® provides a cloud-based, comprehensive solution 
for unified endpoint management (UEM) that helps IT organizations 
manage and secure a heterogeneous pool of endpoints, end users 
and everything in between—including applications, content and data.

MaaS360 also includes Cognitive Insights, a feature set powered 
by IBM Watson cognitive technology and backed by the industry-
leading security intelligence of IBM X-Force® Exchange. Insights 
and analytics from MaaS360 with Watson  can help your clients 
identify and leverage mobile opportunities, reduce mobile security 
risks, increase the productivity of their mobile workforce, boost the 
efficiency of operations and make more informed mobility decisions.
 
 
 
 
 
 

Why MaaS360?

•  Efficiently manage diverse devices, including laptops, desktops, 
 smartphones, tablets, wearables and Internet of Things (IoT) 
 devices
• Support bring-your-own-device (BYOD) programs with a user 
 friendly, encrypted container to secure corporate email, web 
 browsing and application data
• Enable robust security capabilities including an automated 
 enforcement rules engine
• Detect and defend against malware and advanced threats with 
 automated remediation capabilities
• Get real-time visibility with dashboards and inventory capabilities 
 for endpoints and their associated applications
• Leverage identity and access management (IAM) capabilities that 
 allow a shift from a device-based context to a more 
 comprehensive, user-based context

 Learn more    about MaaS360 with Watson on the web. 
 
 Get started with a   30-day trial   of MaaS360 at no charge.

1  “Mobile Vision 2020:The Impact Of Mobility, The Internet Of Things, And Artificial Intelligence On The Future Of Business Transformation,” Forrester Consulting, March 2017.

Secure and enable endpoints with a cognitive approach

IBM MaaS360 with Watson

80%  
of companies are 
expected to use 

artificial intelligence (AI) 
or cognitive computing 

to analyze endpoint 
data by 2020.1
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Trusteer is a leading provider of advanced financial fraud protection 
solutions with cognitive technology that delivers a holistic cybercrime 
prevention platform. Trusteer technology can continuously and 
transparently assess risk and threat levels to determine whether a 
user is a customer or fraudster, providing real-time, context-based 
recommendations and solutions for risk mitigation. 

For example, the behavioral biometric functionality incorporated in 
IBM Trusteer Pinpoint™ Detect uses patented analytics and machine 
learning for real-time cognitive fraud detection by identifying and 
tracking subtle mouse movements. This helps financial organizations 
simplify their authentication processes to create a seamless user 
experience, while continuing to help strengthen the ability to detect 
and mitigate fraudulent activities. 

 

Why Trusteer?

• Protect digital banking applications as well as personal devices 
 from financial cyber threats, such as advanced malware and 
 phishing attacks
• Use machine learning to perform cognitive fraud detection and 
 dynamic identity verification
• Leverage real-time, adaptable intelligence services to help detect 
 fraud and help reduce false positives
• Detect users in real time, across devices, with greater accuracy, 
 while optimizing strong authentication layers to improve the 
 customer user experience
• Reduce operational impact via a SaaS model for scalable 
 deployments and fast time to value

 Read   the IBM solution brief to learn more about advanced fraud protection.

1  Jim Daly, “POS Fraud Slipping, but Watch Out for Account Takeovers and Online Fraud: Report,” Digital Transactions, June 16, 2015.

Provide advanced protection against fraud

IBM Trusteer

By 2018, account 
fraud is anticipated 

to increase by  

 

 60%.
1
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IBM Application Security on Cloud is a comprehensive cloud-based 
solution that enables organizations to quickly assess application risk 
ratings in order to focus remediation efforts on their most significant 
vulnerabilities. The solution enables your customers to conduct 
static security testing of application code written in a wide number 
of programming languages; conduct dynamic analysis for software 
and web applications; and test Android and iOS applications prior to 
deployment. 

IBM Application Security on Cloud identifies and reports security 
issues, ranks them according to exposure and criticality, and 
recommends remediation steps. Results can be integrated into a 
number of development operations (DevOps) systems and integrated 
development environments. 
 

Why IBM Application Security on Cloud?

• Enable best-of-breed security testing for enterprise, web and 
 mobile applications
• Facilitate application security testing for your customers at the 
 appropriate stage of their development lifecycle
• Identify security vulnerabilities such as SQL injection and 
 cross-site scripting (XSS)
• Automate correlation of static, dynamic and interactive application 
 security testing results
• Deliver detailed reporting to your customers that summarizes 
 security vulnerabilities, assesses potential risk and offers 
 remediation tactics 

 Take IBM Application Security on Cloud   for a test drive. 
 
 Watch a demo   of what IBM Application Security on Cloud can accomplish for you. 

1  “10 Key Findings From the Ponemon Institute’s Mobile & IoT Application Security Testing Study,” IBM Corp., January 18, 2017. 
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38% 
of IoT applications 
and 30% of mobile 
applications were 

found in recent testing 
to have significant 

vulnerabilities.1

Find software vulnerabilities to target remediation efforts

IBM Application Security on Cloud
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Identity-as-a-service (IDaaS) solutions from IBM deliver proven 
identity and access management software that offers a full array 
of capabilities, including user provisioning, delegated access 
management, lifecycle governance, single sign-on, approved 
application catalogs, launch pads, federation and user self-service. 
This comprehensive range of features provides robust management 
capabilities for your clients’ mobile, cloud and enterprise 
applications—while enabling your clients to use higher quality 
technology at a lower price point. 

IDaaS solutions can provide identity governance and administration 
functionality that automates the creation, modification, recertification 
and termination of identities throughout the user lifecycle. These 
services help simplify effective identity governance and 
administration across enterprise and cloud applications, helping 
to support security initiatives and compliance management.
 

 Learn more   about identity as a service in this IBM white paper.

Why IDaaS? 
 
• Improve identity and access management with a security-rich, 
 scalable and highly available global platform 
• Leverage ready-for-use services and automation technologies for 
 more rapid application integration 
• Integrate with your clients’ existing on-premises identity solutions 
 to extend security and access controls to web-centric 
 applications 
• Enable your clients’ employees and customers to be more 
 self-sufficient and productive by providing easy access to 
 the applications they need

1  “2017 Global State of Information Security Survey,” PwC Global, 2016.

72% 
of security incidents 

in the financial industry 
involve current or 

former employees.1

Improve control over who can access business and IT resources

IBM Cloud Identity
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X-Force Exchange provides a cloud-based threat intelligence 
platform where your customers can rapidly research the latest global 
security threats, aggregate actionable intelligence and collaborate 
with peers to boost their defenses. Supported by both human- and 
machine-generated intelligence from the globally recognized X-Force 
security research team, X-Force Exchange is designed to provide 
the critical support necessary for organizations to stay ahead of 
today’s rapidly evolving threats. The platform classifies thousands 
of malicious indicators every hour and continuously refreshes threat 
intelligence within the platform. 

Using X-Force Exchange, your customers can aggregate the 
threat intelligence that is collected during an investigation, organize 
information and share it with other users. X-Force Exchange provides 
application programming interfaces (APIs) that allow organizations 
to integrate information with IBM and third-party security products. 
Through the use of open standards, X-Force Exchange further 

increases the accessibility of public security data collections, 
enabling the threat data these collections contain to be easily 
imported—helping reduce your customers’ time to action by enabling 
them to create alerts when they find indicators within the security 
data collected from their monitored infrastructure. 

Why X-Force Exchange?

• Leverage a robust platform with access to a wealth of threat 
 intelligence data
• Gain context for threat indicators, delivered from a mix of human- 
 and machine-generated insights
• Help quickly discover and act on threats with an integrated 
 solution
• Utilize a collaborative platform for sharing threat intelligence

 Read    the IBM data sheet to learn more about X-Force Exchange.

1   “IBM X-Force Threat Intelligence Index – 2017,” IBM X-Force, March 2017. 

Enable threat discovery and response with collaborative intelligence

IBM X-Force Exchange

The average number of 
attacks on organizations 

monitored by X-Force 
decreased in 2016 

compared to 2015 by  
  

12%.
1
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cloud solution delivers regular reviews and simulations of the incident 
types your clients are likely to encounter, helping ensure that their 
response team can be effective, efficient and consistent. 
 
Why Resilient IRP on Cloud?
• Leverage built-in integration with QRadar on Cloud
• Customize incident response playbooks mapped to your clients’ 
 standard operating procedures
• Formalize and document incident response workflows
• Automate incident response processes for fast, intelligent, 
 proactive response
• Integrate security solutions extending the value of existing 
 security investments
• Improve incident tracking, reporting and analysis

IBM Resilient® Incident Response Platform (IRP) on Cloud aligns 
your clients’ people, processes and technology to provide a single 
hub for managing and coordinating incident response orchestration. 
The platform provides incident response teams with instant action 
plans and flexible workflows based on a combination of industry best 
practices and the organization’s standard operating procedures. It 
enables centralized response coordination and reporting, with the 
ability to escalate incidents and import artifacts from email, security 
information and event management (SIEM) solutions, ticketing 
systems and other sources. 

The Resilient solution orchestrates incident response by connecting 
response procedures with related cybersecurity systems, enabling 
enrichment and remediation action to drive a rapid and effective 
response effort. Built-in threat intelligence feeds automatically gather 
and deliver valuable incident context. And because effective incident 
response requires continual improvements and optimization, the  
 
 
 

 Learn more about   Resilient Cloud services   and the   Resilient platform   in the solutions’ data sheets.

1  “2016 Cost of a Data Breach Study: Global Analysis,” Ponemon Institute, June 2016.

Empower security operations and response with plans for action

IBM Resilient Incident Response Platform on Cloud

The likelihood that a 
company will experience 

a data breach in the 
next 24 months is 

 

26%.
1
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Click image to enlarge. Click again for original size.

IBM also strives to provide service providers with personalized 
support and access to resources that help build, sell and deploy 
SaaS solutions. By leveraging IBM PartnerWorld®, you have access 
to the following programs that can help differentiate and add margin 
to your SaaS offerings:

• Marketing resources
• Selling resources
• Technical resources
• Training resources
• Collaboration resources

IBM Security is a marketplace leader for SaaS technology along with 
best-in-class partner programs. This winning combination equips 
service providers with capabilities to capture new markets, develop 
new skills and grow profits. When partnering with IBM, you can 
expect the following benefits: 

•  Flexible go-to-market options: Implement contract terms that 
 range from monthly rental or annual purchase commitments with 
 consistent pricing to help build a recurring revenue stream while 
 retaining control of the customer relationship. 
• Comprehensive enablement resources: Enhance your security 
 expertise with resources including how-to guides, market 
 intelligence, technical support, solution roadmaps and more. 
• Co-marketing and market development funds: Leverage IBM 
 funding and marketing assets to help generate demand and 
 increase sales. 
• IBM Global Financing: Finance with IBM to better manage your 
 cash flow, as well as your leverage with clients. 
 

 Learn more   about IBM partner benefits for service providers.

 Start here   to join PartnerWorld.

Monetize your SaaS business with IBM
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About IBM Security solutions

IBM Security offers one of the most advanced and integrated portfolios of enterprise security products 
and services. The portfolio, supported by world-renowned IBM X-Force research and development, 
provides security intelligence to help organizations holistically protect their people, infrastructures, data 
and applications, offering solutions for identity and access management, database security, application 
development, risk management, endpoint management, network security and more. These solutions 
enable organizations to effectively manage risk and implement integrated security for mobile, cloud, social 
media and other enterprise business architectures. IBM operates one of the world’s broadest security 
research, development and delivery organizations, monitors 15 billion security events per day in more than 
130 countries, and holds more than 3,000 security patents.
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