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Changing the Sensor Name 

This command names an environmental sensor. 

config:# externalsensor <n> name "<name>" 

 

Variables: 

 <n> is the ID number of the environmental sensor that you want to 
configure. The ID number is available in the PX web interface or 
using the command "show externalsensors <n>" in the CLI. It is 

an integer between 1 and 32. 

 <name> is a string comprising up to 32 ASCII printable characters. 
The <name> variable must be enclosed in quotes when it contains 
spaces. 

Note: To name an actuator, see Actuator Configuration Commands 
(on page 495). 
 

Specifying the CC Sensor Type 

Raritan's contact closure sensor (DPX-CC2-TR) supports the connection 
of diverse third-party or Raritan's detectors/switches. You must specify 
the type of connected detector/switch for proper operation. Use this 
command when you need to specify the sensor type. 

config:# externalsensor <n> sensorSubType <sensor_type> 

 

Variables: 

 <n> is the ID number of the environmental sensor that you want to 
configure. The ID number is available in the PX web interface or 
using the command "show externalsensors <n>" in the CLI. It is 
an integer between 1 and 32. 

 <sensor_type> is one of these types: contact, smokeDetection, 
waterDetection or vibration. 

Type Description 

contact The connected detector/switch is for detection of 
door lock or door closed/open status. 

smokeDetection The connected detector/switch is for detection of 
the smoke presence. 

waterDetection The connected detector/switch is for detection of 
the water presence. 

vibration The connected detector/switch is for detection of 
the vibration. 
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Setting the X Coordinate 

This command specifies the X coordinate of an environmental sensor. 

config:# externalsensor <n> xlabel "<coordinate>" 

 

Variables: 

 <n> is the ID number of the environmental sensor that you want to 
configure. The ID number is available in the PX web interface or 
using the command "show externalsensors <n>" in the CLI. It is 
an integer between 1 and 32. 

 <coordinate> is a string comprising up to 24 ASCII printable 
characters, and it must be enclosed in quotes. 

 

Setting the Y Coordinate 

This command specifies the Y coordinate of an environmental sensor. 

config:# externalsensor <n> ylabel "<coordinate>" 

 

Variables: 

 <n> is the ID number of the environmental sensor that you want to 
configure. The ID number is available in the PX web interface or 
using the command "show externalsensors <n>" in the CLI. It is 
an integer between 1 and 32. 

 <coordinate> is a string comprising up to 24 ASCII printable 
characters, and it must be enclosed in quotes. 
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Setting the Z Coordinate 

This command specifies the Z coordinate of an environmental sensor. 

config:# externalsensor <n> zlabel "<coordinate>" 

 

Variables: 

 <n> is the ID number of the environmental sensor that you want to 
configure. The ID number is available in the PX web interface or 
using the command "show externalsensors <n>" in the CLI. It is 

an integer between 1 and 32. 

 Depending on the Z coordinate format you set, there are two types of 
values for the <coordinate> variable: 

Type Description 

Free form <coordinate> is a string comprising up to 24 
ASCII printable characters, and it must be 
enclosed in quotes. 

Rack units <coordinate> is an integer number in rack units. 

Note: To specify the Z coordinate using the rack units, see Setting the Z 
Coordinate Format for Environmental Sensors (on page 404). 
 

Changing the Sensor Description 

This command provides a description for a specific environmental 
sensor. 

config:# externalsensor <n> description "<description>" 

 

Variables: 

 <n> is the ID number of the environmental sensor that you want to 
configure. The ID number is available in the PX web interface or 
using the command "show externalsensors <n>" in the CLI. It is 

an integer between 1 and 32. 

 <description> is a string comprising up to 64 ASCII printable 
characters, and it must be enclosed in quotes. 

 



Chapter 8: Using the Command Line Interface 
 

482
 

 

Using Default Thresholds 

This command determines whether default thresholds, including the 
deassertion hysteresis and assertion timeout, are applied to a specific 
environmental sensor. 

config:# externalsensor <n> useDefaultThresholds <option> 

 

Variables: 

 <n> is the ID number of the environmental sensor that you want to 
configure. The ID number is available in the PX web interface or 
using the command "show externalsensors <n>" in the CLI. It is 

an integer between 1 and 32. 

 <option> is one of the options: true or false. 

Option Description 

true Default thresholds are selected as the threshold 
option for the specified sensor. 

false Sensor-specific thresholds are selected as the 
threshold option for the specified sensor. 

 
 

Setting the Alarmed to Normal Delay for DX-PIR 

This command determines the value of the Alarmed to Normal Delay 
setting for a DX-PIR presence detector. 

config:# externalsensor <n> alarmedToNormalDelay <time> 

 

Variables: 

 <n> is the ID number of the environmental sensor that you want to 
configure. The ID number is available in the PX web interface or 
using the command "show externalsensors <n>" in the CLI. It is 
an integer between 1 and 32. 

 <time> is an integer number in seconds, ranging between 0 and 300. 
 

Examples 

This section illustrates several environmental sensor configuration 
examples. 
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Example 1 - Environmental Sensor Naming 

The following command assigns the name "Cabinet humidity" to the 
environmental sensor with the ID number 4. 

config:# externalsensor 4 name "Cabinet humidity" 

 
 

Example 2 - Sensor Threshold Selection 

The following command sets the environmental sensor #1 to use the 
default thresholds, including the deassertion hysteresis and assertion 
timeout, as its threshold settings. 

config:# externalsensor 1 useDefaultThresholds true 

 
 

Configuring Environmental Sensors' Default Thresholds 

You can set the default values of upper and lower thresholds, 
deassertion hysteresis and assertion timeout on a sensor type basis, 
including temperature, humidity, air pressure and air flow sensors. The 
default thresholds automatically apply to all environmental sensors that 
are newly detected or added. 

A default threshold configuration command begins with 
defaultThresholds. 

You can configure various default threshold settings for the same sensor 
type at a time by combining multiple commands. See Multi-Command 
Syntax (on page 511). 

 Set the Default Upper Critical Threshold for a specific sensor 
type: 

 

config:# defaultThresholds <sensor type> upperCritical <value> 

 Set the Default Upper Warning Threshold for a specific sensor 
type: 

 

config:# defaultThresholds <sensor type> upperWarning <value> 

 Set the Default Lower Critical Threshold for a specific sensor 
type: 

 

config:# defaultThresholds <sensor type> lowerCritical <value> 

 Set the Default Lower Warning Threshold for a specific sensor 
type: 
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config:# defaultThresholds <sensor type> lowerWarning <value> 

 Set the Default Deassertion Hysteresis for a specific sensor 
type: 

 

config:# defaultThresholds <sensor type> hysteresis <hy_value> 

 Set the Default Assertion Timeout for a specific sensor type: 
 

config:# defaultThresholds <sensor type> assertionTimeout <as_value> 

 

Variables: 

 <sensor type> is one of the following numeric sensor types: 

Sensor types Description 

absoluteHumidity Absolute humidity sensors 

relativeHumidity Relative humidity sensors 

temperature Temperature sensors 

airPressure Air pressure sensors 

airFlow Air flow sensors 

vibration Vibration sensors 

 <value> is the value for the specified threshold of the specified 
sensor type. Note that diverse sensor types use different 
measurement units. 

Sensor types Measurement units 

absoluteHumidity g/m^3 (that is, g/m3) 

relativeHumidity % 

temperature Degrees Celsius ( ) or Fahrenheit ( ), 
depending on your measurement unit settings. 

airPressure Pascal (Pa) or psi, depending on your 
measurement unit settings. 

airFlow m/s 

vibration g  

 <hy_value> is the deassertion hysteresis value applied to the 
specified sensor type. 

 <as_value> is the assertion timeout value applied to the specified 
sensor type. It ranges from 0 to 100 (samples). 
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Example - Default Upper Thresholds for Temperature 

It is assumed that your preferred measurement unit for temperature is 
set to degrees Celsius. Then the following command sets the default 

Upper Warning threshold to 20  and Upper Critical threshold to 24  
for all temperature sensors. 

 

config:# defaultThresholds temperature upperWarning 20 

upperCritical 24 

 
 

Sensor Threshold Configuration Commands 

A sensor configuration command begins with sensor. You can use the 
commands to configure the threshold, hysteresis and assertion timeout 
values for any sensor associated with the following items: 

 Outlets 

 Inlets 

 Inlet poles (for three-phase PDUs only) 

 Overcurrent protectors 

 Environmental sensors 

It is permitted to assign a new value to the threshold at any time 
regardless of whether the threshold has been enabled. 
 

Commands for Outlet Sensors 

A sensor configuration command for outlets begins with sensor outlet. 

You can configure various outlet sensor threshold settings at a time by 
combining multiple commands. See Multi-Command Syntax (on page 
511). 

 Set the Upper Critical threshold for an outlet sensor: 
 

config:# sensor outlet <n> <sensor type> upperCritical <option> 

 

 Set the Upper Warning threshold for an outlet sensor: 
 

config:# sensor outlet <n> <sensor type> upperWarning <option> 

 

 Set the Lower Critical threshold for an outlet sensor: 
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config:# sensor outlet <n> <sensor type> lowerCritical <option> 

 

 Set the Lower Warning threshold for an outlet sensor: 
 

config:# sensor outlet <n> <sensor type> lowerWarning <option> 

 

 Set the deassertion hysteresis for an outlet sensor: 
 

config:# sensor outlet <n> <sensor type> hysteresis <hy_value> 

 

 Set the assertion timeout for an outlet sensor: 
 

config:# sensor outlet <n> <sensor type> assertionTimeout <as_value> 

 

Variables: 

 <n> is the number of the outlet that you want to configure. 

 <sensor type> is one of the following sensor types: 

Sensor type Description 

current Current sensor 

voltage Voltage sensor 

activePower Active power sensor 

apparentPower Apparent power sensor 

powerFactor Power factor sensor 

activeEnergy Active energy sensor 

lineFrequency Line frequency sensor 

Note: If the requested sensor type is not supported, the "Sensor is 
not available" message is displayed. 

 <option> is one of the options: enable, disable or a numeric value. 

Option Description 

enable Enables the specified threshold for a specific 
outlet sensor. 

disable Disables the specified threshold for a specific 
outlet sensor. 
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Option Description 

A numeric 
value 

Sets a value for the specified threshold of a 
specific outlet sensor and enables this threshold 
at the same time. 

 <hy_value> is a numeric value that is assigned to the hysteresis for 
the specified outlet sensor. See "To De-assert" and Deassertion 
Hysteresis (on page 672). 

 <as_value> is a number in samples that is assigned to the assertion 
timeout for the specified outlet sensor. See "To Assert" and 
Assertion Timeout (on page 670). 

 

Commands for Inlet Sensors 

A sensor configuration command for inlets begins with sensor inlet. 

You can configure various inlet sensor threshold settings at a time by 
combining multiple commands. See Multi-Command Syntax (on page 
511). 

 Set the Upper Critical threshold for an inlet sensor: 
 

config:# sensor inlet <n> <sensor type> upperCritical <option> 

 

 Set the Upper Warning threshold for an inlet sensor: 
 

config:# sensor inlet <n> <sensor type> upperWarning <option> 

 

 Set the Lower Critical threshold for an inlet sensor: 
 

config:# sensor inlet <n> <sensor type> lowerCritical <option> 

 

 Set the Lower Warning threshold for an inlet sensor: 
 

config:# sensor inlet <n> <sensor type> lowerWarning <option> 

 

 Set the deassertion hysteresis for an inlet sensor: 
 

config:# sensor inlet <n> <sensor type> hysteresis <hy_value> 

 

 Set the assertion timeout for an inlet sensor: 
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config:# sensor inlet <n> <sensor type> assertionTimeout <as_value> 

 

Variables: 

 <n> is the number of the inlet that you want to configure. For a 
single-inlet PDU, <n> is always the number 1. 

 <sensor type> is one of the following sensor types: 

Sensor type Description 

current Current sensor 

peakCurrent Peak current sensor 

voltage Voltage sensor 

activePower Active power sensor 

apparentPower Apparent power sensor 

powerFactor Power factor sensor 

activeEnergy Active energy sensor 

unbalancedCurrent Unbalanced load sensor 

lineFrequency Line frequency sensor 

residualCurrent Residual current sensor 

phaseAngle Inlet phase angle sensor 

Note: If the requested sensor type is not supported, the "Sensor is 
not available" message is displayed. 

 <option> is one of the options: enable, disable or a numeric value. 

Option Description 

enable Enables the specified threshold for a specific inlet 
sensor. 

disable Disables the specified threshold for a specific inlet 
sensor. 

A numeric 
value 

Sets a value for the specified threshold of a 
specific inlet sensor and enables this threshold at 
the same time. 

 <hy_value> is a numeric value that is assigned to the hysteresis for 
the specified inlet sensor. See "To De-assert" and Deassertion 
Hysteresis (on page 672). 

 <as_value> is a numeric value that is assigned to the assertion 
timeout for the specified inlet sensor. See "To Assert" and 
Assertion Timeout (on page 670). 
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Commands for Inlet Pole Sensors 

A sensor configuration command for inlet poles begins with sensor 
inletpole. This type of command is available on a three-phase PDU only. 

You can configure various inlet pole sensor threshold settings at a time 
by combining multiple commands. See Multi-Command Syntax (on 
page 511). 

 Set the Upper Critical Threshold for an Inlet Pole: 
 

config:# sensor inletpole <n> <p> <sensor type> upperCritical <option> 

 Set the Upper Warning Threshold for an Inlet Pole: 
 

config:# sensor inletpole <n> <p> <sensor type> upperWarning <option> 

 Set the Lower Critical Threshold for an Inlet Pole: 
 

config:# sensor inletpole <n> <p> <sensor type> lowerCritical <option> 

 Set the Lower Warning Threshold for an Inlet Pole: 
 

config:# sensor inletpole <n> <p> <sensor type> lowerWarning <option> 

 Set the Inlet Pole's Deassertion Hysteresis: 
 

config:# sensor inletpole <n> <p> <sensor type> hysteresis <hy_value> 

 Set the Inlet Pole's Assertion Timeout: 
 

config:# sensor inletpole <n> <p> <sensor type> assertionTimeout <as_value> 

 

Variables: 

 <n> is the number of the inlet whose pole sensors you want to 
configure. 

 <p> is the label of the inlet pole that you want to configure. 

Pole Label 
<p> 

Current sensor Voltage sensor 

1 L1 L1 L1 - L2 

2 L2 L2 L2 - L3 

3 L3 L3 L3 - L1 
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 <sensor type> is one of the following sensor types: 

Sensor type Description 

current Current sensor 

voltage Voltage sensor 

activePower Active power sensor 

apparentPower Apparent power sensor 

powerFactor Power factor sensor 

activeEnergy Active energy sensor 

unbalancedCurrent Unbalanced load sensor 

Note: If the requested sensor type is not supported, the "Sensor is 
not available" message is displayed. 

 <option> is one of the options: enable, disable or a numeric value. 

Option Description 

enable Enables the specified threshold for the specified 
inlet pole sensor. 

disable Disables the specified threshold for the specified 
inlet pole sensor. 

A numeric 
value 

Sets a value for the specified threshold of the 
specified inlet pole sensor and enables this 
threshold at the same time. 

 <hy_value> is a numeric value that is assigned to the hysteresis for 
the specified inlet pole sensor. See "To De-assert" and 
Deassertion Hysteresis (on page 672). 

 <as_value> is a number in samples that is assigned to the assertion 
timeout for the specified inlet pole sensor. See "To Assert" and 
Assertion Timeout (on page 670). 

 

Commands for Overcurrent Protector Sensors 

A sensor configuration command for overcurrent protectors begins with 
sensor ocp. 

You can configure various overcurrent protector threshold settings at a 
time by combining multiple commands. See Multi-Command Syntax 
(on page 511). 

 Set the Upper Critical threshold for an overcurrent protector: 
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config:# sensor ocp <n> <sensor type> upperCritical <option> 

 

 Set the Upper Warning threshold for an overcurrent protector: 
 

config:# sensor ocp <n> <sensor type> upperWarning <option> 

 

 Set the Lower Critical threshold for an overcurrent protector: 
 

config:# sensor ocp <n> <sensor type> lowerCritical <option> 

 

 Set the Lower Warning threshold for an overcurrent protector: 
 

config:# sensor ocp <n> <sensor type> lowerWarning <option> 

 

 Set the deassertion hysteresis for an overcurrent protector: 
 

config:# sensor ocp <n> <sensor type> hysteresis <hy_value> 

 

 Set the assertion timeout for an overcurrent protector: 
 

config:# sensor ocp <n> <sensor type> assertionTimeout <as_value> 

 

Variables: 

 <n> is the number of the overcurrent protector that you want to 
configure. 

 <sensor type> is one of the following sensor types: 

Sensor type Description 

current Current sensor 

Note: If the requested sensor type is not supported, the "Sensor is 
not available" message is displayed. 

 <option> is one of the options: enable, disable or a numeric value. 

Option Description 

enable Enables the specified threshold for the 
overcurrent protector sensor. 
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Option Description 

disable Disables the specified threshold for the 
overcurrent protector sensor. 

A numeric 
value 

Sets a value for the specified threshold of the 
overcurrent protector sensor and enables this 
threshold at the same time. 

 <hy_value> is a numeric value that is assigned to the hysteresis for 
the specified overcurrent protector sensor. See "To De-assert" and 
Deassertion Hysteresis (on page 672). 

 <as_value> is a number in samples that is assigned to the assertion 
timeout for the specified overcurrent protector sensor. See "To 
Assert" and Assertion Timeout (on page 670). 

 

Commands for Environmental Sensors 

A sensor threshold configuration command for environmental sensors 
begins with sensor externalsensor. 

You can configure various environmental sensor threshold settings at a 
time by combining multiple commands. See Multi-Command Syntax 
(on page 511). 

 Set the Upper Critical threshold for an environmental sensor: 
 

config:# sensor externalsensor <n> <sensor type> upperCritical <option> 

 

 Set the Upper Warning threshold for an environmental sensor: 
 

config:# sensor externalsensor <n> <sensor type> upperWarning <option> 

 

 Set the Lower Critical threshold for an environmental sensor: 
 

config:# sensor externalsensor <n> <sensor type> lowerCritical <option> 

 

 Set the Lower Warning threshold for an environmental sensor: 
 

config:# sensor externalsensor <n> <sensor type> lowerWarning <option> 

 

 Set the deassertion hysteresis for an environmental sensor: 
 



 Chapter 8: Using the Command Line Interface  

 
493

 

config:# sensor externalsensor <n> <sensor type> hysteresis <hy_value> 

 

 Set the assertion timeout for an environmental sensor: 
 

config:# sensor externalsensor <n> <sensor type> assertionTimeout <as_value> 

 

Variables: 

 <n> is the ID number of the environmental sensor that you want to 
configure. The ID number is available in the PX web interface or 
using the command "show externalsensors <n>" in the CLI. It is 

an integer between 1 and 32. 

 <sensor type> is one of these sensor types: temperature, 
absoluteHumidity, relativeHumidity, airPressure, airFlow or vibration. 

Note: If the specified sensor type does not match the type of the 
specified environmental sensor, this error message appears: 
"Specified sensor type 'XXX' does not match the sensor's type 
(<sensortype>)," where XXX is the specified sensor type, and 
<sensortype> is the correct sensor type. 

 <option> is one of the options: enable, disable or a numeric value. 

Option Description 

enable Enables the specified threshold for a specific 
environmental sensor. 

disable Disables the specified threshold for a specific 
environmental sensor. 

A numeric 
value 

Sets a value for the specified threshold of a 
specific environmental sensor and enables this 
threshold at the same time. 

 <hy_value> is a numeric value that is assigned to the hysteresis for 
the specified environmental sensor. See "To De-assert" and 
Deassertion Hysteresis (on page 672). 

 <as_value> is a number in samples that is assigned to the assertion 
timeout for the specified environmental sensor. It ranges between 1 
and 100. See "To Assert" and Assertion Timeout (on page 670). 

 

Examples 

This section illustrates several environmental sensor threshold 
configuration examples. 
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Example 1 - Upper Critical Threshold for a Temperature Sensor 

The following command sets the Upper Critical threshold of the 
environmental "temperature" sensor with the ID number 2 to 40 degrees 
Celsius. It also enables the upper critical threshold if this threshold has 
not been enabled yet. 

config:# sensor externalsensor 2 temperature upperCritical 40 

 
 

Example 2 - Warning Thresholds for Inlet Sensors 

The following command sets both the Upper Warning and Lower 
Warning thresholds for the inlet 1 RMS current. 

 

config:# sensor inlet 1 current upperWarning 20 lowerWarning 12 

 

Results: 

 The Upper Warning threshold for the inlet 1 RMS current is set to 
20A. It also enables the upper warning threshold if this threshold has 
not been enabled yet. 

 The Lower Warning threshold for the inlet 1 RMS current is set to 
12A. It also enables the lower warning threshold if this threshold has 
not been enabled yet. 

 

Example 3 - Upper Thresholds for Overcurrent Protector Sensors 

The following command sets both the Upper Critical and Upper Warning 
thresholds for the 2nd overcurrent protector. 

 

config:# sensor ocp 2 current upperWarning enable upperCritical 16

 

Results: 

 The Upper Critical threshold for the 2nd overcurrent protector's RMS 
current is set to 16A. It also enables the upper critical threshold if this 
threshold has not been enabled yet. 

 The Upper Warning threshold for the 2nd overcurrent protector's 
RMS current is enabled. 
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Actuator Configuration Commands 

An actuator configuration command begins with actuator. You can 
configure the name and location parameters of an individual actuator. 

You can configure various parameters for one actuator at a time. See 
Multi-Command Syntax (on page 511). 

 Change the name: 

config:# actuator <n> name "<name>" 

 Set the X coordinate: 

config:# actuator <n> xlabel "<coordinate>" 

 Set the Y coordinate: 

config:# actuator <n> ylabel "<coordinate>" 

 Set the Z coordinate: 

config:# actuator <n> zlabel "<z_label>" 

 Modify the actuator's description: 

config:# actuator <n> description "<description>" 

 

Variables: 

 <n> is the ID number assigned to the actuator. The ID number can 
be found using the PX web interface or CLI. It is an integer starting at 
1. 

 <name> is a string comprising up to 32 ASCII printable characters. 
The <name> variable must be enclosed in quotes when it contains 
spaces. 

 <coordinate> is a string comprising up to 24 ASCII printable 
characters, and it must be enclosed in quotes. 

 There are two types of values for the <z_label> variable, depending 
on the Z coordinate format you set: 

Type Description 

Free form <coordinate> is a string comprising up to 24 
ASCII printable characters, and it must be 
enclosed in quotes. 

Rack units <coordinate> is an integer number in rack units. 
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Note: To specify the Z coordinate using the rack units, see Setting 
the Z Coordinate Format for Environmental Sensors (on page 
404). 

 <description> is a sentence or paragraph comprising up to 64 ASCII 
printable characters, and it must be enclosed in quotes. 

 

Example - Actuator Naming 

The following command assigns the name "Door lock" to the actuator 
whose ID number is 9. 

config:# actuator 9 name "Door lock" 

 
 

Server Reachability Configuration Commands 

You can use the CLI to add or delete an IT device, such as a server, 
from the server reachability list, or modify the settings for a monitored IT 
device. A server reachability configuration command begins with 
serverReachability. 
 

Adding a Monitored Device 

This command adds a new IT device to the server reachability list. 
 

config:# serverReachability add <IP_host> <enable> <succ_ping> 

<fail_ping> <succ_wait> <fail_wait> <resume> <disable_count> 

 

Variables: 

 <IP_host> is the IP address or host name of the IT device that you 
want to add. 

 <enable> is one of the options: true or false. 

Option Description 

true Enables the ping monitoring feature for the newly 
added device. 

false Disables the ping monitoring feature for the newly 
added device. 
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 <succ_ping> is the number of successful pings for declaring the 
monitored device "Reachable." Valid range is 0 to 200. 

 <fail_ping> is the number of consecutive unsuccessful pings for 
declaring the monitored device "Unreachable." Valid range is 1 to 
100. 

 <succ_wait> is the wait time to send the next ping after a successful 
ping. Valid range is 5 to 600 (seconds). 

 <fail_wait> is the wait time to send the next ping after a unsuccessful 
ping. Valid range is 3 to 600 (seconds). 

 <resume> is the wait time before the PX resumes pinging after 
declaring the monitored device "Unreachable." Valid range is 5 to 
120 (seconds). 

 <disable_count> is the number of consecutive "Unreachable" 
declarations before the PX disables the ping monitoring feature for 
the monitored device and returns to the "Waiting for reliable 
connection" state. Valid range is 1 to 100 or unlimited. 

 

Deleting a Monitored Device 

This command removes a monitored IT device from the server 
reachability list. 

config:# serverReachability delete <n>  

 

Variables: 

 <n> is a number representing the sequence of the IT device in the 
monitored server list.  

You can find each IT device's sequence number using the CLI 
command of show serverReachability as illustrated below. 

 

 
 

Modifying a Monitored Device's Settings 

The command to modify a monitored IT device's settings begins with 
serverReachability modify.  

You can modify various settings for a monitored device at a time. See 
Multi-Command Syntax (on page 511). 

 Modify a device's IP address or host name: 
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config:# serverReachability modify <n> ipAddress <IP_host> 

 Enable or disable the ping monitoring feature for the device: 
 

config:# serverReachability modify <n> pingMonitoringEnabled <option>

 Modify the number of successful pings for declaring 
"Reachable": 

 

config:# serverReachability modify <n> numberOfSuccessfulPingsToEnable 

<succ_number> 

 Modify the number of unsuccessful pings for declaring 
"Unreachable": 

 

config:# serverReachability modify <n> numberOfUnsuccessfulPingsForFailure 

<fail_number> 

 Modify the wait time after a successful ping: 
 

config:# serverReachability modify <n> waitTimeAfterSuccessfulPing 

<succ_wait> 

 Modify the wait time after a unsuccessful ping: 
 

config:# serverReachability modify <n> waitTimeAfterUnsuccessfulPing 

<fail_wait> 

 Modify the wait time before resuming pinging after declaring 
"Unreachable": 

 

config:# serverReachability modify <n> waitTimeBeforeResumingPinging 

<resume> 

 Modify the number of consecutive "Unreachable" declarations 
before disabling the ping monitoring feature: 
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config:# serverReachability modify <n> numberOfFailuresToDisable 

<disable_count> 

 

Variables: 

 <n> is a number representing the sequence of the IT device in the 
server monitoring list. 

 <IP_host> is the IP address or host name of the IT device whose 
settings you want to modify. 

 <option> is one of the options: true or false. 

Option Description 

true Enables the ping monitoring feature for the 
monitored device. 

false Disables the ping monitoring feature for the 
monitored device. 

 <succ_number> is the number of successful pings for declaring the 
monitored device "Reachable." Valid range is 0 to 200. 

 <fail_number> is the number of consecutive unsuccessful pings for 
declaring the monitored device "Unreachable." Valid range is 1 to 
100. 

 <succ_wait> is the wait time to send the next ping after a successful 
ping. Valid range is 5 to 600 (seconds). 

 <fail_wait> is the wait time to send the next ping after a unsuccessful 
ping. Valid range is 3 to 600 (seconds). 

 <resume> is the wait time before the PX resumes pinging after 
declaring the monitored device "Unreachable." Valid range is 5 to 
120 (seconds). 

 <disable_count> is the number of consecutive "Unreachable" 
declarations before the PX disables the ping monitoring feature for 
the monitored device and returns to the "Waiting for reliable 
connection" state. Valid range is 1 to 100 or unlimited. 

 

Example - Server Settings Changed 

The following command modifies several ping monitoring settings for the 
second server in the server reachability list. 

 

config:# serverReachability modify 2 numberOfSuccessfulPingsToEnable 10 

numberOfUnsuccessfulPingsForFailure 8 

waitTimeAfterSuccessfulPing 30 
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EnergyWise Configuration Commands 

An EnergyWise configuration command begins with energywise. 

 
 

Enabling or Disabling EnergyWise 

This command syntax determines whether the Cisco® EnergyWise 
endpoint implemented on the PX device is enabled. 

config:# energywise enabled <option> 

 

Variables: 

 <option> is one of the options: true or false. 

Option Description 

true The Cisco EnergyWise feature is enabled. 

false The Cisco EnergyWise feature is disabled. 

 
 

Specifying the EnergyWise Domain 

This command syntax specifies to which Cisco® EnergyWise domain the 
PX device belongs. 

config:# energywise domain <name> 

 

Variables: 

 <name> is a string comprising up to 127 ASCII printable characters. 
Spaces and asterisks are NOT acceptable. 
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Specifying the EnergyWise Secret 

This command syntax specifies the password (secret) to enter the Cisco® 
EnergyWise domain. 

config:# energywise secret <password> 

 

Variables: 

 <password> is a string comprising up to 127 ASCII printable 
characters. Spaces and asterisks are NOT acceptable. 

 
 

Changing the UDP Port 

This command syntax specifies the UDP port for communications in the 
Cisco® EnergyWise domain. 

config:# energywise port <port> 

 

Variables: 

 <port> is the UDP port number ranging between 1 and 65535. 

 
 

Setting the Polling Interval 

This command syntax determines the polling interval at which the Cisco® 
EnergyWise domain queries the PX device. 

config:# energywise polling <timing> 

 

Variables: 

 <timing> is an integer number in seconds. It ranges between 30 and 
600 seconds. 
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Example - Setting Up EnergyWise 

The following command sets up two Cisco® EnergyWise-related features. 

config:# energywise enabled true port 10288 

 

Results: 

 The EnergyWise feature implemented on the PX is enabled. 

 The UDP port is set to 10288. 
 

USB-Cascading Configuration Commands 

A USB-cascading configuration command begins with cascading. You 
can set the cascading mode on the master device. 

Note: You CANNOT change the cascading mode on slave devices. 
 

Configuring the Cascading Mode 

This command determines the cascading mode. 

config:# cascading mode <mode> 

 

Variables: 

 <mode> is one of the following cascading modes: 

Mode Description 

bridging The network bridging mode, where each 
cascaded device is assigned a unique IP 
address. 

portForwarding The port forwarding mode, where every 
cascaded device in the chain shares the 
same IP address, with diverse port 
numbers assigned. 

 
 

Asset Management Commands 

You can use the CLI commands to change the settings of the connected 
asset sensor (if any) or the settings of LEDs on the asset sensor. 

 
 



 Chapter 8: Using the Command Line Interface  

 
503

 

Asset Sensor Management 

An asset sensor management configuration command begins with 
assetStrip. 

 
 

Naming an Asset Sensor 

This command syntax names or changes the name of an asset sensor 
connected to the PX device. 

config:# assetStrip <n> name "<name>" 

 

Variables: 

 <n> is the number of the FEATURE port where the selected asset 
sensor is physically connected. For the PX device with only one 
FEATURE port, the number is always 1. 

 <name> is a string comprising up to 32 ASCII printable characters. 
The <name> variable must be enclosed in quotes when it contains 
spaces. 

 
 

Specifying the Number of Rack Units 

This command syntax specifies the total number of rack units on an 
asset sensor connected to the PX device. 

config:# assetStrip <n> numberOfRackUnits <number> 

Note:  For the Raritan asset sensor, a rack unit refers to a tag port. 

Variables: 

 <n> is the number of the FEATURE port where the selected asset 
sensor is physically connected. For the PX device with only one 
FEATURE port, the number is always 1. 

 <number> is the total number of rack units available on the 
connected asset sensor. This value ranges from 8 to 64. 
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Specifying the Rack Unit Numbering Mode 

This command syntax specifies the numbering mode of rack units on the 
asset sensors connected to the PX device. The numbering mode 
changes the rack unit numbers. 

config:# assetStrip <n> rackUnitNumberingMode <mode> 

 

Variables: 

 <n> is the number of the FEATURE port where the selected asset 
sensor is physically connected. For the PX device with only one 
FEATURE port, the number is always 1. 

 <mode> is one of the numbering modes: topDown or bottomUp. 

Mode Description 

topDown The rack units are numbered in the ascending 
order from the highest to the lowest rack unit. 

bottomUp The rack units are numbered in the descending 
order from the highest to the lowest rack unit. 

 
 

Specifying the Rack Unit Numbering Offset 

This command syntax specifies the starting number of rack units on the 
asset sensors connected to the PX device. 

config:# assetStrip <n> rackUnitNumberingOffset <number> 

 

Variables: 

 <n> is the number of the FEATURE port where the selected asset 
sensor is physically connected. For the PX device with only one 
FEATURE port, the number is always 1. 

 <number> is a starting number for numbering rack units on the 
connected asset sensor. This value is an integer number. 
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Specifying the Asset Sensor Orientation 

This command syntax specifies the orientation of the asset sensors 
connected to the PX device. Usually you do not need to perform this 
command unless your asset sensors do NOT come with the tilt sensor, 
causing the PX unable to detect the asset sensors' orientation. 

config:# assetStrip <n> assetStripOrientation <orientation> 

 

Variables: 

 <n> is the number of the FEATURE port where the selected asset 
sensor is physically connected. For the PX device with only one 
FEATURE port, the number is always 1. 

 <orientation> is one of the options: topConnector or 
bottomConnector. 

Orientation Description 

topConnector This option indicates that the asset sensor is 
mounted with the RJ-45 connector located on 
the top. 

bottomConnector This option indicates that the asset sensor is 
mounted with the RJ-45 connector located at 
the bottom. 

 
 

Setting LED Colors for Connected Tags 

This command syntax sets the LED color for all rack units on the asset 
sensor #1 to indicate the presence of a connected asset tag. 

config:# assetStrip <n> LEDColorForConnectedTags <color> 

 

Variables: 

 <color> is the hexadecimal RGB value of a color in HTML format. 
The <color> variable ranges from #000000 to #FFFFFF. 
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Setting LED Colors for Disconnected Tags 

This command syntax sets the LED color for all rack units on the 
connected asset sensor(s) to indicate the absence of a connected asset 
tag. 

config:# assetStrip <n> LEDColorForDisconnectedTags <color> 

 

Variables: 

 <color> is the hexadecimal RGB value of a color in HTML format. 
The <color> variable ranges from #000000 to #FFFFFF. 

 
 

Rack Unit Configuration 

For the Raritan asset sensor, a rack unit refers to a tag port. A rack unit 
configuration command begins with rackUnit. 

 
 

Naming a Rack Unit 

This command syntax assigns or changes the name of the specified rack 
unit on the specified asset sensor. 

config:# rackUnit <n> <rack_unit> name "<name>" 

 

Variables: 

 <n> is the number of the FEATURE port where the selected asset 
sensor is physically connected. For the PX device with only one 
FEATURE port, the number is always 1. 

 <rack_unit> is the index number of the desired rack unit. The index 
number of each rack unit is available on the Asset Strip page of the 
web interface. 

 <name> is a string comprising up to 32 ASCII printable characters. 
The <name> variable must be enclosed in quotes when it contains 
spaces. 
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Setting the LED Operation Mode 

This command syntax determines whether a specific rack unit on the 
specified asset sensor follows the global LED color settings. 

config:# rackUnit <n> <rack_unit> LEDOperationMode <mode> 

 

Variables: 

 <n> is the number of the FEATURE port where the selected asset 
sensor is physically connected. For the PX device with only one 
FEATURE port, the number is always 1. 

 <rack_unit> is the index number of the desired rack unit. The index 
number of each rack unit is available on the Asset Strip page of the 
web interface. 

 <mode> is one of the LED modes: automatic or manual. 

Mode Description 

automatic This option makes the LED of the specified rack 
unit follow the global LED color settings. See 
Setting LED Colors for Connected Tags (on 
page 505) and Setting LED Colors for 
Disconnected Tags (on page 506). 

This is the default. 

manual This option enables selection of a different LED 
color and LED mode for the specified rack unit. 

When this option is selected, see Setting an LED 
Color for a Rack Unit (on page 508) and Setting 
an LED Mode for a Rack Unit (on page 508) to 
set different LED settings. 
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Setting an LED Color for a Rack Unit 

This command syntax sets the LED color for a specific rack unit on the 
specified asset sensor. You need to set a rack unit's LED color only 
when the LED operation mode of this rack unit has been set to "manual." 

config:# rackUnit <n> <rack_unit> LEDColor <color> 

 

Variables: 

 <n> is the number of the FEATURE port where the selected asset 
sensor is physically connected. For the PX device with only one 
FEATURE port, the number is always 1. 

 <rack_unit> is the index number of the desired rack unit. The index 
number of each rack unit is available on the Asset Strip page of the 
web interface. 

 <color> is the hexadecimal RGB value of a color in HTML format. 
The <color> variable ranges from #000000 to #FFFFFF. 

Note: A rack unit's LED color setting overrides the global LED color 
setting on it. See Setting LED Colors for Connected Tags (on page 
505) and Setting LED Colors for Disconnected Tags (on page 506). 

 
 

Setting an LED Mode for a Rack Unit 

This command syntax sets the LED mode for a specific rack unit on the 
specified asset sensor. You need to set a rack unit's LED mode only 
when the LED operation mode of this rack unit has been set to "manual." 

config:# rackUnit <n> <rack_unit> LEDMode <mode> 

 

Variables: 

 <n> is the number of the FEATURE port where the selected asset 
sensor is physically connected. For the PX device with only one 
FEATURE port, the number is always 1. 

 <rack_unit> is the index number of the desired rack unit. The index 
number of each rack unit is available on the Asset Strip page of the 
web interface. 

 <mode> is one of the LED modes: on, off, blinkSlow or blinkFast. 

Mode Description 

on This mode has the LED stay lit permanently. 

off This mode has the LED stay off permanently. 

blinkSlow This mode has the LED blink slowly. 
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Mode Description 

blinkFast This mode has the LED blink quickly. 

 
 

Examples 

This section illustrates several asset management examples. 
 

Example 1 - Asset Sensor LED Colors for Disconnected Tags 

This command syntax sets the LED color for all rack units on the asset 
sensor #1 to BLACK (that is, 000000) to indicate the absence of a 
connected asset tag. 

config:# assetStrip 1 LEDColorForDisconnectedTags #000000 

 

Note: Black color causes the LEDs to stay off. 

 

 
 

Example 2 - Rack Unit Naming 

The following command assigns the name "Linux server" to the rack unit 
whose index number is 25 on the asset sensor#1. 

config:# rackUnit 1 25 name "Linux server" 

 
 

Serial Port Configuration Commands 

A serial port configuration command begins with serial. 
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Setting the Baud Rates 

The following commands set the baud rate (bps) of the serial port labeled 
CONSOLE / MODEM on the PX device. Change the baud rate before 
connecting it to the desired device, such as a computer, a Raritan's 
P2CIM-SER, or a modem, through the serial port, or there are 
communications errors. If you change the baud rate dynamically after the 
connection has been made, you must reset the PX or power cycle the 
connected device for proper communications. 

 Determine the CONSOLE baud rate: 

config:# serial consoleBaudRate <baud_rate> 

Note: The serial port bit-rate change is needed when the PX works in 
conjunction with Raritan's Dominion LX KVM switch. The Dominion LX 
only supports 19200 bps for communications over the serial interface. 

 Determine the MODEM baud rate: 

config:# serial modemBaudRate <baud_rate> 

 

Variables: 

 <baud_rate> is one of the baud rate options: 1200, 2400, 4800, 9600, 
19200, 38400, 57600, 115200. 

 

Forcing the Device Detection Mode 

This command forces the serial port on the PX to enter a specific device 
detection mode. 

config:# serial deviceDetectionType <mode> 

 

Variables: 

 <mode> is one of the detection modes: automatic, forceConsole, 
forceAnalogModem, or forceGsmModem. 

Option Description 

automatic The PX automatically detects the device 
type on the serial port. 

Select this option unless your PX cannot 
correctly detect the connected device. 

forceConsole The port enters the local console state. 

forceAnalogModem The port enters the analog modem state. 
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Option Description 

forceGsmModem The port enters the GSM modem state. 
 

 

Example 

The following command sets the CONSOLE baud rate of the PX device's 
serial port to 9600 bps. 

config:# serial consoleBaudRate 9600 

 
 

Setting the History Buffer Length 

This command syntax sets the history buffer length, which determines 
the amount of history commands that can be retained in the buffer. The 
default length is 25. 

config:# history length <n> 

 

Variables: 

 <n> is an integer number between 1 and 250. 
 

Multi-Command Syntax 

To shorten the configuration time, you can combine various configuration 
commands in one command to perform all of them at a time. All 
combined commands must belong to the same configuration type, such 
as commands prefixed with network, user modify, sensor externalsensor 
and so on. 

A multi-command syntax looks like this: 

<configuration type> <setting 1> <value 1> <setting 2> 

<value 2> <setting 3> <value 3> ... 

 
 

 

Example 1 - Combination of IP, Subnet Mask and Gateway Parameters 

The following multi-command syntax configures IPv4 address, subnet 
mask and gateway for the network connectivity simultaneously. 
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config:# network ipv4 ipAddress 192.168.84.225 subnetMask 255.255.255.0 

gateway 192.168.84.0 

 

Results: 

 The IP address is set to 192.168.84.225. 

 The subnet mask is set to 255.255.255.0. 

 The gateway is set to 192.168.84.0. 

 
 

Example 2 - Combination of Upper Critical and Upper Warning Settings 

The following multi-command syntax simultaneously configures Upper 
Critical and Upper Warning thresholds for the RMS current of the 2nd 
overcurrent protector. 

 

config:# sensor ocp 2 current upperCritical disable upperWarning 15 

 

Results: 

 The Upper Critical threshold of the 2nd overcurrent protector's RMS 
current is disabled. 

 The Upper Warning threshold of the 2nd overcurrent protector's 
RMS current is set to 15A and enabled at the same time. 

 
 

Example 3 - Combination of SSID and PSK Parameters 

This multi-command syntax configures both SSID and PSK parameters 
simultaneously for the wireless feature. 

config:# network wireless SSID myssid PSK encryp_key 

 

Results: 

 The SSID value is set to myssid. 

 The PSK value is set to encryp_key. 
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Example 4 - Combination of Upper Critical, Upper Warning and Lower 
Warning Settings 

The following multi-command syntax configures Upper Critical, Upper 
Warning and Lower Warning thresholds for the outlet 5 RMS current 
simultaneously. 

 

config:# sensor outlet 5 current upperCritical disable upperWarning enable 

lowerWarning 1.0 

 

Results: 

 The Upper Critical threshold of outlet 5 RMS current is disabled. 

 The Upper Warning threshold of outlet 5 RMS current is enabled. 

 The Lower Warning threshold of outlet 5 RMS current is set to 1.0A 
and enabled at the same time. 

 

Load Shedding Configuration Commands 

This section applies to outlet-switching capable models only. 

A load shedding configuration command begins with loadshedding. 

Unlike other CLI configuration commands, the load shedding 
configuration command is performed in the administrator mode rather 
than the configuration mode. See Different CLI Modes and Prompts 
(on page 363). 
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Enabling or Disabling Load Shedding 

This section applies to outlet-switching capable models only. 

This command determines whether to enter or exit from the load 
shedding mode. 

# loadshedding <option> 

 

After performing the above command, PX prompts you to confirm the 
operation. Press y to confirm or n to abort the operation. 

 

To skip the confirmation step, you can add the "/y" parameter to the end 
of the command so that the operation is executed immediately. 

# loadshedding <option> /y 

 

Variables: 

 <option> is one of the options: enable or disable. 

Option Description 

start Enter the load shedding mode. 

stop Quit the load shedding mode. 

 
 

Example 

The following command has the PX enter the load shedding mode. 

config:# loadshedding start 
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Power Control Operations 

This section applies to outlet-switching capable models only. 

Outlets on the PX device can be turned on or off or power cycled through 
the CLI. 

Besides, you can cancel the power-on process while the PX is powering 
on ALL outlets. 

You must perform this operation in the administrator mode. See 
Different CLI Modes and Prompts (on page 363). 
 

Turning On the Outlet(s) 

This section applies to outlet-switching capable models only. 

This command turns on one or multiple outlets. 

# power outlets <numbers> on 

 

To quicken the operation, you can add the parameter "/y" to the end of 
the command, which confirms the operation. 

# power outlets <numbers> on /y 

 

Variables: 

 <numbers> is one of the options: all, an outlet number, a list or a 
range of outlets. 

Option Description 

all Switches ON all outlets. 

A specific outlet 
number 

Switches ON the specified outlet. 

A comma- 
separated list of 
outlets 

Switches ON multiple, inconsecutive or 
consecutive outlets. 

For example, to specify 7 outlets -- 2, 4, 9, 11, 12, 
13 and 15, type outlets 2,4,9,11-13,15. 

A range of 
outlets with an 
en dash in 
between 

Switches ON multiple, consecutive outlets. 

For example, to specify 6 consecutive outlets -- 3, 
4, 5, 6, 7, 8, type outlets 3-8. 
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If you entered the command without "/y", a message appears, prompting 
you to confirm the operation. Then: 

 Type y to confirm the operation, OR 

 Type n to abort the operation 

 
 

Turning Off the Outlet(s) 

This section applies to outlet-switching capable models only. 

This command turns off one or multiple outlets. 

# power outlets <numbers> off 

 

To quicken the operation, you can add the parameter "/y" to the end of 
the command, which confirms the operation. 

# power outlets <numbers> off /y 

 

Variables: 

 <numbers> is one of the options: all, an outlet number, a list or a 
range of outlets. 

Option Description 

all Switches OFF all outlets. 

A specific outlet 
number 

Switches OFF the specified outlet. 

A comma- 
separated list of 
outlets 

Switches OFF multiple, inconsecutive or 
consecutive outlets. 

For example, to specify 7 outlets -- 2, 4, 9, 11, 12, 
13 and 15, type outlets 2,4,9,11-13,15. 

A range of 
outlets with an 
en dash in 
between 

Switches OFF multiple, consecutive outlets. 

For example, to specify 6 consecutive outlets -- 3, 
4, 5, 6, 7, 8, type outlets 3-8. 
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If you entered the command without "/y", a message appears, prompting 
you to confirm the operation. Then: 

 Type y to confirm the operation, OR 

 Type n to abort the operation 

 
 

Power Cycling the Outlet(s) 

This section applies to outlet-switching capable models only. 

This command power cycles one or multiple outlets. 

# power outlets <numbers> cycle 

 

To quicken the operation, you can add the parameter "/y" to the end of 
the command, which confirms the operation. 

# power outlets <numbers> cycle /y 

 

Variables: 

 <numbers> is one of the options: all, an outlet number, a list or a 
range of outlets. 

Option Description 

all Power cycles all outlets. 

A specific outlet 
number 

Power cycles the specified outlet. 

A comma- 
separated list of 
outlets 

Power cycles multiple, inconsecutive or 
consecutive outlets. 

For example, to specify 7 outlets -- 2, 4, 9, 11, 12, 
13 and 15, type outlets 2,4,9,11-13,15. 

A range of 
outlets with an 
en dash in 
between 

Power cycles multiple, consecutive outlets. 

For example, to specify 6 consecutive outlets -- 3, 
4, 5, 6, 7, 8, type outlets 3-8. 

 

If you entered the command without "/y", a message appears, prompting 
you to confirm the operation. Then: 

 Type y to confirm the operation, OR 
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 Type n to abort the operation 

 
 

Canceling the Power-On Process 

This section applies to outlet-switching capable models only. 

After issuing the command to power on ALL outlets, you can use the 
following command to stop the power-on process. 

# power cancelSequence 

 

To quicken the operation, you can add the parameter "/y" to the end of 
the command, which confirms the operation. 

# power cancelSequence /y 

 
 

Example - Power Cycling Specific Outlets 

The following command power cycles these outlets: 2, 6, 7, 8, 10, 13, 14, 
15 and 16. 

# power outlets 2,6-8,10,13-16 cycle 

 
 

Actuator Control Operations 

An actuator, which is connected to a dry contact signal channel of a DX 
sensor, can control a mechanism or system. You can switch on or off 
that mechanism or system through the actuator control command in the 
CLI. 

Perform these commands in the administrator or user mode. See 
Different CLI Modes and Prompts (on page 363). 
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Switching On an Actuator 

This command syntax turns on one actuator. 

# control actuator <n> on 

 

To quicken the operation, you can add the parameter "/y" to the end of 
the command, which confirms the operation. 

# control actuator <n> on /y 

 

Variables: 

 <n> is an actuator's ID number.  

The ID number is available in the PX web interface or using the show 
command in the CLI. It is an integer between 1 and 32. 

 

If you entered the command without "/y", a message appears, prompting 
you to confirm the operation. Then: 

 Type y to confirm the operation, OR 

 Type n to abort the operation 

 
 

Switching Off an Actuator 

This command syntax turns off one actuator. 

# control actuator <n> off 

 

To quicken the operation, you can add the parameter "/y" to the end of 
the command, which confirms the operation. 

# control actuator <n> off /y 

 

Variables: 

 <n> is an actuator's ID number. 

The ID number is available in the PX web interface or using the show 
command in the CLI. It is an integer between 1 and 32. 
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If you entered the command without "/y", a message appears, prompting 
you to confirm the operation. Then: 

 Type y to confirm the operation, OR 

 Type n to abort the operation 

 
 

Example - Turning On a Specific Actuator 

The following command turns on the actuator whose ID number is 8. 

# control actuator 8 on 

 
 

Unblocking a User 

If any user is blocked from accessing the PX, you can unblock them at 
the local console. 

 To unblock a user: 

1. Log in to the CLI interface using any terminal program via a local 
connection. See With HyperTerminal (on page 360). 

2. When the Username prompt appears, type unblock and press 
Enter. 

 

3. When the "Username to unblock" prompt appears, type the name of 
the blocked user and press Enter. 

 

4. A message appears, indicating that the specified user was 
unblocked successfully. 

 

Resetting the PX 

You can reset the PX device to factory defaults or simply restart it using 
the CLI commands. 
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Restarting the PDU 

This command restarts the PX device. It is not a factory default reset. 

 To restart the PX device: 

1. Ensure you have entered administrator mode and the # prompt is 
displayed. 

2. Type either of the following commands to restart the PX device. 

# reset unit 

       -- OR -- 

# reset unit /y 

3. If you entered the command without "/y" in Step 2, a message 
appears prompting you to confirm the operation. Type y to confirm 
the reset. 

4. Wait until the Username prompt appears, indicating the reset is 
complete. 

Note: If you are performing this command over a USB connection, 
re-connect the USB cable after the reset is completed, or the CLI 
communications are lost. 
 

Resetting Active Energy Readings 

You can reset either one active energy sensor or all active energy 
sensors at a time to restart the energy accumulation process.  

Only users with the "Admin" role assigned can reset active energy 
readings. 

 To reset all active energy readings of the PX: 

# reset activeEnergy pdu 

       -- OR -- 

# reset activeEnergy pdu /y 

 To reset one inlet's active energy readings: 

# reset activeEnergy inlet <n> 

       -- OR -- 

# reset activeEnergy inlet <n> /y 

 To reset one outlet's active energy readings: 

# reset activeEnergy outlet <outlet_n> 

       -- OR -- 
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# reset activeEnergy outlet <outlet_n> /y 

If you entered the command without "/y", a message appears prompting 
you to confirm the operation. Type y to confirm the reset or n to abort it. 

 

Variables: 

 <n> is the inlet number. 

 <outlet_n> is an outlet number. 
 

Resetting to Factory Defaults 

The following commands restore all settings of the PX device to factory 
defaults. 

 To reset PX settings after login, use either command: 

# reset factorydefaults 

       -- OR -- 

# reset factorydefaults /y 

 To reset PX settings before login: 

Username: factorydefaults 

See Using the CLI Command (on page 581) for details. 
 

Network Troubleshooting 

The PX provides 4 diagnostic commands for troubleshooting network 
problems: nslookup, netstat, ping, and traceroute. The diagnostic 
commands function as corresponding Linux commands and can get 
corresponding Linux outputs. 
 

Entering Diagnostic Mode 

Diagnostic commands function in the diagnostic mode only. 

 To enter the diagnostic mode: 

1. Enter either of the following modes: 

 Administrator mode: The # prompt is displayed. 

 User mode: The > prompt is displayed. 

2. Type diag and press Enter. The diag# or diag> prompt appears, 
indicating that you have entered the diagnostic mode. 

3. Now you can type any diagnostic commands for troubleshooting. 
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Quitting Diagnostic Mode 

 To quit the diagnostic mode, use this command: 

diag> exit 

 

The # or > prompt appears after pressing Enter, indicating that you have 
entered the administrator or user mode. See Different CLI Modes and 
Prompts (on page 363). 
 

Diagnostic Commands 

The diagnostic command syntax varies from command to command. 

 
 

Querying DNS Servers 

This command syntax queries Internet domain name server (DNS) 
information of a network host. 

diag> nslookup <host> 

 

Variables: 

 <host> is the name or IP address of the host whose DNS information 
you want to query. 

 
 

Showing Network Connections 

This command syntax displays network connections and/or status of 
ports. 

diag> netstat <option> 

 

Variables: 

 <option> is one of the options: ports or connections. 

Option Description 

ports Shows TCP/UDP ports. 

connections Shows network connections. 
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Testing the Network Connectivity 

This ping command sends the ICMP ECHO_REQUEST message to a 
network host for checking its network connectivity. If the output shows 
the host is responding properly, the network connectivity is good. If not, 
either the host is shut down or it is not being properly connected to the 
network. 

diag> ping <host> 

 

Variables: 

 <host> is the host name or IP address whose networking 
connectivity you want to check. 

 

Options: 

 You can include any or all of additional options listed below in the 
ping command. 

Options Description 

count <number1> Determines the number of messages to be 
sent. <number1> is an integer number 
between 1 and 100. 

size <number2> Determines the packet size. <number2> is 
an integer number in bytes between 1 and 
65468. 

timeout <number3> Determines the waiting period before 
timeout. <number3> is an integer number in 
seconds ranging from 1 to 600. 

 

The command looks like the following when it includes all options: 
 

diag> ping <host> count <number1> size <number2> timeout <number3> 
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Tracing the Route 

This command syntax traces the network route between your PX device 
and a network host. 

diag> traceroute <host> 

 

Variables: 

 <host> is the name or IP address of the host you want to trace. 

 
 

Example - Ping Command 

The following command checks the network connectivity of the host 
192.168.84.222 by sending the ICMP ECHO_REQUEST message to the 
host for 5 times. 

diag> ping 192.168.84.222 count 5 

 
 

Retrieving Previous Commands 

If you would like to retrieve any command that was previously typed in 

the same connection session, press the Up arrow ( ) on the keyboard 
until the desired command is displayed. 
 

Automatically Completing a Command 

A CLI command always consists of several words. You can easily enter 
a command by typing first word(s) or letter(s) and then pressing Tab or 
Ctrl+i instead of typing the whole command word by word. 

 To have a command completed automatically: 

1. Type initial letters or words of the desired command. Make sure the 
letters or words you typed are unique so that the CLI can identify the 
command you want. 

2. Press Tab or Ctrl+i until the complete command appears. 
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Example 1: 

Type the first word and the first letter of the second word of the "reset 

factorydefaults" command, that is, reset f. Then press Tab or 
Ctrl+i to complete the second word. 

Example 2: 

Type the first word and initial letters of the second word of the 
"security enforceHttpsForWebAccess" command, that is, 

security enf. Then press Tab or Ctrl+i to complete the second word. 
 

Logging out of CLI 

After completing your tasks using the CLI, always log out of the CLI to 
prevent others from accessing the CLI. 

 To log out of the CLI: 

1. Ensure you have entered administrator mode and the # prompt is 
displayed. 

2. Type exit and press Enter. 
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The model name of a PX in-line monitor follows this format: PX3-3nnn, 
where n is a number, such as PX3-3411. 

Unlike most of PX devices, each inlet of an in-line monitor is connected 
to an outlet only, so an inlet's rating is the same as an outlet's rating. 

In This Chapter 

Overview................................................................................................527 
Safety Instructions .................................................................................527 
Flexible Cord Installation Instructions....................................................528 
In-Line Monitor's Web Interface.............................................................536 
 
 

Overview 

An in-line monitor is implemented with the same number of inlets and 
outlets. An inlet is connected to a power source for receiving electricity, 
such as electric distribution panels or branch circuit receptacles. An 
outlet is connected to a device that draws power, such as a cooling or IT 
device. 

Inlets are located at the side labeled Line, and outlets are located at the 
side labeled Load. 
 

Safety Instructions 

1. Installation of this product should only be performed by a licensed 
electrician. 

2. Make sure the line cord is disconnected from power before physically 
mounting or moving the location of this product. 

3. This product is intended to be located in an equipment rack in an 
information technology room. In the United States, installation must 
comply and be done in accordance with NEC (2011) Article 645 
Information Technology Equipment. 

4. This product is designed to be used within an electronic equipment 
rack. The metal case of this product is electrically bonded to the line 
cord ground wire. A threaded grounding point on the case may be 
used as an additional means of protectively grounding this product 
and the rack. 

5. Examine the branch circuit receptacle that will supply electric power 
to this product. Make sure the receptacle’s power lines, neutral and 
protective earth ground pins are wired correctly and are the correct 
voltage and phase. Make sure the branch circuit receptacle is 
protected by a suitably rated fuse or circuit breaker. 

Chapter 9 In-Line Monitors 
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6. If the product is a model that contains receptacles that can be 
switched on/off, electric power may still be present at a receptacle 
even when it is switched off. 

 

Flexible Cord Installation Instructions 

The following instructions are for Raritan products manufactured to 
accept user-installed flexible cords. These products are visually identified 
by the cable gland used to hold the flexible cord. 

  

 

Important: Complete and the most updated instructions on installing a 

flexible cord on Raritan PDUs are included in the Raritan PX Power Cord 

Installation Guide, which is available on the Raritan website's Support 

page (http://www.raritan.com/support/). 
 

Flexible Cord Selection 

 The preferred flexible cable is type SOOW, 600V, 90°C or 105°C. 
Consult Raritan before using a different flexible cable type. 

 The rated ampacity of the flexible cord must be greater than or equal 
to the Raritan product’s rated ampacity marked on its nameplate. In 
the United States, relevant ampacity ratings for flexible cords can be 
found in NEC(2011) section 400.5. 

 The number of wires in the flexible cord must match the number of 
terminals (including the ground terminal) inside the Raritan product. 
See Wiring of 3-Phase In-Line Monitors (on page 530) for 
exceptions. 

 If a plug is to be attached to the flexible cord, the length of the 
flexible cord must not exceed 4.5 meters - as specified in UL 
60950-1 (2007) and NEC 645.5 (2011). 

 The flexible cord may be permanently connected to power subject to 
local regulatory agency approval. In the United States, relevant 
electrical regulations can be found in NEC (2011) sections 
400.7(A)(8), 400.7(B), 368.56 and table 400.4. 
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Plug Selection 

If a plug is to be attached to the flexible cord, the plug’s rated ampacity is 
chosen as follows: 

 In the United States, as specified in UL 60950-1, the plug’s rated 
ampacity must be 125% greater than the Raritan product’s rated 
ampacity. In some Raritan products, such as 35A 3-phase delta 
wired PDUs, an exactly 125% rated plug is not available. In these 
cases, choose the closest plug that is more than 125%. For example, 
a 50A plug is the closest fit for a 35A 3-phase PDU. 

 For all other locations, subject to local regulatory agency policy, the 
plug’s rated ampacity is the same as the Raritan products rated 
ampacity. 

 

Receptacle Selection 

For Raritan in-line monitors, any receptacle fitted to the outlet flexible 
cord must have identical ratings as the plug attached to the inlet flexible 
cord. 
 

Derating a Raritan Product 

Lower rated plugs, receptacles and flexible cords may be connected to a 
Raritan product. This results in a derated (reduced) ampacity rating for 
the product. 

 Derating guidelines: 

1. Choose the plug and use its rated ampacity to determine the derated 
ampacity. 

 In the United States, as specified in UL 60950-1, the derated 
ampacity is 80% of the plug’s rated ampacity. For example, a 
30A plug would result in a derated ampacity of 24A. 

 In other geographic locations, subject to local regulatory agency 
approval, the derated ampacity is the plug’s rated ampacity.  
For example, using a 16A plug would result in a derated 
ampacity of 16A. 

2. The derated ampacity must be marked on the Raritan product so the 
new reduced rating can be easily identified. 

3. For in-line monitors, the receptacles used must have the same 
voltage and ampacity rating as the plug chosen in step 1. 
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4. The flexible cord must have a rated ampacity greater than or equal to 
the derated ampacity. Since the new flexible cord may be smaller 
diameter, a check must be performed to insure the cable gland nut, 
when tightened, will securely hold the flexible cord so that it cannot 
be twisted, pulled or pushed in the cable gland. A sealing ring, for 
small diameter flexible cords, may have been included with the 
Raritan product, or one can be requested from Raritan, to reduce the 
inside diameter of the cable gland. 

 
 

Wiring of 3-Phase In-Line Monitors 

3-phase in-line monitors contain 4-pole wiring terminal blocks (L1, L2, L3, 
N) to monitor 5-wire (4P+PE) 3-phase wye connections. Delta wired 
4-wire (3P+PE) 3-phase connections are also permitted (no wire 
connected to the terminal block neutral “N”). No additional hardware or 
firmware configuration is required to specify whether the connection is 
5-wire wye or 4-wire delta. 
 

In-Line Monitor Unused Channels 

It is not necessary to wire up all channels of multi-channel in-line 
monitors. The inlet and outlet openings of unused channels must be 
completely closed off. “Goof plugs” for this purpose may be a good 
choice if they are available in your country or region. 
 

Step by Step Flexible Cord Installation 

The following items are required to complete the installation: 

 Flexible cord(s). 

 Insulated ring terminals (one for each wire) and appropriate crimp 
tool. 

 Plug(s) and receptacle(s) (for in-line monitors) 

 Torque screwdriver, torque nut driver and torque wrench to tighten 
the wiring terminal block screws, ground nut and cable gland nut. 

 To install a flexible cord: 

1. Open the PDU's access panel (or in-line monitor top panel) to 
expose the power wiring terminal block(s). 
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One-channel in-line monitor 

 

Zero U PDU 

 

Make sure to locate the ground wire mounting stud(s). There is a 
separate ground wire mounting stud for each terminal block. Each 
flexible cord MUST have its green (or green/yellow) ground wire 
bonded to a ground wire mounting stud. 
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For in-line monitors, make sure to identify the inlet terminal blocks 
(rear of monitor) and outlet terminal blocks (front of monitor). Each 
inlet terminal block has a corresponding outlet terminal block. 

 

Number Description 

 Inlets (labeled LINE) 

 Outlets (labeled LOAD) 

2. Strip off the outer jacket of the flexible cord and remove any jute, 
paper or other fillers. Use the following to help determine how much 
jacket to remove: 

 In the finished assembly, the outer jacket should protrude inside 
the Raritan product. 

 The wires will have ring terminals crimped onto them. 

 In the finished assembly, the wires should have some slack and 
not be taught. 

 In the finished assembly, if the flexible cord slips in the cable 
gland placing a strain on the cord’s wires, the ground wire must 
be the last wire to take the strain. 

3. Crimp an insulated ring terminal onto each wire. A non-insulated ring 
terminal may be used for the ground wire. Inspect each crimp to 
insure it is secure and verify no exposed wire protrudes from the rear 
of an insulated ring terminal. 

4. Loosen the cable gland nut and push the flexible cord assembly 
through the gland. 
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Temporarily hand tighten the gland nut and verify the cord cannot be 
twisted or pushed or pulled in the gland. Do not proceed if hand 
tightening results in a loose cord. In some models, especially in-line 
monitors, the flexible cord’s diameter may be too small for the cable 
gland. A sealing ring for smaller diameter line cords may have been 
included with the Raritan product, or can be requested from Raritan, 
to reduce the inside diameter of the cable gland. 

 

5. Fasten the ring terminal of the green (or green/yellow) ground wire to 
the chassis’s threaded ground stud in this order: 

a. Place the lock washer on the stud. 

b. Place the ground wire ring terminal on the stud. 

c. Place the nut on the stud and tighten with a torque wrench. The 
appropriate torque settings vary according to the nut size. 

Nut size Torque setting 
(N·m) 

Tolerance 

M3 0.49 10% 

M4 1.27 8% 

M5 1.96 5% 

M6 2.94 3.5% 

M8 4.9 2% 

d. Check the ground wire connection. It should be secure and not 
move or rotate. 
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6. Fasten the ring terminals of all remaining wires to the terminal block 
and tighten each using a torque screwdriver. The appropriate torque 
settings vary according to the screw size. 

Screw size Torque setting 
(N·m) 

Tolerance 

M3 0.49 10% 

M4 1.27 8% 

M5 1.96 5% 

M6 2.94 3.5% 

M8 4.9 2% 

Make sure each ring terminal is firmly fastened and cannot be twisted 
by hand. Use the following guidelines to help terminal block wiring. 

 In single-phase Raritan products with world-wide ratings, the 
terminals are labeled L1 and L2. L1 is the phase wire. L2 is 
either the neutral (120/230V installations) or another phase wire 
(208V installations). 

 

 In all 3-phase products, L1 is phase A, L2 is phase B, L3 is 
phase C and N is neutral. 
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 If your PDU is inlet metered, such as PDU models PX2-1nnn and 
PX2-2nnn (where n is a number), you must pass each line cord 
wire through the correct CT in the correct direction. Each CT is 
labeled and contains a direction arrow.  Push the ring terminal 
end of the line cord through the CT in the direction indicated by 
the arrow. For example, push the L1 line cord wire through the 
CT labeled L1 and then connect it to the L1 terminal block. 

 

 For Raritan in-line monitors, where there is a one to one 
correspondence between plug and receptacle, maintain the 
same wire colors for inlet and outlet flexible cords. 

7. Make final adjustments to the cable gland and verify the jacket of the 
flexible cord extends into the Raritan product. Hand tighten the gland 
nut and finish tightening with a torque wrench. Appropriate torque 
settings vary according to the cable gland size. 

Cable gland size Torque setting (N·m) 

M12x1.5 0.7 to 0.9 

M16x1.5 2.0 to 3.0 

M20x1.5 2.7 to 4.0 

M25x1.5 5.0 to 7.5 

M32x1.5 7.5 to 10.0 

M40x1.5 7.5 to 10.0 

M50x1.5 7.5 to 10.0 

M63x1.5 7.5 to 10.0 

Note: The cable gland size is marked on the cable gland body. 

After tightening, examine the flexible cord and cable gland for the 
following: 

 Make sure you can see a few remaining threads between the 
cable gland body and cable gland nut. The gland nut must not 
bottom out on the gland body. 

 Make sure the flexible cord does not move in the cable gland 
when it is twisted, pushed or pulled. 

8. Re-install the PDU wiring access panel or in-line monitor cover plate. 
This completes internal wiring of the Raritan product. 



Chapter 9: In-Line Monitors 
 

536
 

 

9. For in-line monitors, fasten the receptacles to the outlet flexible cords 
following the manufacturer’s instructions. 

10. Complete the wiring of  the inlet flexible cord by performing one of 
these steps: 

 Assemble the plug following the manufacturer’s instructions. 

 Permanently attach and strain relief the flexible cord to a junction 
box following applicable electrical codes. 

 

In-Line Monitor's Web Interface 

An in-line monitor's web interface is similar to a regular PX model's web 
interface. 

See Using the Web Interface (on page 107) for login instructions and 
additional information. 
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Dashboard Page 

After login, the web interface displays the Dashboard page by default. An 
inline monitor's Dashboard page looks slightly different from a regular PX 
device's Dashboard page. 

The power status of the outlet on a three-phase Y-wired inline monitor is 
displayed on this page, including: 

 Current of L1, L2 and L3 

 Voltage of L1-L2, L2-L3, and L3-L1 

 Active power 

 Apparent power 

 Power factor 

Note: Depending on your model, elements shown on the same page may 
appear slightly different from this image. 

 
 

Outlet Page 

An inline monitor's Outlet page displays more information than a regular 
PX device's Outlet page, including: 

 Current per outlet 

Current per line (for a three-phase model) 

 Voltage per outlet 

Voltage per line (for a three-phase model) 

 Power-related readings per outlet 

Power-related readings per line (for a three-phase model) 

 Threshold settings per outlet 

Threshold settings per line (for a three-phase model) 
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Note: Depending on your model, elements shown on the same page may 
appear slightly different from this image. 
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In This Chapter 

Maximum Ambient Operating Temperature ..........................................539 
Serial RS-232 Port Pinouts....................................................................539 
Sensor RJ-45 Port Pinouts ....................................................................539 
Feature RJ-45 Port Pinouts...................................................................540 
 
 

Maximum Ambient Operating Temperature 

The maximum ambient operating temperature (TMA) for PX varies from 
50 to 60 degrees Celsius, depending on the model and certification 
standard (CE or UL). If necessary, contact Raritan Technical Support for 
this information for your model. 

Specification Measure 

Max Ambient Temperature 50 to 60 degrees Celsius 
 

 

Serial RS-232 Port Pinouts 
 

 RS-232 Pin/signal definition 

Pin No. Signal Direction Description 

1 DCD Input Data  

2 RxD Input Receive data (data in) 

3 TxD Output Transmit data 

4 DTR Output Data terminal ready 

5 GND ― Signal ground 

6 DSR Input Data set ready 

7 RTS Output Request to send 

8 CTS Input Clear to send 

9 RI Input Ring indicator 
 

 

Sensor RJ-45 Port Pinouts 
 

Appendix A Specifications 
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 RJ-45 Pin/signal definition 

Pin No. Signal Direction Description 

1 +12V ― Power (fuse protected) 

2 +12V ― Power (fuse protected) 

3 GND ― Signal Ground 

4 RS485_D
P 

bi-directional Data Positive of the 
RS-485 bus 

5 RS485_D
N 

bi-directional Data Negative of the 
RS-485 bus 

6 GND ― Signal Ground 

7 1-wire ― Used for Feature Port 

8 GND ― Signal Ground 

Note: A maximum of 500mA power is permitted for both pin 1 and pin 2 
altogether. 
 

Feature RJ-45 Port Pinouts 
 

 RJ-45 Pin/signal definition 

Pin No. Signal Direction Description 

1 DTR Output Reserved 

2 GND ― Signal Ground 

3 +5V ― Power for CIM 

(200mA, fuse protected) 

Warning: Pin 3 is only 
intended for use with 
Raritan devices. 

4 TxD Output Transmit Data (Data out) 

5 RxD Input Receive Data (Data in) 

6 +12V ― 
Warning: Pin 6 is only 
intended for use with 
Raritan devices. Do 
NOT connect. 



 Appendix A: Specifications  

 
541

 

 RJ-45 Pin/signal definition 

Pin No. Signal Direction Description 

7 GND ― Signal Ground 

8 DCD Input Reserved 
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PX Series Model                         ____________ 

 

PX Series Serial Number             ____________ 

 

 
 

OUTLET 1 

 

OUTLET 2 OUTLET 3 

MODEL 

 

MODEL 
MODEL 

SERIAL NUMBER 

 

SERIAL NUMBER SERIAL NUMBER 

USE 

 

USE USE 
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OUTLET 5 OUTLET 6 

MODEL 

 

MODEL MODEL 
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USE 

 

USE USE 
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OUTLET 16 
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OUTLET 22 

 

OUTLET 23 OUTLET 24 

MODEL 

 

MODEL MODEL 

SERIAL NUMBER 

 

SERIAL NUMBER SERIAL NUMBER 

USE 

 

USE USE 

 

Types of adapters 

_________________________________________________________ 

 

Types of cables 

_________________________________________________________ 

 

Name of software program 

_________________________________________________________ 
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You can accomplish part or all of the following tasks simultaneously by 
plugging a USB flash drive which contains one or several special 
configuration files into the PX. 

 Configuration changes 

 Firmware upgrade 

 Downloading diagnostic data 

Tip: You can also accomplish the same tasks via the TFTP server in a 
DHCP network. See Bulk Configuration or Firmware Upgrade via 
DHCP/TFTP (on page 557). 

 To use a USB drive to configure the PX or upgrade firmware: 

1. Verify that both the USB drive and your PX meet the requirements. 
See System and USB Requirements (on page 547). 

2. Prepare required configuration files. See Configuration Files (on 
page 547). 

3. Copy required configuration files to the root directory of the USB 
drive. 

 For firmware upgrade, an appropriate firmware binary file is also 
required. 

4. Plug the USB drive into the USB-A port of the PX. 

5. The initial message shown on the front panel display depends on the 
first task performed by the PX. 

 If no firmware upgrade task will be performed, a happy smiley as 
shown below is displayed after around 30 seconds.  

=-] 

 If the USB drive contains the firmware upgrade data, the PX first 
performs the firmware upgrade, showing the upgrade message 
on the front panel display, and then shows the happy smiley 
when the firmware upgrade completes successfully. See 
Firmware Upgrade via USB (on page 556). 

6. After the happy smiley appears, press and hold one of the control 
buttons next to the front panel display for one second until the 
display turns blank. 

7. Wait for several seconds until the PX resumes normal operation, 
indicated by the normal message of the front panel display. 

Appendix C Configuration or Firmware Upgrade 
with a USB Drive 
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Tip: You can remove the USB drive and plug it into another PX for 
performing the same task(s) once the happy smiley or the firmware 
upgrade message displays. 

If nothing is shown on the display and no task is performed after plugging 
the USB drive, check the log file in the USB drive. 

In This Chapter 

System and USB Requirements............................................................547 
Configuration Files.................................................................................547 
Firmware Upgrade via USB...................................................................556 
 
 

System and USB Requirements 

You must satisfy ALL of the following requirements prior to using a USB 
flash drive to perform device configuration and/or firmware upgrade. 

 PX system requirements: 

 There is at least one USB-A port available on your Raritan device. 

 Your PX must be version 2.2.13 or later. 

Note that the PX interpreted the USB drive contents using the 
firmware which was running when plugging the USB drive into the PX, 
not the new firmware after firmware upgrade. 

 USB drive requirements: 

 The drive must contain a single partition formatted as a Windows 
FAT32 filesystem. 

 The drive must contain a configuration file called fwupdate.cfg in its 
root directory. See fwupdate.cfg (on page 549). 

 

Configuration Files 

There are three types of configuration files. 

 fwupdate.cfg: 

This file MUST be always present for performing configuration or 
firmware upgrade tasks. See fwupdate.cfg (on page 549). 

 config.txt: 

This file is used for configuring device settings. See config.txt (on 
page 552). 

 devices.csv: 

This file is required only when there are device-specific settings to 
configure for multiple PX devices. See devices.csv (on page 554). 
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Raritan provides a Mass Deployment Utility, which helps you to quickly 
generate all configuration files for your PX. See Creating Configuration 
Files via Mass Deployment Utility (on page 555). 
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fwupdate.cfg 

The configuration file, fwupdate.cfg, is an ASCII text file containing 
key-value pairs, one per line.  

Each value in the file must be separated by a single = character, without 
any surrounding spaces. Keys are not case sensitive. 

This section only explains common options of the file.  

Note: To use any options developed after version 2.2.13, the firmware 
version running on your PX must be able to support them. 

 user 

 A required option. 

 Specify the name of a user account with Administrator Privileges. 

 For a PX with factory default configuration, set this option to admin. 

  password 

 A required option. 

 Specify the password of the specified admin user. 

 For a PX with factory default configuration, set this option to 
raritan. 

  logfile 

 Specify the name of a text file where the PX will append the log 
messages when interpreting the USB drive contents. 

 If the specified file does not exist in the USB drive, it will be 
automatically created. 

 If this option is not set, no log message are recorded. The 
disadvantage is that no feedback is available if the PX detects a 
problem with the USB drive contents. 

  firmware 

 Specify the name of a firmware binary file used to upgrade your PX. 

 The specified firmware file must be compatible with your PX and 
have an official Raritan signature. 

 If the specified firmware file is the same as the current firmware 
version of your PX, no firmware upgrade is performed unless you 
have set the option "force_update" to true. 

  force_update 

 If this option is set to true, the firmware upgrade is always 

performed even though your PX is running the same firmware 
version as the specified firmware file. 
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 This option CANNOT break other constraints like the minimum 
downgrade version. 

  config 

 Supported as of release 2.4.0. 

 Specify the name of the configuration file containing device settings. 

 The suggested filename is config.txt. See config.txt (on page 552). 

  device_list 

 Specify the name of the configuration file listing all PX devices to 
configure and their device-specific settings. 

 This file is required if any macros are used in the device 
configuration file "config.txt." 

 The suggested filename is devices.csv. See devices.csv (on page 
554). 

  match 

 Specify a match condition for identifying a line or a PX device in the 
device configuration file "devices.csv." 

The option's value comprises one word and one number as 
explained below: 

 The word prior to the colon is an identification property, which is 
either serial for serial number or mac for MAC address. 

 The number following the colon indicates a column in the 
devices.csv file. 

For example, mac:7 instructs the PX to search for the MAC address 
in the 7th column of the "devices.csv" file. 

 The default value is serial:1, making the PX search for its serial 

number in the first column. 

 This option is used only if the "device_list" option has been set. 

  collect_diag 

 If this option is set to true, the diagnostic data of the PX is 

downloaded to the USB drive. 

 The filename of the diagnostic data written into the USB drive varies, 
depending on the PX firmware version: 

 Filename prior to version 3.0.0: diag_<unit-serial>.zip, where 
<unit-serial> is the serial number of the PX. 

 Filename as of version 3.0.0: diag_<unit-serial>.tgz 
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 The PX utters a short beep when writing the diagnostic data to the 
USB drive. 

  factory_reset 

 Supported as of release 3.0.0. 

 If this option is set to true, the PX will be reset to factory defaults. 

 If the device configuration will be updated at the same time, the 
factory reset will be executed before updating the device 
configuration. 

  bulk_config_restore 

 Supported as of release 3.1.0. 

 Specify the name of the bulk configuration file used to configure or 
restore the PX. 

Note: See Saving the PX Configuration (on page 320) for 
instructions on generating a bulk configuration file. 

 Additional configuration keys set via the config.txt file will be applied 
after performing the bulk restore operation. 

 This option CANNOT be used with the option "full_config_restore." 

 If a firmware upgrade will be performed at the same time, you must 
generate the bulk configuration file based on the NEW firmware 
version instead of the current firmware version. 

  full_config_restore 

 Supported as of release 3.1.0. 

 Specify the name of the full configuration backup file used to restore 
the PX. 

Note: See Backup and Restore of PX Device Settings (on page 
322) for instructions on generating the full configuration backup file. 

 Additional configuration keys set via the config.txt file will be applied 
after performing the configuration restore operation. 

 This option CANNOT be used with the option "bulk_config_restore." 

 If a firmware upgrade will be performed at the same time, you must 
generate the full configuration backup file based on the NEW 
firmware version instead of the current firmware version. 
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config.txt 

To perform device configuration using a USB drive, you must: 

 Copy the device configuration file "config.txt" to the root directory of 
the USB drive. 

 Reference the "config.txt" file in the config option of the 
"fwupdate.cfg" file. See fwupdate.cfg (on page 549). 

The file, config.txt, is a text file containing a number of configuration keys 
and values to configure or update. 

This section only introduces the device configuration file in brief, and 
does not document all configuration keys, which vary according to the 
firmware version and your PX model. 

You can use Raritan's Mass Deployment Utility to create this file by 
yourself, or contact Raritan to get a device configuration file specific to 
your PX model and firmware version. 

 Regular configuration key syntax: 

 Each configuration key and value pair is in a single line as shown 
below: 

key=value 

Note: Each value in the file must be separated by a single = 
character, without any surrounding spaces. 

 As of release 3.1.0, multi-line values are supported by using the 
Here Document Syntax with a user-chosen delimiter. 

The following illustration declares a value in two lines. You can 
replace the delimiter EOF with other delimiter strings. 

 

key<<EOF 

value line 1 

value line 2 

EOF 

 

Note: The line break before the closing EOF is not part of the value. 
If a line break is required in the value, insert an additional empty line 
before the closing EOF. 
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 Special configuration keys: 

There are 3 special configuration keys that are prefixed with magic:. 

 A special key that sets a user account's password without 
knowing the firmware's internal encryption/hashing algorithms is 
implemented as of release 2.2.13.  

Example: 

magic:users[1].cleartext_password=joshua 

 

 Two special keys that set the SNMPv3 passphrases without 
knowing the firmware's internal encryption/hashing algorithms 
are implemented as of release 2.4.0. 

Examples: 

magic:users[1].snmp_v3.auth_phrase=swordfish 

magic:users[1].snmp_v3.priv_phrase=opensesame 

 To configure device-specific settings: 

1. Make sure the device list configuration file "devices.csv" is available 
in the USB drive. See devices.csv (on page 554) 

2. In the "config.txt" file, refer each device-specific configuration key to 
a specific column in the "devices.csv" file. The syntax is: ${column}, 
where "column" is a column number. 

Examples: 

network.interfaces[eth0].ipaddr=${2} 

pdu.name=${16} 
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devices.csv 

If there are device-specific settings to configure, you must create a 
device list configuration file - devices.csv, to store unique data of each 
PX. 

This file must be: 

 An excel file in the CSV format. 

 Copied to the root directory of the USB drive. 

 Referenced in the device_list option of the "fwupdate.cfg" file. See 
fwupdate.cfg (on page 549). 

Every PX identifies its entry in the "devicelist.csv" file by comparing its 
serial number or MAC address to one of the columns in the file. 

 Determine the column to identify PX devices: 

 By default, a PX searches for its serial number in the 1st column. 

 To override the default, set the match option in the "fwupdate.cfg"  
file to a different column.  

 Syntax: 

 Prior to release 3.1.0, only single-line values containing NO commas 
are supported. A comma is considered a field delimiter. 

For example: 

Value-1,Value-2,Value-3 

 As of release 3.1.0, values containing commas, line breaks or double 
quotes are all supported. The commas and line breaks to be 
included in the values must be enclosed in double quotes. Every 
double quote to be included in the value must be escaped with 
another double quote. 

For example: 

Value-1,"Value-2,with,three,commas",Value-3 

 

Value-1,"Value-2,""with""three""double-quotes",Valu

e-3 

 

Value-1,"Value-2 

with a line break", Value-3 
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Creating Configuration Files via Mass Deployment Utility 

The Mass Deployment Utility is an Excel file that lets you fill in basic 
information required for the three configuration files, such as the admin 
account and password.  

After entering required information, you can generate all configuration 
files with only one click, including fwupdate.cfg, config.txt and 
devices.csv. 

 To use the Mass Deployment Utility: 

1. Download the Mass Deployment Utility from the Raritan website. 

 The utility is named mass_deployment-xxx (where xxx is the 
version number). 

 It is available on the PX section of the Support page 
(http://www.raritan.com/support/). 

2. Make sure Microsoft Excel's security level has been set to Medium or 
the equivalent for executing unsigned macros of this utility. See the 
user documentation accompanying your Excel. 

3. Launch Excel to open this utility. 

Note: Other office suites, such as OpenOffice and LibreOffice, are 
not supported. 

4. Read the instructions in the 1st spreadsheet of the utility. 

5. Enter information in the 2nd and 3rd spreadsheets. 

 The 2nd spreadsheet contains information required for 
fwupdate.cfg and config.txt. 

 The 3rd spreadsheet contains device-specific information for 
devices.csv. 

6. Return to the 2nd spreadsheet to execute the export macro. 

a. In the Target Directory field, specify the folder where to generate 
the configuration files. For example, you can specify the 
connected USB drive. 

b. Click Export Lists to generate configuration files. 
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7. Verify that at least 3 configuration files are created - fwupdate.cfg, 
config.txt and devices.csv. You are ready to configure or upgrade 
any PX with these files. See Configuration or Firmware Upgrade 
with a USB Drive (on page 546). 

 

Firmware Upgrade via USB 

Firmware files are available on Raritan website's Support page 
(http://www.raritan.com/support/). 

Note that if the firmware file used for firmware upgrade is the same as 
the firmware version running on the PX, no firmware upgrade will be 
performed unless you have set the force_update option to true in the 
"fwupdate.cfg" file. See fwupdate.cfg (on page 549). 

 To use a USB drive to upgrade the PX: 

1. Copy the configuration file "fwupdate.cfg" and an appropriate 
firmware file to the root directory of the USB drive. 

2. Reference the firmware file in the image option of the "fwupdate.cfg" 
file. 

3. Plug the USB drive into the USB-A port on the PX. 

4. The PX performs the firmware upgrade.  

 On a PX3 Phase II model, the front panel display shows the 
firmware upgrade percentage. 

 On a PX3 Phase I model, the front panel display shows "FUP." 

Tip: You can remove the USB drive and plug it into another PX for 
firmware upgrade when the firmware upgrade message displays. 

5. It may take one to five minutes to complete the firmware upgrade, 
depending on your product. 

6. When the firmware upgrade finishes, the front panel display indicates 
the firmware upgrade result. 

 =-]  (happy smiley): Successful. 

 =-[  (sad smiley): Failed. Check the log file in the USB drive or 
contact Raritan Technical Support to look into the failure cause. 
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If a TFTP server is available, you can use it and appropriate 
configuration files to perform any or all of the following tasks for a large 
number of PX devices in the same network. 

 Initial deployment 

 Configuration changes 

 Firmware upgrade 

 Downloading diagnostic data 

This feature is drastically useful if you have hundreds or even thousands 
of PX devices to configure or upgrade. 

Warning: The feature of bulk configuration or firmware upgrade via 
DHCP/TFTP only works on standalone PX devices directly connected 
to the network. This feature does NOT work for slave devices in the 
USB-cascading configuration. 

 

Tip: For the other alternative, see Configuration or Firmware 
Upgrade with a USB Drive (on page 546). 

In This Chapter 

Bulk Configuration/Upgrade Procedure ................................................557 
TFTP Requirements ..............................................................................558 
DHCP IPv4 Configuration in Windows ..................................................559 
DHCP IPv6 Configuration in Windows ..................................................569 
DHCP IPv4 Configuration in Linux ........................................................576 
DHCP IPv6 Configuration in Linux ........................................................578 
 
 

Bulk Configuration/Upgrade Procedure 

The DHCP/TFTP feature is supported as of release 3.1.0 so make sure 
that all PX devices which you want to configure or upgrade are running 
firmware version 3.1.0 or later. 

 Steps of using DHCP/TFTP for bulk configuration/upgrade: 

1. Create configuration files specific to your PX models and firmware 
versions. See Configuration Files (on page 547) or contact Raritan 
Technical Support to properly prepare some or all of the following 
files: 

 fwupdate.cfg (always required) 

Appendix D Bulk Configuration or Firmware 
Upgrade via DHCP/TFTP 
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 config.txt 

 devices.csv 

Note: Supported syntax of "fwupdate.cfg" and "config.txt" may vary 
based on different firmware versions. If you have existing 
configuration files, it is suggested to double check with Raritan 
Technical Support for the correctness of these files prior to using this 
feature. 

2. Configure your TFTP server properly. See TFTP Requirements (on 
page 558). 

3. Copy ALL required configuration files into the TFTP root directory. If 
the tasks you will perform include firmware upgrade, an appropriate 
firmware binary file is also required. 

4. Properly configure your DHCP server so that it refers to the file 
"fwupdate.cfg" on the TFTP server for your PX.  

Click one or more of the following links for detailed DHCP 
configuration instructions, based on your system and the IP address 
type. 

 DHCP IPv4 Configuration in Windows (on page 559) 

 DHCP IPv6 Configuration in Windows (on page 569) 

 DHCP IPv4 Configuration in Linux (on page 576) 

 DHCP IPv6 Configuration in Linux (on page 578) 

5. Make sure all of the desired PX devices use DHCP as the IP 
configuration method and have been directly connected to the 
network. 

6. Re-boot these PX devices. The DHCP server will execute the 
commands in the "fwupdate.cfg" file on the TFTP server to configure 
or upgrade those PX devices supporting DHCP in the same network. 

DHCP will execute the "fwupdate.cfg" commands once for IPv4 and 
once for IPv6 respectively if both IPv4 and IPv6 settings are 
configured properly in DHCP. 

 

TFTP Requirements 

To perform bulk configuration or firmware upgrade successfully, your 
TFTP server must meet the following requirements: 

 The server is able to work with both IPv4 and IPv6.  

In Linux, remove any IPv4 or IPv6 flags from /etc/xinetd.d/tftp. 

Note: DHCP will execute the "fwupdate.cfg" commands once for 
IPv4 and once for IPv6 respectively if both IPv4 and IPv6 settings 
are configured properly in DHCP. 
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 All required configuration files are available in the TFTP root 
directory. See Bulk Configuration/Upgrade Procedure (on page 
557). 

If you are going to upload any PX diagnostic file or create a log file in the 
TFTP server, the first of the following requirements is also required. 

 The TFTP server supports the write operation, including file creation 
and upload. 

In Linux, provide the option "-c" for write support. 

 Required for uploading the diagnostic file only - the timeout for 
file upload is set to one minute or larger. 

 

DHCP IPv4 Configuration in Windows 

For those PX devices using IPv4 addresses, follow this procedure to 
configure your DHCP server. The following illustration is based on 
Microsoft® Windows Server 2012 system. 

 Required Windows IPv4 settings in DHCP: 

1. Add a new vendor class for Raritan PX under IPv4. 

a. Right-click the IPv4 node in DHCP to select Define Vendor 
Classes. 

b. Click Add to add a new vendor class. 

 

c. Specify a unique name for this vendor class and type the binary 
codes of "Raritan PDU 1.0" in the New Class dialog.  
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The vendor class is named "Raritan PDU" in this illustration. 

 

2. Define one DHCP standard option - Vendor Class Identifier. 

a. Right-click the IPv4 node in DHCP to select Set Predefined 
Options. 
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b. Select DHCP Standard Options in the "Option class" field, and 
Vendor Class Identifier in the "Option name" field. Leave the 
String field blank. 

 

3. Add three options to the new vendor class "Raritan PDU" in the 
same dialog. 
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a. Select Raritan PDU in the "Option class" field. 

 

b. Click Add to add the first option. Type "pdu-tftp-server" in the 
Name field, select IP Address as the data type, and type 1 in the 
Code field. 
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c. Click Add to add the second option. Type 
"pdu-update-control-file" in the Name field, select String as the 
data type, and type 2 in the Code field. 

 

d. Click Add to add the third one. Type "pdu-update-magic" in the 
Name field, select String as the data type, and type 3 in the 
Code field. 

 

4. Create a new policy associated with the "Raritan PDU" vendor class. 

a. Right-click the Policies node under IPv4 to select New Policy. 

b. Specify a policy name, and click Next.  
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The policy is named "PDU" in this illustration. 

 

c. Click Add to add a new condition. 
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d. Select the vendor class "Raritan PDU" in the Value field, click 
Add and then Ok. 

 

e. Click Next. 
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f. Select DHCP Standard Options in the "Vendor class" field, select 
"060 Vendor Class Identifier" from the Available Options list, and 
type "Raritan PDU 1.0" in the "String value" field. 
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g. Select the "Raritan PDU" in the "Vendor class" field, select "001 
pdu-tftp-server" from the Available Options list, and type your 
TFTP server's IPv4 address in the "IP address" field. 
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h. Select "002 pdu-update-control-file" from the Available Options 
list, and type the filename "fwupdate.cfg" in the "String value" 
field. 

 

i. Select "003 pdu-update-magic" from the Available Options list, 
and type any string in the "String value" field. This third 
option/code is the magic cookie to prevent the fwupdate.cfg 
commands from being executed repeatedly. It does NOT matter 
whether the IPv4 magic cookie is identical to or different from the 
IPv6 magic cookie. 

The magic cookie is a string comprising numerical and/or 
alphabetical digits in any format. In the following illustration 
diagram, it is a combination of a date and a serial number. 
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Important: The magic cookie is transmitted to and stored in PX at the 
time of executing the "fwupdate.cfg" commands. The DHCP/TFTP 
operation is triggered only when there is a mismatch between the 
magic cookie in DHCP and the one stored in PX. Therefore, you 
must modify the magic cookie's value in DHCP when intending to 
execute the "fwupdate.cfg" commands next time. 

 
 

DHCP IPv6 Configuration in Windows 

For those PX devices using IPv6 addresses, follow this procedure to 
configure your DHCP server. The following illustration is based on 
Microsoft® Windows Server 2012 system. 

 Required Windows IPv6 settings in DHCP: 

1. Add a new vendor class for Raritan PX under IPv6. 
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a. Right-click the IPv6 node in DHCP to select Define Vendor 
Classes. 

b. Click Add to add a new vendor class. 

 

c. Specify a unique name for the vendor class, type "13742" in the 
"Vendor ID (IANA)" field, and type the binary codes of "Raritan 
PDU 1.0" in the New Class dialog. 

The vendor class is named "Raritan PDU 1.0" in this illustration. 
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2. Add three options to the "Raritan PDU 1.0" vendor class. 

a. Right-click the IPv6 node in DHCP to select Set Predefined 
Options. 
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b. Select Raritan PDU 1.0 in the "Option class" field. 

 

c. Click Add to add the first option. Type "pdu-tftp-server" in the 
Name field, select IP Address as the data type, and type 1 in the 
Code field. 
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d. Click Add to add the second option. Type 
"pdu-update-control-file" in the Name field, select String as the 
data type, and type 2 in the Code field. 

 

e. Click Add to add the third one. Type "pdu-update-magic" in the 
Name field, select String as the data type, and type 3 in the 
Code field. 

 

3. Configure server options associated with the "Raritan PDU 1.0" 
vendor class. 

a. Right-click the Server Options node under IPv6 to select 
Configure Options. 

b. Click the Advanced tab. 
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c. Select "Raritan PDU 1.0" in the "Vendor class" field, select 
"00001 pdu-tftp-server" from the Available Options list, and type 
your TFTP server's IPv6 address in the "IPv6 address" field. 
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d. Select "00002 pdu-update-control-file" from the Available 
Options list, and type the filename "fwupdate.cfg" in the "String 
value" field. 

 

e. Select "00003 pdu-update-magic" from the Available Options list, 
and type any string in the "String value" field. This third 
option/code is the magic cookie to prevent the fwupdate.cfg 
commands from being executed repeatedly. It does NOT matter 
whether the IPv6 magic cookie is identical to or different from the 
IPv4 magic cookie. 

The magic cookie is a string comprising numerical and/or 
alphabetical digits in any format. In the following illustration 
diagram, it is a combination of a date and a serial number. 
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Important: The magic cookie is transmitted to and stored in PX at the 
time of executing the "fwupdate.cfg" commands. The DHCP/TFTP 
operation is triggered only when there is a mismatch between the 
magic cookie in DHCP and the one stored in PX. Therefore, you 
must modify the magic cookie's value in DHCP when intending to 
execute the "fwupdate.cfg" commands next time. 

 
 

DHCP IPv4 Configuration in Linux 

Modify the "dhcpd.conf" file for IPv4 settings when your DHCP server is 
running Linux. 

 Required Linux IPv4 settings in DHCP: 

1. Locate and open the "dhcpd.conf" file of the DHCP server. 

2. The PX will provide the following value of the vendor-class-identifier 
option (option 60).  

 vendor-class-identifier = "Raritan PDU 1.0" 
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Configure the same option in DHCP accordingly. The PX accepts the 
configuration or firmware upgrade only when this value in DHCP 
matches. 

3. Set the following three sub-options in the 
"vendor-encapsulated-options" (option 43). 

 code 1 (pdu-tftp-server) = the TFTP server's IPv4 address 

 code 2 (pdu-update-control-file) = the name of the control file 
"fwupdate.cfg" 

 code 3 (pdu-update-magic) = any string 

This third option/code is the magic cookie to prevent the 
fwupdate.cfg commands from being executed repeatedly. It does 
NOT matter whether the IPv4 magic cookie is identical to or 
different from the IPv6 magic cookie. 

The magic cookie is a string comprising numerical and/or 
alphabetical digits in any format. In the following illustration 
diagram, it is a combination of a date and a serial number. 

Important: The magic cookie is transmitted to and stored in PX at the 
time of executing the "fwupdate.cfg" commands. The DHCP/TFTP 
operation is triggered only when there is a mismatch between the 
magic cookie in DHCP and the one stored in PX. Therefore, you 
must modify the magic cookie's value in DHCP when intending to 
execute the "fwupdate.cfg" commands next time. 
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 IPv4 illustration example in dhcpd.conf: 

 
 

DHCP IPv6 Configuration in Linux 

Modify the "dhcpd6.conf" file for IPv6 settings when your DHCP server is 
running Linux. 

 Required Linux IPv6 settings in DHCP: 

1. Locate and open the "dhcpd6.conf" file of the DHCP server. 

2. The PX will provide the following values to the "vendor-class" option 
(option 16). Configure related settings in DHCP accordingly. 

 13742 (Raritan's IANA number) 

 Raritan PDU 1.0 

 15 (the length of the above string "Raritan PDU 1.0") 

3. Set the following three sub-options in the "vendor-opts" (option 17). 

 code 1 (pdu-tftp-server) = the TFTP server's IPv6 address 
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 code 2 (pdu-update-control-file) = the name of the control file 
"fwupdate.cfg" 

 code 3 (pdu-update-magic) = any string 

This third option/code is the magic cookie to prevent the 
fwupdate.cfg commands from being executed repeatedly. It does 
NOT matter whether the IPv6 magic cookie is identical to or 
different from the IPv4 magic cookie. 

The magic cookie is a string comprising numerical and/or 
alphabetical digits in any format. In the following illustration 
diagram, it is a combination of a date and a serial number. 

Important: The magic cookie is transmitted to and stored in PX at the 
time of executing the "fwupdate.cfg" commands. The DHCP/TFTP 
operation is triggered only when there is a mismatch between the 
magic cookie in DHCP and the one stored in PX. Therefore, you 
must modify the magic cookie's value in DHCP when intending to 
execute the "fwupdate.cfg" commands next time. 

 IPv6 illustration example in dhcpd6.conf: 
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You can use either the reset button or the command line interface (CLI) 
to reset the PX. 

Important: Exercise caution before resetting the PX to its factory defaults. 

This erases existing information and customized settings, such as user 

profiles, threshold values, and so on. Only active energy data and 

firmware upgrade history are retained. 

In This Chapter 

Using the Reset Button..........................................................................580 
Using the CLI Command .......................................................................581 
 
 

Using the Reset Button 

An RS-232 serial connection to a computer is required for using the reset 
button. 

 To reset to factory defaults using the reset button: 

1. Connect a computer to the PX device. See Connecting the PX to a 
Computer (on page 18). 

2. Launch a terminal emulation program such as HyperTerminal, Kermit, 
or PuTTY, and open a window on the PX. For information on the 
serial port configuration, see Step 2 of Initial Network 
Configuration via CLI (on page 23). 

3. Press (and release) the Reset button of the PX device while pressing 
the Esc key of the keyboard several times in rapid succession. A 
prompt (=>) should appear after about one second. 

4. Type defaults to reset the PX to its factory defaults. 

5. Wait until the Username prompt appears, indicating the reset is 
complete. 

These diagrams show the reset button on Zero U models. 

PX3 Phase II models: 

 

Appendix E Resetting to Factory Defaults 
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PX3 Phase I models: 

 

Note: HyperTerminal is available on Windows operating systems prior to 
Windows Vista. For Windows Vista or later versions, you may use 
PuTTY, which is a free program you can download from the Internet. See 
PuTTY's documentation for details on configuration. 
 

Using the CLI Command 

The Command Line Interface (CLI) provides a reset command for 
restoring the PX to factory defaults. For information on CLI, see Using 
the Command Line Interface (on page 359). 

 To reset to factory defaults after logging in to the CLI: 

1. Connect to the PX device. See Logging in to CLI (on page 360) or 
Connecting the PX to a Computer (on page 18). 

2. Launch a terminal emulation program such as HyperTerminal, Kermit, 
or PuTTY, and open a window on the PX. For information on the 
serial port configuration, see Step 2 of Initial Network 
Configuration via CLI (on page 23). 

3. Log in to the CLI by typing the user name "admin" and its password. 

4. After the # system prompt appears, type either of the following 
commands and press Enter. 

# reset factorydefaults 

       -- OR -- 

# reset factorydefaults /y 

5. If you entered the command without "/y" in Step 4, a message 
appears prompting you to confirm the operation. Type y to confirm 
the reset. 

6. Wait until the Username prompt appears, indicating the reset is 
complete. 
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 To reset to factory defaults without logging in to the CLI: 

The PX provides an easier way to reset the product to factory defaults in 
the CLI prior to login. 

1. Connect to the PX and launch a terminal emulation program as 
described in the above procedure. 

2. At the Username prompt in the CLI, type "factorydefaults" and press 
Enter. 

Username: factorydefaults 

3. Type y on a confirmation message to perform the reset. 
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You can perform a Secure Copy (SCP) command to update the PX 
firmware, do bulk configuration, or back up and restore the configuration. 

In This Chapter 

Firmware Update via SCP.....................................................................583 
Bulk Configuration via SCP ...................................................................584 
Backup and Restore via SCP................................................................585 
 
 

Firmware Update via SCP 

Same as any PX firmware update, all user management operations are 
suspended and all login attempts fail during the SCP firmware update. 
For details, see Firmware Update via Web Interface (on page 342). 

Warning: Do NOT perform the firmware upgrade over a wireless 
network connection. 

 To update the firmware using the SCP command: 

1. Type the following SCP command and press Enter. 

scp <firmware file> <user name>@<device ip>:/fwupdate 

 

 <firmware file> is the PX firmware's filename. If the firmware file 
is not in the current directory, you must include the path in the 
filename. 

 <user name> is the "admin" or any user profile with the Firmware 
Update permission. 

 <device ip> is the IP address of the PX that you want to update. 

2. When the system prompts you to enter the password for the 
specified user profile, type it and press Enter. 

3. The system transmits the specified firmware file to the PX, and 
shows the transmission speed and percentage. 

4. When the transmission is complete, it shows the following message, 
indicating that the PX starts to update its firmware now. Wait until the 
upgrade completes. 

Starting firmware update. The connection will be closed 

now. 

Appendix F Available SCP Commands 
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 SCP command example: 

scp  pdu-px2-030000-41270.bin  

admin@192.168.87.50:/fwupdate 

 

Tip: The PSCP works in a similar way to the SCP so the PSCP syntax is 
similar. 
pscp <firmware file> <user name>@<device ip>:/fwupdate 
 

Bulk Configuration via SCP 

Like performing bulk configuration via the web interface, there are two 
steps with the bulk configuration using the SCP commands: 

a. Save a configuration from a source PX. 

b. Copy the configuration file to one or multiple destination PX. 

For detailed information on the bulk configuration requirements, see 
Bulk Configuration (on page 319). 

 To save the configuration using the SCP command: 

1. Type the following SCP command and press Enter. 

scp <user name>@<device ip>:/bulk_config.xml 

 

 <user name> is the "admin" or any user profile with the 
administrator privileges. 

 <device ip> is the IP address of the PX that you want to update. 

2. Type the password when the system prompts you to type it. 

3. The system saves the configuration from the PX to a file named 
"bulk_config.xml." 

 To copy the configuration using the SCP command: 

1. Type the following SCP command and press Enter. 

scp bulk_config.xml <user name>@<device 

ip>:/bulk_restore 

 

 <user name> is the "admin" or any user profile with the 
administrator privileges. 

 <device ip> is the IP address of the PX that you want to update. 

2. Type the password when the system prompts you to type it. 
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3. The system copies the configuration included in the file 
"bulk_config.xml" to another PX, and displays the following message. 

Starting restore operation. The connection will be 

closed now. 

 SCP command examples: 

 Save operation's example: 

scp  admin@192.168.87.50:/bulk_config.xml 

 Copy operation's example: 

scp  bulk_config.xml 

admin@192.168.87.47:/bulk_restore 

 

Tip: The PSCP works in a similar way to the SCP so its syntax is similar. 
Save operation -- pscp <user name>@<device 
ip>:/bulk_config.xml 

Copy operation -- pscp bulk_config.xml <user name>@<device 
ip>:/bulk_restore 
 

Backup and Restore via SCP 

To back up ALL settings of a PX, including device-specific settings, you 
should perform the backup operation instead of the bulk configuration. 

You can restore all settings to previous ones after a backup file is 
available. 

 To back up the settings using the SCP command: 

1. Type the following SCP command and press Enter. 

scp <user name>@<device ip>:/backup_settings.xml 

 

 <user name> is the "admin" or any user profile with the 
administrator privileges. 

 <device ip> is the IP address of the PX that you want to update. 

2. Type the password when the system prompts you to type it. 

3. The system saves the settings from the PX to a file named 
"backup_settings.xml." 

 To restore the settings using the SCP command: 

1. Type the following SCP command and press Enter. 

scp backup_settings.xml <user name>@<device 

ip>:/settings_restore 
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 <user name> is the "admin" or any user profile with the 
administrator privileges. 

 <device ip> is the IP address of the PX that you want to update. 

2. Type the password when the system prompts you to type it. 

3. The system copies the configuration included in the file 
"backup_settings.xml" to the PX, and displays the following 
message. 

Starting restore operation. The connection will be 

closed now. 

 SCP command examples: 

 Backup example: 

scp  admin@192.168.87.50:/backup_settings.xml 

 Settings restoration example: 

scp  backup_settings.xml 

admin@192.168.87.50:/settings_restore 

 

Tip: The PSCP works in a similar way to the SCP so its syntax is similar. 
Backup operation -- pscp <user name>@<device 
ip>:/backup_settings.xml 

Restoration operation -- pscp backup_settings.xml <user 
name>@<device ip>:/settings_restore 
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PX models with residual current monitoring (RCM) detect and report 
residual current - abnormal flow of current into the protective earth 
conductor. 

Residual current is a safety issue since electrocution is possible if the 
rack or any device within it is touched. 

Warning: PX RCM cannot disconnect power to stop residual current 
flow. Devices like RCD and GFI disconnect power when residual 
current is detected, but the PX with RCM are NOT RCD or GFI 
protected devices. 

 

In This Chapter 

RCM Current Sensor .............................................................................587 
RCM State Sensor.................................................................................588 
Compliance with IEC 62020 ..................................................................589 
RCM Self-Test .......................................................................................590 
Web Interface Operations for RCM .......................................................590 
Front Panel Operations for RCM...........................................................593 
RCM SNMP Operations ........................................................................597 
CLI Operations for RCM........................................................................598 
 
 

RCM Current Sensor 

The RCM current sensor detects current imbalance which indicates 
current is flowing to ground. The sensor cannot determine the exact 
location. It just reports the sum of all residual current in the PDU and 
devices plugged into it. 

Most equipment leaks a small amount of current and the UL/IEC 60950-1 
standard for IT equipment permits up to 3mA. The RCM reports the sum 
so if twenty plugged-in devices - each leaking 1mA, the RCM sensor 
reports 20mA. 
 

Appendix G PX Models with Residual Current 
Monitoring 
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RCM State Sensor 

The RCM state sensor reports events based on residual current 
thresholds or RCM self-test failure. 

RCM state Description 

Normal Residual current is within normal range. 

Warning Residual current is above warning level. 

Critical Residual current is above critical level. In addition to an event, 
the CRITICAL state causes the PX front panel to display a 
special error message. 

Self-test active RCM diagnostics are running. 

Failure RCM current sensor has malfunctioned. Contact Raritan 
Technical Support. 

Note: The factory default is to disable the Warning state. To define and 
enable this state, see Setting RCM Current Thresholds (on page 592). 
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Compliance with IEC 62020 

IEC 62020 is an international standard for Residual Current Monitors. All 
PX with RCM are IEC 62020 compliant. 

IEC 62020 uses the term rated residual operating current (IΔn) to specify 
residual current, equal to or above which causes an alarm. IEC 62020 
recommends preferred values 6mA, 10mA, 30mA, 100mA, 300mA and 
500mA. In the PX with RCM, IΔn is specified using the Critical Rated 
Residual Operating Current threshold. 

Note: The PX triggers events when residual current values are above 
(but not equal to) thresholds. For example, you would set the critical 
threshold to 29mA to specify the IEC 62020 IΔn of 30mA. 

IEC 62020 uses the term residual non-operating current (IΔno) to specify 
residual current, below which does not cause an alarm. IEC 62020 
specifies IΔno be no higher than 0.5 IΔn. In PX with RCM, IΔno is set 
using the RCM Deassertion Hysteresis and this value must be no higher 
than 0.5 the RCM critical threshold. 

PX with RCM allows you to establish an optional WARNING state, which 
is not part of the IEC 62020 specification. PX RCM remains IEC 62020 
compliant when the RCM deassertion hysteresis is configured properly. 

IEC 62020 specification PX with RCM characteristics 

Method of operation Dependent on line voltage. RCM only functions if 
line voltage is present. 

Type of installation PX with flexible line cords and plugs are for mobile 
installation and corded connection. 

Current paths 1-phase PX are two current paths RCM. 

3-phase 3W+PE are three current paths RCM. 

3-phase 4W+PE are four current paths RCM. 

Ability to adjust residual 
operating current 

Adjustable. 

Adjustable time delay Non-adjustable time delay. 

Protection against external 
influence 

Enclosed-type RCM. 

Method of mounting Panel board type RCM. 

Method of connection Not associated with mechanical mounting. 

Connection of load 
conductors 

Monitored line is directly connected. 

Fault indicating means Visual, with other output signals. 
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IEC 62020 specification PX with RCM characteristics 

Ability to directly 
discriminate 

Directionally non-discriminating. 

Rated residual operating 
current 

0.5A (highest value). 

Residual currents with 
direct current components 

Type A. 

 

 

RCM Self-Test 

PX with RCM have a built-in self-test feature that performs these 
functions: 

 When residual current is less than 3mA, 15mA is momentarily added 
to determine whether the low reading is due to a faulty sensor. The 
residual current added is done in a safe manner which does not run 
current into ground or pose operator risk. 

 The RCM state sensor changes to SELF-TEST and then back to its 
original state if self-test passes, or to the FAILURE state if self-test 
fails. These state changes are useful to verify your monitoring 
systems (SNMP, syslog, or email) are correctly set up to receive PX 
event notifications. 

Note: If self-test fails, the FAILURE state persists until another self-test 
runs and passes. 
 

Web Interface Operations for RCM 

The RCM is a PX inlet sensor. To view, configure or run self-test, click 
the Inlet icon in the PX Explorer pane. 
 

Checking RCM State and Current 

A section titled 'Residual Current Monitor' is available on the Inlet page, 
showing both the present RCM state and residual current. 

 To check RCM state and current on the Inlet page: 

1. Click Inlet I1 in the PX Explorer pane, and the Inlet I1 page opens in 
the right pane. 

2. Locate the Residual Current Monitor section on the Inlet I1 page. 

 RCM State: There are five states - Normal, Warning, Critical, 
Self-test active and Failure. See RCM State Sensor (on page 
588) for information on these states. 
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 Residual Operating Current: The magnitude of residual current 
detected. 

 

Note: To determine the RCM's normal, warning and critical levels, 
configure the RCM current thresholds. See Setting RCM Current 
Thresholds (on page 592). 
 

RCM Critical State Alarm 

When a PX device's RCM enters the Critical state, the PX beeps and this 
alarm is displayed in the Alerted Sensors section of the Dashboard page. 

 

Number Description 

 The magnitude of residual current reported by the RCM 
current sensor. 

 Critical state reported by the RCM state sensor. 
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Setting RCM Current Thresholds 

The RCM current thresholds define the critical, warning and normal 
range of residual current. 

 To configure the RCM current thresholds and  run self-test: 

 

1. Click Inlet I1 to open the Inlet page. 

2. Click Setup to set up RCM thresholds. 

3. Residual current greater than this value triggers Critical RCM state. 

4. Enable or disable the RCM critical threshold. 

5. Residual current greater than this value triggers Warning RCM state. 

6. Enable or disable the RCM warning threshold. 

7. Residual current decrease to end Warning or Critical RCM state. 

8. Click 'Self test' to run RCM self-test. 
 

Scheduling RCM Self-Test 

You can have the PX run RCM self-test automatically at a regular time 
interval or on a specific date and time. See Scheduling an Action (on 
page 262) for the procedure and select "Start residual current monitor 
self test" to create the scheduled RCM self-test action. 
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Disabling or Enabling Front Panel RCM Self-Test 

You can enable or disable the function of performing the RCM self-test 
by operating the front panel buttons. By default, this function is enabled. 

 To disable or enable the front panel RCM self-test: 

1. Choose Device Settings > Security > Front Panel Permissions. The 
Front Panel Permissions dialog appears. 

2. Do either of the following: 

 To disable this function, deselect the "Perform RCM self-test" 
checkbox. 

 To enable this function, select the "Perform RCM self-test" 
checkbox. 

3. Click OK. 
 

Front Panel Operations for RCM 

The front panel LCD display shows an alarm message when the RCM 
enters the critical state. Besides, you can operate the LCD display to 
check the RCM status. 

This section introduces the RCM information shown on the LCD display 
of a PX3 phase II model only. 

Note: For the RCM information shown on a PX3 phase I mode's LCD 
display, see RCM Information (on page 617). 
 

LCD Message for RCM Critical State 

In the RCM critical state, the PDU beeps and the LCD display indicates 
the RCM critical state. 

The RCM alarm information continues to display as long as RCM is in a 
critical state. 

 RCM alarm information in the critical state: 

1. The LCD display shows two types of information for the inlet with the 
RCM alarm: 

 RCM State: Critical. 
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 Residual Current: Residual current value in Amps. 

 

If your PX has more than one inlet, only the inlet which has the RCM 
alarm enters the critical state. 

2. If needed, you can press  to perform RCM self-test for this inlet. 
For details, see steps 4 to 5 in the topic titled Running RCM 
Self-Test (on page 595). 

 

Checking RCM States on Phase II Models 

PX3 phase II models allow you to retrieve RCM information from the 
LCD display even though there is no RCM alarm. 

Note: A PX3 phase I model does NOT support this function. 

 To check RCM information: 

1. Press  or  to access the Main Menu (on page 76). 

2. Press  or  to select "Residual Current", and press . 

3. The LCD display shows two types of information for Inlet 1. 

 RCM state: Normal or Warning. 
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 RCM reading: Residual current value in Amps. 

 

If your PX has more than one inlet, a list of inlets is displayed, along 
with each inlet's RCM state and reading. 

4. To return to the Main Menu, press . 
 

Displaying the RCM Current 

The RCM reading of each inlet is shown along with the RCM status of 
each inlet. See Checking RCM States on Phase II Models (on page 
594). 

 

 

Running RCM Self-Test 

You can perform the RCM self-test by operating the front panel buttons. 

To disable or enable this front panel function, see Disabling or 
Enabling Front Panel RCM Self-Test (on page 593). By default, this 
function is enabled. 

 To run RCM self-test: 

1. Press  or  to access the Main Menu (on page 76). 

2. Press  or  to select "Residual Current," and press . 

3. The LCD display shows the RCM information for the inlet(s). 

4. Press  to perform RCM self-test on the selected inlet. 

 If your PDU has multiple inlets, press  or  to select the 

desired inlet and press . 
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5. A confirmation message displays. By default, Yes is selected. 

 To execute the RCM self-test, press . 

 To cancel the RCM self-test, do either of the following: 

- Press  . 

- Press  or  to select No and then press . 

 

6. After completing the RCM self-test, the LCD display indicates the 
RCM self-test result: passed or failed. 

 

7. Press  or  to return to the RCM information page. 

8. Do one of the following: 
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 To perform RCM self-test for additional inlets, press  or  
to select a different inlet and repeat the same steps. 

 To return to the Main Menu, press . 
 

 

RCM SNMP Operations 

Make sure you have the correct version of SNMP MIB. The PX supports 
the RCM feature as of firmware version 2.5.20. See Downloading 
SNMP MIB (on page 356) for details. 
 

RCM Trap 

An InletSensorStateChange trap is sent when the RCM state sensor 
changes. InletSensorStateChange is the generic trap sent for all inlet 
sensors. The specific trap for RCM has the object typeOfSensor set to 
27. Included with the trap are measurementsInletSensorValue (the 
residual current value) and measurementsInletSensorState (the RCM 
state that caused the trap). 
 

RCM Residual Current and State Objects 

The inletSensorMeasurementsTable contains entries for RCM residual 
current and states. 

Use index sensorType = 26 to retrieve the row for residual current. 
Column measurementsInletSensorValue contains the residual current. 

Use index sensorType = 27 to retrieve the row for RCM state. Column 
measurementsInletSensorState contains the RCM state enumeration 
value. 
 

Setting RCM Thresholds 

The inletSensorConfigurationTable contains a row for configuring RCM 
thresholds. Use index sensorType = 26 to reference the row. Columns 
inletSensorUpperWarningThreshold, inletSensorUpperCriticalThreshold 
and inletSensorHysteresis set values for RCM warning, critical and 
deassertion hysteresis respectively. 

Note: The PX triggers events when residual current values are above 
(but not equal to) thresholds. For example, you would set the critical 
threshold to 29mA to specify the IEC 62020 IΔn of 30mA. See 
Compliance with IEC 62020 (on page 589). 
 

Running RCM Self-Test 

To initiate RCM self-test using SNMP, set column rcmState to value 29 
in table rcmSelfTestTable. 
 



Appendix G: PX Models with Residual Current Monitoring 
 

598
 

 

CLI Operations for RCM 

For information on using the CLI, see Using the Command Line 
Interface (on page 359). 
 

Showing Residual Current Monitor Information 

This command syntax shows the residual current monitoring (RCM) 
information, which is only available on the models with RCM. The 
information displayed include the RCM current, state and thresholds. 

# show residualCurrentMonitor <n> 

 

Variables: 

 <n> is one of the options: all, or a number. 

Option Description 

all Displays the RCM information of all inlets. 

Tip: You can also type the command without 
adding this option "all" to get the same data. 

A specific inlet 
number 

Displays the RCM information of the specified inlet 
only. 

An inlet number needs to be specified only when 
there are more than 1 inlet on your PDU. 

 

 

Setting RCM Current Thresholds 

Warning Rated Residual Operating Current is the upper warning 
threshold of the PX RCM sensor, and Critical Rated Residual Operating 
Current is the upper critical threshold of the RCM sensor. These 
thresholds are set in the configuration mode. See Entering 
Configuration Mode (on page 397). 

Note: A residual current sensor's LOWER warning and LOWER critical 
thresholds do NOT affect the operations of the RCM state sensor so you 
can ignore them. 

 To configure the RCM's Critical level: 
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config:# residualCurrentMonitor <n> criticalRatedResidualOperatingCurrent <value> 

Note: The PX triggers events when residual current values are above 
(but not equal to) thresholds. For example, you would set the critical 
threshold to 29mA to specify the IEC 62020 IΔn of 30mA. See 
Compliance with IEC 62020 (on page 589). 

 To configure the RCM's Warning level: 
 

config:# residualCurrentMonitor <n> warningRatedResidualOperatingCurrent <value> 

 To configure the RCM's deassertion hysteresis: 
 

config:# residualCurrentMonitor <n> deassertionHysteresis <hy_value> 

 

Variables: 

 <n> is the number of the inlet where the desired RCM current sensor 
is mounted. For a single-inlet PDU, this number is always 1. 

 <value> is one of the options: enable, disable or a numeric value 
measured in amperes. 

Option Description 

enable Enables the specified RCM current threshold for 
the specified inlet. 

disable Disables the specified RCM current threshold for 
the specified inlet. 

A numeric 
value 

Sets a value for the specified RCM current 
threshold of the specified inlet and enables this 
threshold simultaneously. 

Note that this value is measured in A, not mA. 
Therefore, to set the value to 6mA, type 0.006. 

 <hy_value> is a numeric value measured in amperes (A), not 
milliamperes (mA). For example, to set the value to 15mA, type 
0.015. 
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Setting Front Panel RCM Self-Test 

You can enable or disable the front panel RCM self-test function via CLI 
in addition to the web interface. 

 To enable the front panel RCM self-test: 

# security frontPanelPermissions add rcmSelfTest 

 To disable the front panel RCM self-test: 

# security frontPanelPermissions remove rcmSelfTest 

 
 

Running RCM Self-Test 

You can perform RCM self-test for a specific inlet via CLI. After the 
self-test finishes, the test result is shown: pass or fail. 

 To perform RCM self-test: 

# rcm selfTest inlet <n> 

 

Variables: 

 <n> is the inlet's number. For a single-inlet PDU, <n> is always 1. 
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The following diagram shows the character LCD display panel on a Zero 
U PX3 Phase I model. 

 

The LCD display can show the reading or status of different components 
on the PX, or the PX's MAC address and IP address. 

It consists of: 

 A character LCD display 

 Control buttons 

In This Chapter 

Overview of the Character LCD Display ............................................... 601 
Control Buttons ..................................................................................... 602 
Operating the Character LCD Display .................................................. 603 

 
 

Overview of the Character LCD Display 

Different types of information are shown in different sections of the 
character LCD display. The diagram indicates the sections.  

 

Section Information shown 

 The selected mode and target, such as INLET 1, 
OUTLET 1, SENSOR 1, SENSOR 2, and so on. 

Appendix H PX3 Phase I LCD Display 
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Section Information shown 

 The following information is displayed: 

 Readings, data or state of the selected target. 

 During the firmware upgrade, "FUP" is displayed. 

 Two types of information may be displayed: 

 The "ALARM" status of the selected target. 

 The selected inlet line number if your PX is a 3-phase 
model. 

 The measurement unit of the displayed data, such as % 

or . 

 This section indicates: 

 The Asset Sensor mode if an asset sensor has been 
connected to the PX. 

 The device's USB-cascading state - MASTER or 
SLAVE. If it is a standalone device, neither MASTER 
nor SLAVE is displayed. 

Note: During the firmware upgrade, some PX models may show bx in the 

section 1 to indicate the relay or meter board numbered x is being 

updated. 
 

Control Buttons 

There are four control buttons. 

 

 Up and Down buttons for selecting a specific target, which can be an 
inlet, outlet, overcurrent protector, environmental sensor or a device 
setting 

 MODE button for switching between various modes, including: 

- Inlet mode 

- Outlet mode 

- Overcurrent Protector mode 

- Device mode 

- Sensor mode 

- Asset Sensor mode, indicated by the word ASSET, for showing the 
asset sensor information 
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See Overview of the Character LCD Display (on page 601) for 
details. 

 FUNC (Function) button for switching between different data of the 
selected target, such as the current, voltage or power readings of a 
particular outlet 

 

Operating the Character LCD Display 

After powering on or resetting this product, the LCD display panel shows 
the current reading of OUTLET 1 by default before you select a different 
target. 
 

Outlet Information 

The Outlet mode is displayed as "OUTLET" on the LCD display. By 
default the PX displays the current reading of OUTLET 1. 

Below illustrates the outlet information shown on the LCD display. 

 

Section Example information 

 The selected target is OUTLET 3. 

 This outlet's current reading is 2 amps. 

 The word "MASTER" indicates the PX is the master 
device in a USB-cascading configuration. See 
Cascading the PX via USB (on page 29). 

Note: For a standalone PX, this word is NOT displayed. 
For a slave device, it shows "SLAVE" instead. 

 The measurement unit is A (Amp), indicating that the 
reading is the RMS current. 

 To display a single-phase outlet's information: 

1. By default this product enters the Outlet mode. If not, press the 
MODE button until the word "OUTLET" is displayed. 

2. In the Outlet mode, press the Up or Down button until the desired 
outlet's number is displayed at the top of the LCD display. 

3. Press the FUNC button to switch between voltage, active power and 
current readings of the selected target. 
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 A is displayed for the current reading. A means Amp. 

 V is displayed for the voltage reading. V means Volt. 

 W is displayed for the power reading. W means Watt. 

If the word "ALARM" appears below the reading, it means the 
currently displayed reading already reaches or crosses the upper or 
lower thresholds. 

 To display a 3-phase outlet's information 

1. In the Outlet mode, press the Up or Down button until the desired 
3-phase outlet is selected. 

2. While that 3-phase outlet is being selected, press the Up or Down 
button to switch between each line, indicated as L1, L2 or L3 at the 
bottom of the display. 

3. When the desired line is being displayed, press the FUNC button to 
switch between voltage, active power and current readings of this 
particular line. 

 A is displayed for the current reading. A means Amp. 

 V is displayed for the voltage reading. V means Volt. When 
voltage is selected, L1-L2, L2-L3, or L3-L1 is displayed at the 
bottom of the display. 

 W is displayed for the power reading. W means Watt. 

4. To show the unbalanced load and active power of this 3-phase outlet, 
do the following: 

a. Switch to the current reading of L1. 

b. Press the Down button until '%' or 'W' is displayed to the right of 
the display. Make sure NONE of the lines (L1, L2, L3, L1-L2, 
L2-L3 or L3-L1) is displayed at the bottom of the display. 

 Unbalanced load - % is displayed for the unbalanced current 
value. 

 Active power - W is displayed for the power reading. W 
means Watt. 
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Inlet Information 

The Inlet mode is displayed as "INLET" on the LCD display. Below 
illustrates the inlet information shown on the LCD display. 

 

Section Example information 

 The selected target is INLET 1. 

 This inlet's L1 current reading is 23 amps. 

 The selected inlet line is L1. 

 The word "MASTER" indicates the PX is the master 
device in a USB-cascading configuration. See 
Cascading the PX via USB (on page 29). 

Note: For a standalone PX, this word is NOT displayed. 
For a slave device, it shows "SLAVE" instead. 

 The measurement unit is A (ampere). 

 To display an inlet's information: 

1. Press the MODE button until the term "INLET" is displayed. 

2. On a multi-inlet model, press the Up or Down button until the desired 
inlet's number is displayed at the top. 

3. If your PX is a 3-phase model, the selected inlet line is indicated 
below the reading. Press the Up or Down button until the desired 
inlet line's number (L1, L2, L3, L1-L2, L2-L3 or L3-L1) is shown. 

4. Press the FUNC button to switch between voltage, active power and 
current readings of the selected target. 

 A is displayed for the current reading. A means Amp. 

 V is displayed for the voltage reading. V means Volt. 

 W is displayed for the power reading. W means Watt. 

If the word "ALARM" appears below the reading, it means the 
currently displayed reading already reaches or crosses the upper or 
lower thresholds. 
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 To display the unbalanced load and active power of a 3-phase 
inlet: 

1. Switch to the current reading of any inlet line. 

2. Press the Up or Down button until "W" or "%" is displayed to the right 
of the LCD display. Make sure NONE of the inlet's line number is 
displayed at the bottom of the display. 

 Unbalanced load - % is displayed for the unbalanced current 
value. 

 Active power - W is displayed for the power reading. W means 
Watt. 

 
 

Overcurrent Protector Information 

The Overcurrent Protector mode is displayed as either "CB" or "FUSE" 
on the LCD display, which varies according to the type of overcurrent 
protector implemented on your PX. CB refers to the circuit breaker and 
FUSE refers to the fuse. 

Below illustrates an overcurrent protector's information. 

 

Section Example information 

 The selected target is the second circuit breaker (CB 2). 

 This circuit breaker's current reading is 0 amps. 

 The word "CLOSE" indicates that the state of the 
selected circuit breaker is closed. 

 The word "MASTER" indicates the PX is the master 
device in a USB-cascading configuration. See 
Cascading the PX via USB (on page 29). 

Note: For a standalone PX, this word is NOT displayed. 
For a slave device, it shows "SLAVE" instead. 

 The measurement unit is A (Amp), indicating that the 
reading is the current. 
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 To display the overcurrent protector information: 

1. Press the MODE button until the word "CB" or "FUSE" is displayed. 

2. In the Overcurrent Protector mode, press the Up or Down button until 
the desired overcurrent protector's number is displayed at the top of 
the LCD display. 

3. Check the reading and the text shown below the reading: CLOSE or 
OPEN. 

 CLOSE: The selected circuit breaker is closed, or the selected 
fuse is normal. 

 OPEN: The selected circuit breaker is open, or the selected fuse 
has burned out. When this occurs, the term CbE is displayed in 
place of the reading and a blinking word "ALARM" appears next 
to the word OPEN. 

 
 

IPv4 Address 

The IP address is available in the Device mode, which is indicated by the 
alphabet 'd' shown at the top of the LCD display. Note that the LCD 
display only shows the IPv4 address (if available). 

Below illustrates the IP address information. 

 

Section Example information 

 "d" means the LCD display has entered the Device 
mode. 

 The LCD display is showing 192, which is one of the four 
IP address octets. It will cycle through four octets. 

 "i4" indicates that the IP address shown on the LCD 
display is an IPv4 address. 
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Section Example information 

 The word "MASTER" indicates the PX is the master 
device in a USB-cascading configuration. See 
Cascading the PX via USB (on page 29). 

Note: For a standalone PX, this word is NOT displayed. 
For a slave device, it shows "SLAVE" instead. 

If you connect your PX to the wireless network, a Wi-Fi icon is displayed 
at the bottom-right corner. 

 

 To display the IPv4 address: 

1. Press the MODE button to enter the Device mode, indicated by an 
alphabet "d" at the top left of the display. 

2. The LCD display cycles between the four octets of the IPv4 address, 
indicated by "i4" at the upper right corner of the display. 

For example, 192.168.84.4 cycles in this sequence: 

192 --> 168 --> 84 --> 4 

 
 

MAC Address 

This product's MAC address is retrievable by operating the LCD display.  

Below illustrates the MAC address information. 
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Section Example information 

 "d" means the LCD display has entered the Device 
mode. 

 "M" indicates that the displayed information is the MAC 
address. 

 The word "MASTER" indicates the PX is the master 
device in a USB-cascading configuration. See 
Cascading the PX via USB (on page 29). 

Note: For a standalone PX, this word is NOT displayed. 
For a slave device, it shows "SLAVE" instead. 

 The LCD display is showing "03," which is part of the 
MAC address. 

 To display the MAC address: 

1. Press the MODE button to enter the Device mode, indicated by a 'd' 
in at the top left of the display. 

2. Press the FUNC button until the MAC address is displayed. The 
character "M" appears in the left side of the LCD display. 

3. The MAC address is displayed as "M:XX", where XX are two digits of 
the MAC address. The LCD will cycle through the MAC address from 
the first two digits to the final two. 

For example, if the MAC address is 00:0d:5d:03:5E:1A, the LCD 
display shows the following information one after another: 

M 00 --> M:0d --> M:5d --> M:03 --> M:5E --> M:1A 

Note that 'M' is NOT followed by the colon symbol when showing the 
first two digits of the MAC address. 

 
 

Outlet Switching 

This section applies to outlet-switching capable models only. 

You can turn on or off any outlet using the LCD display in the outlet 
switching mode. To do this, you must first enable the front panel outlet 
control function. See Enabling Front Panel Outlet Switching (on page 
224). 

 To turn on or off an outlet: 

1. Press the MODE button until the LCD display enters the outlet 
switching mode, which is indicated by the power state of OUTLET 1. 
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 When outlet 1 has been powered on, the word 'on' is displayed 
as shown below. 

 

 When outlet 1 has been powered off, the word "oFF" is displayed 
instead. 

2. Press the Up or Down button to select the desired outlet. The 
selected outlet's number is displayed at the top of the LCD display. 

3. Press the FUNC button to to perform the outlet switching operation. 
The LCD display cycles between two messages as shown in the two 
diagrams below. In the following diagrams, X represents the selected 
outlet's number. 

           

To cancel the outlet switching operation, press the FUNC button 
again. 

4. To turn on the outlet, press the Up button. The "on?" confirmation 
message displays. 

 

To turn off the outlet, press the Down button. The "oF?" confirmation 
message displays. 
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5. Press the same button as step 4 again to confirm the operation. 

Note: If you press a different button in this step, for example, pressed 
the Down button in step 4 but the Up button in step 5, the outlet 
switching operation is not confirmed and the LCD display will return 
to the messages in step 3. 

6. The outlet switching operation is confirmed now and the LCD display 
indicates the latest power state of the selected outlet. 

 on: The outlet has been turned on. 

 oFF: The outlet has been turned off. 

7. You can verify the power state of the selected outlet by checking its 
LED color. Green indicates the power off state and red indicates the 
power on state. 

 

Environmental Sensor Information 

The environmental sensor mode is displayed as "SENSOR" on the LCD 
display. Basic information about a specific environmental sensor is 
available, including the sensor's reading or state, X, Y, Z coordinates and 
its serial number. 

Below illustrates the environmental sensor information. 

 

Number Example information 

 The selected target is the environmental sensor whose ID 
number is 9 (SENSOR 9). 

 The selected environmental sensor's reading is 22 . 

 The word "MASTER" indicates the PX is the master 
device in a USB-cascading configuration. See Cascading 
the PX via USB (on page 29). 

Note: For a standalone PX, this word is NOT displayed. 
For a slave device, it shows "SLAVE" instead. 
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Number Example information 

 The measurement unit is  (degrees in Celsius). 

 To display the environmental sensor information: 

1. Press the MODE button until this product enters the Sensor mode, 
as indicated by "SENSOR" at the top of the LCD display. 

2. Press the Up or Down button until the desired environmental 
sensor's ID number is displayed.  

3. For example, "SENSOR 1" refers to the sensor #1 listed on the PX 
web interface. 

4.  The LCD display shows the reading or state of the selected sensor 
in the middle of the LCD display. 

 When showing a numeric sensor's reading, the appropriate 
measurement unit is displayed to the right of the reading. 

Measurement 
units 

Sensor types 

% A relative humidity sensor 

 A temperature sensor 

m/s An air flow sensor 

Pa An air pressure sensor 

NO measurement 
units 

For an "absolute" humidity sensor, the 
measurement unit is g/m3, which cannot be 
displayed on the LCD. 

 Available states for a discrete sensor: 

States Description 

nor The sensor is in the normal state. 

ALA The sensor enters the alarmed state. 

This state is accompanied with the word "ALARM" 
below it. 

 Available states for a dry contact signal actuator (DX sensor 
series): 

States Description 

On The actuator is turned on. 

Off The actuator is turned off. 
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Note: Numeric sensors show both numeric readings and sensor 
states to indicate environmental or internal conditions while discrete 
(on/off) sensors show sensor states only to indicate state changes. 

5. Press the FUNC button to show the sensor's port position. There are 
two types of information. 

 P:n (where n is the SENSOR port's number): This information 
indicates the SENSOR port number. 

 C:x (where x is the sensor's position in a sensor chain): This 
information indicates the sensor's position in a chain, which is 
available for DPX2, DPX3 and DX sensors only. The LCD 
display will cycle between the port information (P:n) and chain 
position information (C:x). 

Note that if the DPX3-ENVHUB4 sensor hub is used to connect 
the DPX2, DPX3 or DX sensors, the chain position information 
(C:x) is displayed twice - the first one indicates the sensor hub's 
chain position, which is always C:1, and the second one indicates 
the sensor's chain position. 

6. Press the FUNC button to display the X, Y and Z coordinates of the 
sensor respectively. 

 X coordinate is shown as "x:NN," where NN are the first two 
numeric digits entered for the X coordinate in the web interface. 

 Y coordinate is shown as "y:NN," where NN are the first two 
numeric digits entered for the Y coordinate in the web interface. 

 Z coordinate is shown as "z:NN," where NN are the first two 
numeric digits entered for the Z coordinate in the web interface. 

If one or both of the first two digits for a specific coordinate are 
alphabetical characters, these alphabetical characters are replaced 
with dashes (-). 

7. Press the FUNC button to display the serial number of the sensor, 
which is shown as "s:XX," where XX are two digits of the serial 
number. The LCD will cycle through the serial number from the first 
two digits to the final two. 

For example, if the serial number is AE17A00022, the LCD display 
shows the following information one after another: 

s:AE --> s:17 --> s:A0 --> s:00 --> s:22 

Note: Some alphabets cannot be properly displayed due to the LCD 
display restriction. For example, Q looks like 9, Z looks like 2, and M 

looks like . Check the sensor's label or the web interface when 
you have doubts. 

 



Appendix H: PX3 Phase I LCD Display 
 

614
 

 

Asset Sensor Information 

If there is any asset sensor connected to the PX, you can enter the Asset 
Sensor mode to show the asset tag state of each rack unit on the asset 
sensor. For the Raritan asset sensor, a rack unit refers to a tag port. 

When there are no asset sensors connected, this mode is not available. 

Below illustrates the asset sensor information. 

 

 

Section Example information 

 "1" refers to the asset sensor connected to the first 
FEATURE port. 

 This symbol  indicates that you can switch between 
diverse rack units now by pressing the Up or Down 
button. 

 "30" indicates that the selected target is the 30th rack 
unit. 

 The word "MASTER" indicates the PX is the master 
device in a USB-cascading configuration. See 
Cascading the PX via USB (on page 29). 

Note: For a standalone PX, this word is NOT displayed. 
For a slave device, it shows "SLAVE" instead. 

 "ASSET" means that the LCD display enters the Asset 
Sensor mode. 

 To display the asset management information: 

1. Press the MODE button until the PX enters the Asset Sensor mode, 
as indicated by "ASSET" to the right of the LCD.  

2. By default the PX selects the asset sensor connected to the first 
FEATURE port so it shows "1" at the top. Because the PX has only 
one FEATURE port, "1" is the only option. 
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3. Press the FUNC button. When a blinking double-arrow symbol  
appears to the left of the LCD display, press the Up or Down button 
to select the desired rack unit on the asset sensor. The rack unit 
number appears in the middle of the LCD display. 

Note: Press and hold the Up or Down button for at least two (2) 
seconds to quickly move through several items at once. 

 If the word "ALARM" appears below the rack unit number, it 
means no asset tag is physically connected to that rack unit. 

 If the word "ALARM" does NOT appear, it means a connected 
asset tag is detected on the rack unit. 

 

USB-Cascaded Device's Position 

A cascaded device's position is available by operating the LCD display. 
For information on the USB-cascading configuration, see Cascading the 
PX via USB (on page 29). 

Below illustrates a slave device's position. 

 

Section Example information 

 "d" means the LCD display has entered the Device 
mode. 

 "CA" indicates that the USB-cascading information is 
being displayed. 

 "SLAVE" indicates that this PX is a slave device. 

Note: For a master device, it shows the word "MASTER" 
instead. 

 The number 1 means the device position is Slave 1. 

 To retrieve the device's USB-cascading position information: 

1. Press the MODE button to enter the Device mode, indicated by a 'd' 
in at the top left of the display. 

2. Press the FUNC button until "CA" is displayed at the top right of the 
display. 
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3. The device's position is represented by any number defined below: 

Number Device position 

0 Master device 

1 Slave 1 

2 Slave 2 

3 Slave 3 

4 Slave 4 

5 Slave 5 

6 Slave 6 

7 Slave 7 

Note 1: For a standalone PX, its position is the number 0, but the word 
"MASTER" is NOT shown on the LCD display. 

 

Note 2: If reversing or disconnecting the USB cable from a slave device, 
causing the slave device to become a master or standalone device, you 
must plug an Ethernet cable to it to update its USB-cascading status. 
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RCM Information 

If your PX3 phase I model supports residual current monitoring (RCM), 
this information is available in the front panel LCD display. For more 
information on RCM, see PX Models with Residual Current 
Monitoring (on page 587). 

The front panel LCD display shows an alarm message when the RCM 
enters the critical state. Besides, you can operate the LCD display to 
check the RCM status. 

This section introduces the RCM information shown on the LCD display 
of a PX3 phase I model only. 

Note: For the RCM information shown on a PX3 phase II mode's LCD 
display, see Front Panel Operations for RCM (on page 593). 

 RCM alarm information in the critical state: 

In the RCM critical state, the PDU beeps and the LCD display indicates 
the RCM critical state. 

The RCM alarm information continues to display as long as RCM is in a 
critical state. The following RCM alarm messages are displayed one by 
one in the critical state. 

rCA --> rCA --> Residual current value (mA) 

The diagram below illustrates the RCM alarm on the LCD display. 

 

 To display the RCM current: 

1. Press the MODE button until the term "INLET" is displayed. 

2. Verify the LCD is showing the inlet's current, which is indicated by 
the presence of the letter "A." If not, switch to current by pressing the 
FUNC button. 

3. Depending on the type of your PX, the procedure to display the 
residual current slightly differs. 

 Single-phase PDU: Press the Up or Down button until the word 
"LEAK" displays. 

 3-phase PDU: Press the Up button until the word "LEAK" 
displays. 
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Below illustrates the residual current information shown on the LCD 
display. 

 

Section Example information 

 The inlet containing RCM sensor is INLET 1. 

 This residual current is 0 mA. 

 ALARM always displays for residual current sensor. 

 LEAK always displays for residual current sensor. 

 Measurement units are mA. 

 To run RCM self-test: 

1. Press the MODE button until the LCD alternates between "SLF" and 
"tSt," which means SELF TEST. 

2. Press the FUNC button to start RCM self-test. 

3. The LCD shows dash symbols during RCM self-test. 

4. Upon completion, RCM self-test results are displayed for 30 seconds, 
or until you press any button. 

 PAS: Self-test passed. 

 FAL: Self-test failed (the PX also beeps). 

Below illustrates the RCM self-test mode. 

 

Section Example information 

 The inlet containing RCM sensor is INLET 1. 
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Section Example information 

 The LCD alternates between "SLF" and "tSt" to indicate 
that this is self-test mode. 

 ALARM always displays for residual current sensor. 

 LEAK always displays for residual current sensor. 

Note: To disable or enable this front panel function, see Disabling or 
Enabling Front Panel RCM Self-Test (on page 593). By default, this 
function is enabled. 
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This section provides an LDAP example for illustrating the configuration 
procedure using Microsoft Active Directory® (AD). To configure LDAP 
authentication, four main steps are required: 

a. Determine user accounts and roles (groups) intended for the PX 

b. Create user groups for the PX on the AD server 

c. Configure LDAP authentication on the PX device 

d. Configure roles on the PX device 

Important: Raritan disables SSL 3.0 and uses TLS for releases 3.0.4, 

3.0.20 and later releases due to published security vulnerabilities in SSL 

3.0. Make sure your network infrastructure, such as LDAP and mail 

services, uses TLS rather than SSL 3.0. 

In This Chapter 

Step A. Determine User Accounts and Roles .......................................620 
Step B. Configure User Groups on the AD Server................................621 
Step C. Configure LDAP Authentication on the PX Device...................622 
Step D. Configure Roles on the PX Device...........................................624 
 
 

Step A. Determine User Accounts and Roles 

Determine the user accounts and roles (groups) that are authenticated 
for accessing the PX. In this example, we will create two user roles with 
different permissions. Each role (group) will consist of two user accounts 
available on the AD server. 

User roles User accounts (members) 

usera PX_User 

pxuser2 

userb PX_Admin 

pxuser 

 

Group permissions: 

 The PX_User role will have neither system permissions nor outlet 
permissions. 

 The PX_Admin role will have full system and outlet permissions. 
 

Appendix I LDAP Configuration Illustration 
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Step B. Configure User Groups on the AD Server 

You must create the groups (roles) for the PX on the AD server, and then 
make appropriate users members of these groups. 

In this illustration, we assume: 

 The groups (roles) for the PX are named PX_Admin and PX_User. 

 User accounts pxuser, pxuser2, usera and userb already exist on the 
AD server. 

 To configure user groups on the AD server: 

1. On the AD server, create new groups -- PX_Admin and PX_User. 

Note: See the documentation or online help accompanying Microsoft 
AD for detailed instructions. 

2. Add the pxuser2 and usera accounts to the PX_User group. 

3. Add the pxuser and userb accounts to the PX_Admin group. 

4. Verify whether each group comprises correct users. 
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Step C. Configure LDAP Authentication on the PX Device 

You must enable and set up LDAP authentication properly on the PX 
device to use external authentication. 

In the illustration, we assume: 

 The DNS server settings have been configured properly. See 
Modifying Network Settings (on page 134) and Role of a DNS 
Server (on page 140). 

 The AD server's domain name is techadssl.com, and its IP address 
is 192.168.56.3. 

 The AD protocol is NOT encrypted over TLS. 

 The AD server uses the default TCP port 389. 

 Anonymous bind is used. 

 To configure LDAP authentication: 

1. Choose Device Settings > Security > Authentication. The 
Authentication Settings dialog appears. 

2. Select the LDAP radio button to activate the LDAP/LDAPS 
authentication. 

3. Click New to add an LDAP/LDAPS AA server. The "Create new 
LDAP Server Configuration" dialog appears. 

4. Provide the PX with the information about the AD server. 

 IP Address / Hostname - Type the domain name 
techadssl.com or IP address 192.168.56.3. 

Important: Without the TLS encryption enabled, you can type either 
the domain name or IP address in this field, but you must type the 
fully qualified domain name if the TLS encryption is enabled. 

 Use settings from LDAP server - Leave the checkbox deselected. 

 Type of LDAP Server - Select "Microsoft Active Directory" from 
the drop-down list. 

 Security - Select "None" since the TLS encryption is not applied 
in this example. 

 Port (None/StartTLS) - Ensure the field is set to 389. 

 Port (TLS) and CA Certificate - Skip the two fields since the TLS 
encryption is not enabled. 

 Use Bind Credentials - Do NOT select this checkbox because 
anonymous bind is used. 

 Bind DN, Bind Password and Confirm Bind Password -- Skip the 
three fields because anonymous bind is used. 
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 Base DN for Search - Type dc=techadssl,dc=com as the 
starting point where your search begins on the AD server. 

 Login Name Attribute - Ensure the field is set to 
sAMAccountName because the LDAP server is Microsoft Active 
Directory. 

 User Entry Object Class - Ensure the field is set to user because 
the LDAP server is Microsoft Active Directory. 

 User Search Subfilter - The field is optional. The subfilter 
information is also useful for filtering out additional objects in a 
large directory structure. In this example, we leave it blank. 

 Active Directory Domain - Type techadssl.com. 

 

5. Click OK. The LDAP server is saved. 
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6. Click OK. The LDAP authentication is activated. 

Note: If the PX clock and the LDAP server clock are out of sync, the 
installed TLS certificates, if any, may be considered expired. To ensure 
proper synchronization, administrators should configure the PX and the 
LDAP server to use the same NTP server(s). 
 

Step D. Configure Roles on the PX Device 

A role on the PX device determines the system and outlet permissions. 
You must create the roles whose names are identical to the user groups 
created for the PX on the AD server or authorization will fail. Therefore, 
we will create the roles named PX_User and PX_Admin on the PDU. 

In this illustration, we assume: 

 Users assigned to the PX_User role can view settings only, but they 
can neither configure PX nor access the outlets. 

 Users assigned to the PX_Admin role have the Administrator 
permissions so they can both configure PX and access the outlets. 

 To create the PX_User role with appropriate permissions 
assigned: 

1. Choose User Management > Roles. The Manage Roles dialog 
appears. 

Tip: You can also access the Manage Roles dialog by clicking the 
Manage Roles button in the Edit User 'XXX' dialog. 

2. Click New. The Create New Role dialog appears. 

3. Type PX_User in the Role Name field. 

4. Type a description for the PX_User role in the Description field. In 
this example, we type "The role can only view PX settings" to 
describe the role. 

5. Click the Privileges tab to select "Unrestricted View Privileges," 
which includes all View permissions. The "Unrestricted View 
Privileges" permission lets users view all settings without the 
capability to configure or change them. 

a. Click Add. The "Add Privileges to new Role" dialog appears. 

b. Select the permission "Unrestricted View Privileges" from the 
Privileges list. 
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c. Click Add. 

 

6. Click OK. The PX_User role is created. 

 

7. Keep the Manage Roles dialog opened to create the PX_Admin role. 

 To create the PX_Admin role with full permissions assigned: 

1. Click New. The Create New Role dialog appears. 

2. Type PX_Admin in the Role Name field. 



Appendix I: LDAP Configuration Illustration 
 

626
 

 

3. Type a description for the PX_Admin role in the Description field. In 
this example, we type "The role includes all privileges" to describe 
the role. 

4. Click the Privileges tab to select the Administrator permission. The 
Administrator permission allows users to configure or change all PX 
settings. 

a. Click Add. The "Add Privileges to new Role" dialog appears. 

b. Select the permission named Administrator Privileges from the 
Privileges list. 

c. Click Add. 
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5. Click OK. The PX_Admin role is created. 

 

6. Click Close to quit the dialog. 
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In This Chapter 

Returning User Group Information ........................................................628 
Setting the Registry to Permit Write Operations to the Schema ...........629 
Creating a New Attribute .......................................................................629 
Adding Attributes to the Class ...............................................................630 
Updating the Schema Cache.................................................................632 
Editing rciusergroup Attributes for User Members ................................632 
 
 

Returning User Group Information 

Use the information in this section to return User Group information (and 
assist with authorization) once authentication is successful.  
 

From LDAP/LDAPS 

When an LDAP/LDAPS authentication is successful, the PX determines 
the permissions for a given user based on the permissions of the user's 
role. Your remote LDAP server can provide these user role names by 
returning an attribute named as follows: 

rciusergroup attribute type: string 

This may require a schema extension on your LDAP/LDAPS server. 
Consult your authentication server administrator to enable this attribute. 

In addition, for Microsoft® Active Directory®, the standard LDAP 
memberOf is used. 
 

From Microsoft Active Directory 

Note: This should be attempted only by an experienced Active Directory® 
administrator. 

Returning user role information from Microsoft's® Active Directory for 
Windows 2000® operating system server requires updating the 
LDAP/LDAPS schema. See your Microsoft documentation for details. 

1. Install the schema plug-in for Active Directory. See Microsoft Active 
Directory documentation for instructions. 

2. Run Active Directory Console and select Active Directory Schema. 
 

Appendix J Updating the LDAP Schema 
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Setting the Registry to Permit Write Operations to the Schema 

To allow a domain controller to write to the schema, you must set a 
registry entry that permits schema updates. 

 To permit write operations to the schema: 

1. Right-click the Active Directory® Schema root node in the left pane of 
the window and then click Operations Master. The Change Schema 
Master dialog appears. 

 

2. Select the "Schema can be modified on this Domain Controller" 
checkbox. Optional 

3. Click OK. 
 

Creating a New Attribute 

 To create new attributes for the rciusergroup class: 

1. Click the + symbol before Active Directory® Schema in the left pane 
of the window. 

2. Right-click Attributes in the left pane. 
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3. Click New and then choose Attribute. When the warning message 
appears, click Continue and the Create New Attribute dialog 
appears. 

 

4. Type rciusergroup in the Common Name field. 

5. Type rciusergroup in the LDAP Display Name field. 

6. Type 1.3.6.1.4.1.13742.50 in the Unique x5000 Object ID field. 

7. Type a meaningful description in the Description field. 

8. Click the Syntax drop-down arrow and choose Case Insensitive 
String from the list. 

9. Type 1 in the Minimum field. 

10. Type 24 in the Maximum field. 

11. Click OK to create the new attribute. 
 

Adding Attributes to the Class 

 To add attributes to the class: 

1. Click Classes in the left pane of the window. 
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2. Scroll to the user class in the right pane and right-click it. 

 

3. Choose Properties from the menu. The user Properties dialog 
appears. 

4. Click the Attributes tab to open it. 

5. Click Add. 
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6. Choose rciusergroup from the Select Schema Object list. 

 

7. Click OK in the Select Schema Object dialog. 

8. Click OK in the User Properties dialog. 
 

Updating the Schema Cache 

 To update the schema cache: 

1. Right-click Active Directory® Schema in the left pane of the window 
and select Reload the Schema. 

2. Minimize the Active Directory Schema MMC (Microsoft® 
Management Console) console. 

 

Editing rciusergroup Attributes for User Members 

To run the Active Directory® script on a Windows 2003® server, use the 
script provided by Microsoft® (available on the Windows 2003 server 
installation CD). These scripts are loaded onto your system with a 
Microsoft® Windows 2003 installation. ADSI (Active Directory Service 
Interface) acts as a low-level editor for Active Directory, allowing you to 
perform common administrative tasks such as adding, deleting, and 
moving objects with a directory service. 

 To edit the individual user attributes within the group 
rciusergroup: 

1. From the installation CD, choose Support > Tools. 

2. Double-click SUPTOOLS.MSI to install the support tools. 
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3. Go to the directory where the support tools were installed. Run 
adsiedit.msc. The ADSI Edit window opens. 

 

4. Open the Domain. 

5. In the left pane of the window, select the CN=Users folder. 
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6. Locate the user name whose properties you want to adjust in the 
right pane. Right-click the user name and select Properties. 

7. Click the Attribute Editor tab if it is not already open. Choose 
rciusergroup from the Attributes list. 

 

8. Click Edit. The String Attribute Editor dialog appears. 

9. Type the user role (created in the PX) in the Edit Attribute field. Click 
OK. 
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This section provides illustrations for configuring RADIUS authentication. 
One illustration is based on the Microsoft® Network Policy Server (NPS), 
and the other is based on a non-Windows RADIUS server, such as 
FreeRADIUS. 

The following steps are required for any RADIUS authentication: 

1. Configure RADIUS authentication on the PX device. See Adding 
RADIUS Server Settings (on page 203). 

2. Configure roles on the PX device. See Creating a Role (on page 
174). 

3. Configure your RADIUS server. See Microsoft Network Policy 
Server (on page 635) or Non-Windows RADIUS Server (on page 
659). 

In This Chapter 

Microsoft Network Policy Server ........................................................... 635 
Non-Windows RADIUS Server ............................................................. 659 

 
 

Microsoft Network Policy Server 

In this Microsoft NPS illustration, we assume that the NPS is running on 
the Windows 2008 system. 

Three major steps are required for configuring Windows 2008 NPS: 

a. Add your PX device to NPS as a RADIUS client 

b. Configure connection request policies on NPS 

c. Configure a vendor-specific attribute on NPS 

Some configuration associated with Microsoft Active Directory (AD) is 
also required for RADIUS authentication. See AD-Related 
Configuration (on page 656). 
 

Appendix K RADIUS Configuration Illustration 
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Step A: Add Your PX as a RADIUS Client 

The RADIUS implementation on a PX follows the standard RADIUS 
Internet Engineering Task Force (IETF) specification so you must select 
"RADIUS Standard" as its vendor name when configuring the NPS 
server. 

In this illustratrion, we assume: 

 IP address of your PX: 192.168.56.29 

 RADIUS authentication port specified for PX: 1812 

 RADIUS accounting port specified for PX: 1813 

 To add your PX to the RADIUS NPS: 

1. Choose Start > Administrative Tools > Network Policy Server. The 
Network Policy Server console window opens. 
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2. Right-click NPS (Local), and select Properties. 

 

Verify the authentication and accounting port numbers shown in the 
properties dialog are the same as those specified on your PX. In this 
example, they are 1812 and 1813. Then close this dialog. 
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3. Under "RADIUS Clients and Servers," right-click RADIUS Client and 
select New RADIUS Client. The New RADIUS Client dialog appears. 

 

4. Do the following to add your PX to NPS: 

a. Verify the "Enable this RADIUS client" checkbox is selected. 

b. Type a name for identifying your PX in the "Friendly name" field. 

c. Type 192.168.56.29 in the "Address (IP or DNS)" field. 

d. Select RADIUS Standard in the "Vendor name" field. 

e. Select the Manual radio button. 
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f. Type the shared secret in the "Shared secret" and "Confirm 
shared secret" fields. The shared secret must be the same as 
the one specified on your PX. 

 

5. Click OK. 
 

Step B: Configure Connection Request Policies 

You need to configure the following for connection request policies: 

a. IP address or host name of the PX 
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b. Connection request forwarding method 

c. Authentication method(s) 

d. Standard RADIUS attributes 

In the following illustration, we assume: 

 Local NPS server is used 

 IP address of your PX: 192.168.56.29 

 RADIUS protocol selected on your PX: CHAP 

 Existing role of your PX: Admin 

 To configure connection request policies: 

1. Open the NPS console, and expand the Policies folder. 
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2. Right-click Connection Request Policies and select New. The New 
Connection Request Policy dialog appears. 

 

3. Type a descriptive name for identifying this policy in the "Policy 
name" field. 
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 You can leave the "Type of network access server" field to the 
default -- Unspecified. 
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4. Click Next to show the "Specify Conditions" screen. Click Add. 

 

5. The "Select condition" dialog appears. Click Add. 
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6. The NAS IPv4 Address dialog appears. Type the PX IP address -- 
192.168.56.29, and click OK. 

 

7. Click Next in the New Connection Request Policy dialog. 

 

8. Select "Authenticate requests on this server" because a local NPS 
server is used in this example. Then click Next. 



 Appendix K: RADIUS Configuration Illustration  

 
645

 

Note: Connection Request Forwarding options must match your 
environment. 

 

9. When the system prompts you to select the authentication method, 
select the following two options: 

 Override network policy authentication settings 

 CHAP -- the PX uses "CHAP" in this example 
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Note: If your PX uses PAP, then select "PAP." 
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10. Select Standard to the left of the dialog and then click Add. 
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11. Select Filter-Id from the list of attributes and click Add. 
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12. In the Attribute Information dialog, click Add. 

 

13. Select String, type Raritan:G{Admin} in the text box, and then click 
OK. 
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Admin inside the curved brackets {} is the existing role on the PX. It 
is recommended to use the Admin role to test this configuration. The 
role name is case sensitive. 
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14. The new attribute is added. Click OK. 
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15. Click Next to continue.  
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16. A summary showing connection request policy settings is displayed. 
Click Finish to close the dialog. 
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Step C: Configure a Vendor-Specific Attribute 

You must specify a vendor-specific attribute (VSA) for Raritan on 
Windows 2008 NPS. Raritan's vendor code is 13742. 

In the following illustration, we assume: 

 There are three roles available on your PX: Admin, User, and 
SystemTester. 

 To configure VSA: 

1.  Open the NPS console, and expand the Policies folder. 

 

2. Select Connection Request Policies and double-click the policy 
where you want to add a custom VSA. The policy's properties dialog 
appears. 

3. Click the Settings tab. 

4. Select Vendor Specific, and click Add. The Add Vendor Specific 
Attribute dialog appears. 

5. Select Custom in the Vendor field, and click Add. The Attribute 
Information dialog appears. 

6. Click Add, and the Vendor-Specific Attribute Information dialog 
appears.  

7. Click "Enter Vendor Code" and type 13742. 

8. Select "Yes, it conforms" to indicate that the custom attribute 
conforms to the RADIUS Request For Comment (RFC). 

9. Click Configure Attribute, and then: 
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a. Type 26 in the "Vendor-assigned attribute number" field. 

b. Select String in the "Attribute format" field. 

c. Type Raritan:G{Admin User SystemTester} in the "Attribute 
value" field. In this example, three roles are specified inside the 
curved brackets {} -- Admin, User and SystemTester. 

Note that different roles must be separated with a space. 

10. Click OK. 
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AD-Related Configuration 

When RADIUS authentication is intended, make sure you also configure 
the following settings related to Microsoft Active Directory (AD): 

 Register the NPS server in AD 

 Configure remote access permission for users in AD 

The NPS server is registered in AD only when NPS is configured for the 
FIRST time and user accounts are created in AD. 

If CHAP authentication is used, you must enable the following feature for 
user accounts created in AD: 

 Store password using reversible encryption 

Important: Reset the user password if the password is set before you 

enable the "Store password using reversible encryption" feature. 

 To register NPS: 

1. Open the NPS console. 

2. Right-click NPS (Local) and select "Register server in Active 
Directory." 
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3. Click OK, and then OK again. 

 
 

 

 To grant PX users remote access permission: 

1. Open Active Directory Users and Computers. 

2. Open the properties dialog of the user whom you want to grant the 
access permission. 
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3. Click the Dial-in tab and select the "Allow access" checkbox. 

 

 To enable reversible encryption for CHAP authentication: 

1. Open Active Directory Users and Computers.  

2. Open the properties dialog of the user that you want to configure. 
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3. Click the Account tab and select the "Store password using 
reversible encryption" checkbox. 

 
 

Non-Windows RADIUS Server 

For a non-Windows RADIUS server, such as FreeRADIUS, a 
vendor-specific dictionary file is required.  
 

Dictionary File 

Create a vendor-specific dictionary file for Raritan and add the following 
information to it. Raritan's vendor code is 13742. 
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# -*- text -*- 

# 

# dictionary.raritan 

# 

# 

# Version: $Id$ 

# 

VENDOR  Raritan    13742 

# 

# Standard attribute 

# 

BEGIN-VENDOR Raritan 

 

ATTRIBUTE  Raritan-Vendor-Specific  26 string 

 

END-VENDOR Raritan 

 

Note that "string" in the above contents must be replaced by 
Raritan:G{roles}, where "roles" are one or multiple roles to which 
the user belongs. For more details, see Format of the "string" (on page 
660). 
 

Format of the "string" 

The format of string in the dictionary file is: 

Raritan:G{roles} 

"roles" inside the curved brackets {} are role names, which comprise one 
or multiple roles to which the user belongs. 

Multiple role names are separated with a space.  

 Example: 

If the user has three roles -- Admin, User and SystemTester, then type: 

Raritan:G{Admin User SystemTester} 
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Therefore, in Raritan's dictionary file, the attribute line is like the 
following: 

 

ATTRIBUTE Raritan-Vendor-Specific 26 Raritan:G{Admin User SystemTester} 
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Locking Outlets and Cords 

In addition to the cable retention clips, Raritan also provides other 
approaches to secure the connection of the power cords from your IT 
equipment to the Raritan PDUs, including: 

 SecureLock™ outlets and cords 

 Button-type locking outlets 

Note that NOT all Raritan PDUs are implemented with any of the above 
locking outlets. 
 

SecureLock™ Outlets and Cords 

SecureLock™ is an innovative mechanism designed by Raritan, which 
securely holds C14 or C20 plugs that are plugged into Raritan PDUs in 
place. This method requires the following two components: 

 Raritan PDU with SecureLock™ outlets, which have a latch slot inside 
either side of the outlet. 

 SecureLock™ cords, which is a power cord with a locking latch on 
each side of its plug. The following diagram illustrates such a plug. 

 

Appendix L Additional PX Information 
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Item Description 

A Latches on the SecureLock™ cord's plug 

Only specific PDUs are implemented with the SecureLock™ mechanism. 
If your PDU does not have this design, do NOT use the SecureLock™ 
cords with it. 

Tip: The SecureLock™ outlets can accept regular power cords for power 
distribution but the SecureLock™ mechanism does not take effect. 

 To lock a power cord using the SecureLock™ mechanism: 

1. Verify that the SecureLock™ cord you purchased meets your needs. 

 The cords' female socket matches the power socket type (C14 or 
C20) on your IT equipment. 

 The cord's male plug matches the outlet type (C13 or C19) on 
your PDU. 

2. Connect the SecureLock™ cord between the IT equipment and your 
PDU. 

 Plug the female socket end of the cord into the power socket of 
the desired IT equipment. 

 Plug the male plug end of the cord into the appropriate 
SecureLock™ outlet on the PDU. Push the plug toward the outlet 
until you hear the click, which indicates the plug's latches are 
snapped into the latch slots of the outlet. 

 To remove a SecureLock™ power cord from the PDU: 

1. Press and hold down the two latches on the cord's plug as illustrated 
in the diagram below. 

 

2. Unplug the cord now. 
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Button-Type Locking Outlets 

A button-type locking outlet has a button on it. Such outlets do not 
require any special power cords to achieve the locking purpose. All you 
need to do is simply plug a regular power cord into the locking outlet and 
the outlet automatically locks the cord. 

 To remove a power cord from the locking outlet: 

1. Press and hold down the tiny button on the outlet. Depending on the 
outlet type, the button location differs. 

 

 

2. Unplug the power cord now. 
 

Unbalanced Current Calculation 

Unbalanced current information is available on 3-phase models only. 
This section explains how the PX calculates the unbalanced current 
percentage. 

 Calculation: 

1. Calculate the average current of all 3 lines. 

Average current = (L1+L2+L3) / 3 

 

2. Calculate each line's current unbalance by having each line current 
subtracted and divided with the average current. 

L1 current unbalance = (L1 - average current) / average 

current 

L2 current unbalance = (L2 - average current) / average 

current 

L3 current unbalance = (L3 - average current) / average 

current 
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3. Determine the maximum absolute value among three lines' current 
unbalance values. 

Maximum (|L1 current unbalance|, |L2 current unbalance|, 

|L3 current unbalance|) 

 

4. Convert the maximum value to a percentage. 

Unbalanced load percent = 100 * maximum current unbalance 

 Example: 

 Each line's current: 

L1 = 5.5 amps 

L2 = 5.2 amps 

L3 = 4.0 amps 

 

 Average current: (5.5+5.2+4.0) / 3 = 4.9 amps 

 

 L1 current unbalance: (5.5 - 4.9) / 4.9 = 0.1224 

 L2 current unbalance: (5.2 - 4.9) / 4.9 = 0.0612 

 L3 current unbalance: (4.0 - 4.9) / 4.9 = -0.1837 

 

 Maximum current unbalance: 

Maximum (|0.1224|, |0.0612|, |-0.1837|) = 0.1837 

 

 Current unbalance converted to a percentage:  

100 * (0.1837) = 18% 
 

Reserving IP Addresses in Windows DHCP Servers 

The PX uses its serial number as the client identifier in the DHCP 
request. Therefore, to successfully reserve an IP address for the PX in a 
Windows® DHCP server, use the PX device's serial number as the 
unique ID instead of the MAC address. 

 IP address reservation procedure: 

1. Convert the serial number of your PX into hexadecimal ASCII codes.  

 For example, if the serial number is PEG1A00003, convert each 
digit to ASCII codes as shown below:  



Appendix L: Additional PX Information 
 

666
 

 

P=50 

E=45 

G=47 

1=31 

A=41 

0=30 

3=33 

Therefore, the complete ASCII codes are as follows: 

PEG1A00003 = 50454731413030303033 

2. In your DHCP server, bring up the New Reservation dialog to 
reserve the IP address for your PX. 

Field Description 

IP address Enter the IP address you want to reserve. 

MAC address Enter the ASCII codes of the PX serial number. 

Do NOT contain spaces in the ASCII codes. 

 In this example, enter 50454731413030303033 

Other fields Configure them according to your needs. 
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Sensor Threshold Settings 

This section explains the thresholds settings in a threshold setup dialog 
for a numeric internal or external sensor. 
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Thresholds and Sensor States 

A numeric sensor has four threshold settings: Lower Critical, Lower 
Warning, Upper Warning and Upper Critical.  

The threshold settings determine how many sensor states are available 
for a certain sensor and the range of each sensor state. The diagram 
below shows how each threshold relates to each state. 

  above upper critical 

   Upper Critical 

  above upper warning 

   Upper Warning 

  normal 

   Lower Warning 

  below lower warning 

   Lower Critical 

  below lower critical 

 Available sensor states: 

The more thresholds are enabled for a sensor, the more sensor states 
are available for it. The "normal' state is always available regardless of 
whether any threshold is enabled. 

For example: 
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 When a sensor only has the Upper Critical threshold enabled, it has 
two sensor states: normal and above upper critical. 

 When a sensor has both the Upper Critical and Upper Warning 
thresholds enabled, it has three sensor states: normal, above upper 
warning, and above upper critical. 

States of "above upper warning" and "below lower warning" are warning 
states to call for your attention. 

States of "above upper critical" and "below lower critical" are critical 
states that require you to immediately handle. 

 Range of each available sensor state: 

The value of each enabled threshold determines the reading range of 
each available sensor state. For details, see:  

 "above upper critical" State (on page 311) 

 "above upper warning" State (on page 310) 

 "below lower critical" State (on page 310) 

 "below lower warning" State (on page 310) 
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"To Assert" and Assertion Timeout 

If multiple sensor states are available for a specific sensor, the PX 
asserts a state for it whenever a bad state change occurs. 

 To assert a state: 

To assert a state is to announce a "worse" new state. Below are bad 
state changes that cause the PX to assert. 

 

1. above upper warning --> above upper critical 

2. normal --> above upper warning 

3. normal --> below lower warning 

4. below lower warning --> below lower critical 

 Assertion Timeout: 

In the threshold setup dialog, the Assertion Timeout field impacts the 
"assertion" action. It determines how long a sensor must be in the 
"worse" new state before the PX turns on the "assertion" action. If that 
sensor changes its state again within the specified wait time, the PX 
does NOT assert the worse state. 

To disable the assertion timeout, set it to 0 (zero). 
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Note: For most sensors, the measurement unit in the "Assertion Timeout" 
field is sample. Because the PX measures each sensor every second, 
timing of a sample is equal to a second. 

 How "Assertion Timeout" is helpful: 

If you have created an event rule that instructs the PX to send 
notifications for assertion events, setting the "Assertion Timeout" is 
helpful for eliminating a number of notifications that you may receive in 
case the sensor's reading fluctuates around a certain threshold. 
 

Assertion Timeout Example for Temperature Sensors 
 

Assumption: 

Upper Warning threshold is enabled.  

Upper Warning = 25 (degrees Celsius) 

Assertion Timeout = 5 samples (that is, 5 seconds) 

When a temperature sensor's reading exceeds 25 degrees Celsius, 
moving from the "normal" range to the "above upper warning" range, the 
PX does NOT immediately announce this warning state. Instead it waits 
for 5 seconds, and then does either of the following: 

 If the temperature remains above 25 degrees Celsius in the "above 
upper warning" range for 5 seconds, the PX turns on the "assertion" 
action to announce the "above upper warning" state. 

 If the temperature drops below 25 degrees Celsius within 5 seconds, 
the PX does NOT turn on the "assertion" action. 
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"To De-assert" and Deassertion Hysteresis 

After the PX asserts a worse state for a sensor, it may de-assert the 
same state later on. 

 To de-assert a state: 

To de-assert a state is to announce the end of the previously asserted 
worse state. Below are good state changes that cause the PX to 
de-assert the previous state. 

 

1. above upper critical --> above upper warning 

2. above upper warning --> normal 

3. below lower warning --> normal 

4. below lower critical --> below lower warning 

 Deassertion Hysteresis: 

In the threshold settings dialog, the Deassertion Hysteresis field 
determines a new level to turn on the "deassertion" action. 
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This function is similar to a thermostat, which instructs the air conditioner 
to turn on the cooling system when the temperature exceeds a 
pre-determined level. "Deassertion Hysteresis" instructs the PX to 
de-assert the worse state for a sensor only when that sensor's reading 
hits the pre-determined "deassertion" level. 

For upper thresholds, this "deassertion" level is a decrease against each 
threshold. For lower thresholds, this level is an increase to each 
threshold. The value of the decrease or increase is exactly the hysteresis 
value. 

For example: 

If Deassertion Hysteresis = 2, 

 Upper Critical = 33, so its "deassertion" level = 33 - 2 = 31. 

 Upper Warning = 25, so its "deassertion" level = 25 - 2 = 23. 

 Lower Critical = 10, so its "deassertion" level = 10 + 2 = 12. 

 Lower Warning = 18, so its "deassertion" level = 18 + 2 = 20. 

To use each threshold as the "deassertion" level instead of determining a 
new level, set the Deassertion Hysteresis to 0 (zero). 

 How "Deassertion Hysteresis" is helpful: 

If you have created an event rule that instructs the PX to send 
notifications for deassertion events, setting the "Deassertion Hysteresis" 
is helpful for eliminating a number of notifications that you may receive in 
case a sensor's reading fluctuates around a certain threshold. 
 

Deassertion Hysteresis Example for Temperature Sensors 
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Assumption:  

Upper Warning threshold is enabled.  

Upper Warning = 20 (degrees Celsius) 

Deassertion Hysteresis = 3 (degrees Celsius) 

"Deassertion"  level = 20-3 = 17 (degrees Celsius) 

When the PX detects that a temperature sensor's reading drops below 
20 degrees Celsius, moving from the "above upper warning" range to the 
"normal" range, either of the following may occur: 

 If the temperature falls between 20 and 17 degrees Celsius, the PX 
does NOT turn on the "deassertion" action. 

 If the temperature drops to 17 degrees Celsius or lower, the PX turns 
on the "deassertion" action to announce the end of the "above upper 
warning" state.  

 

PDView App for Viewing the PX 

Raritan has developed an app that can turn your iOS or Android mobile 
device into a local display for the PX. 

This app is called PDView and it can be downloaded for free.  

PDView is especially helpful when your PX is not connected to the 
network but you need to check the PX status, retrieve basic information, 
or even change network settings. 

 Requirements for using PDView: 

 The PX is running firmware version 3.0.0 or later. 

 If you are using an Android device, it must support USB 
"On-The-Go" (OTG). 

 An appropriate USB cable is required. 

 For Android, you need a USB OTG adapter cable. 

 For iOS, use the USB cable shipped with your iOS mobile device. 

 To install PDView: 

1. Use your mobile device to download the PDView app from the 
Google Play or Apple's App Store. 
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2. After installing the PDView, launch it. Below illustrates the PDView 
for Android devices. 

 

3. Connect your mobile device to the USB port of the PX. 

Your mobile device type determines which USB port on the PX shall 
be used to connect the mobile device. The PDView will automatically 
detect and indicate the appropriate USB port for connecting your 
mobile device. 
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The PDView shows a "Connected" message when it detects the 
physical connection to the PX. 

 

4. Log in to the PDView app at the login prompt. Now you can view 
limited PX information or even change some settings. 

Tip: To skip the final login step, you can click the upper right icon of 
PDView to save one or multiple user credentials. Next time the app 
automatically logs in when it detects the PX. 
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Altitude Correction Factors 

If a Raritan differential air pressure sensor is attached to your device, the 
altitude you enter for the device can serve as an altitude correction factor. 
That is, the reading of the differential air pressure sensor will be 
multiplied by the correction factor to get a correct reading. 

This table shows the relationship between different altitudes and 
correction factors. 

Altitude (meters) Altitude (feet) Correction factor 

0 0 0.95 

250 820 0.98 

425 1394 1.00 

500 1640 1.01 

740 2428 1.04 

1500 4921 1.15 

2250 7382 1.26 

3000 9842 1.38 

 
 

Data for BTU Calculation 

The heat generated by the PX device differs according to the model you 
purchased. To calculate the heat (BTU/hr), use the following power data 
according to your model type in the BTU calculation formula. 

Model name Maximum power (Watt) 

PX2-1000 

PX3-1000 
5 

PX2-2000 

PX3-2000 
20 

PX2-3000 

PX3-3000 
24 

PX2-4000 

PX3-4000 
24 

PX2-5000 

PX3-5000 
24 
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Ways to Probe Existing User Profiles 

This section indicates available ways to query existing user accounts on 
the PX. 

 With SNMP v3 activated, you get the "user unknown" error when the 
user name used to authenticate does not exist. 

 Any user with the permission to view event rules can query all local 
existing users via JSON RPC. 

 Any user with the permission to view the event log may get 
information about existing users from the log entries. 

 Any authenticated users can query currently-existing connection 
sessions, including Webcam-Live-Preview sessions, which show a 
list of associated user names. 

 

Truncated Data in the Web Interface 

Some fields of the PX web interface can accommodate data entry up to 
256 characters. When the data entered is too long, it may be truncated 
due to some or all of the following factors: 

 Screen resolution 

 Font size 

 Font type 

 Size of different characters 

Current web browser technology cannot break or wrap these fields with 
long inputs. 

The solution for this issue includes: 

 Increase of the screen resolution 

 Application of smaller font size 

 Use of other interfaces, such as the CLI or SNMP, to view the data in 
these fields 
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Raritan Training Website 

Raritan offers free training materials for various Raritan products on the 
Raritan training website http://www.raritantraining.com. The Raritan 
products introduced on this website include the intelligent PDU, dcTrack®, 
Power IQ, KVM, EMX, BCM and CommandCenter Secure Gateway 
(CC-SG). Raritan would update the training materials irregularly 
according to the latest development of Raritan products. 

To get access to these training materials or courses, you need to apply 
for a username and password through the Raritan training website. After 
you are verified, you can access the Raritan training website anytime. 

Having access to the training website could be helpful for learning or 
getting some ideas regarding Raritan products and making correct 
decisions on purchasing them. For example, you can take the dcTrack 
video training before implementing or using it. 
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The PX device can work with certain Raritan products to provide diverse 
power solutions. 

In This Chapter 

Dominion KX II / III Configuration ..........................................................680 
Dominion KSX II, SX or SX II Configuration..........................................685 
Power IQ Configuration .........................................................................690 
dcTrack ..................................................................................................691 
 
 

Dominion KX II / III Configuration 

Raritan PX2, PX3 or PX3TS series can be connected to the Raritan's 
Dominion KX II or KX III device (a digital KVM switch) to provide one 
more alternative of power management. 

Note that this integration requires the following firmware versions: 

 Dominion KX II -- 2.4 or later 

 Dominion KX III -- ALL versions 

 PX2 series -- 2.2 or later 

 PX3 series -- 2.5.10 or later 

 PX3TS series -- 2.6.1 or later 

Dominion KX II or KX III integration requires D2CIM-PWR and straight 
CAT5 cable. 

For more information on KX II / III, refer to: 

 KX II or KX III User Guide on the Support page 
(http://www.raritan.com/support/) 

 KX II or KX III Online Help on the Product Online Help page 
(http://www.raritan.com/support/online-help/) 

Note: For documentation conveniences, both Dominion KX II  and KX III 
products are referred to as "KX III" in the following sections. 
 

Appendix M Integration 
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Configuring Rack PDU Targets 

KX III allows you to connect rack PDUs (power strips) to KX III ports.  

KX III rack PDU configuration is done from the KX III Port Configuration 
page. 

Note: Raritan recommends no more than eight (8) rack PDUs (power 
strips) be connected to a KX III at once since performance may be 
affected.  
 

Connecting a PX PDU 

Raritan PX series rack PDUs (power strips) are connected to the 
Dominion device using the D2CIM-PWR CIM.  

 To connect the rack PDU: 

1. Connect the male RJ-45 of the D2CIM-PWR to the following female 
RJ-45 connector of the rack PDU. 

 PX1 series: RJ-45 "SERIAL" port 

 PX2 or PX3 series: RJ-45 "FEATURE" port 

2. Connect the female RJ-45 connector of the D2CIM-PWR to any of 
the available female system port connectors on the KX III using a 
straight through Cat5 cable. 

3. Attach an AC power cord to the target server and an available rack 
PDU outlet. 

4. Connect the rack PDU to an AC power source. 

5. Power on the device.  
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Diagram key 

 

PX rack PDU 

 

D2CIM-PWR 

 

KX III 

 

D2CIM-PWR to rack PDU connection 

 

D2CIM-PWR to KX III target device port via Cat5 cable 

 
 

Naming the Rack PDU (Port Page for Power Strips) 

Note: PX rack PDUs (power strips) can be named in the PX as well as in 
the KX III. 

Once a Raritan remote rack PDU is connected to the KX III, it will appear 
on the Port Configuration page. Click on the power port name on that 
page to access it. The Type and the Name fields are prepopulated.  

Note: The (CIM) Type cannot be changed. 

The following information is displayed for each outlet on the rack PDU: 
[Outlet] Number, Name, and Port Association. 

Use this page to name the rack PDU and its outlets. Names can be up to 
32 alphanumeric characters and can include special characters. 

Note: When a rack PDU is associated with a target server (port), the 
outlet name is replaced by the target server name, even if you assigned 
another name to the outlet. 

 To name the rack PDU and outlets: 

Note: CommandCenter Secure Gateway does not recognize rack PDU 
names containing spaces. 

1. Enter the Name of the rack PDU (if needed). 

2. Change the [Outlet] Name if desired. (Outlet names default to the 
outlet #.) 
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3. Click OK. 
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Associating Outlets with Target Devices 

The Port page opens when you click on a port on the Port Configuration 
page.  

If an outlet is connected to the same server that the port is connected to, 
a power association can be made with the target device.  

A server can have up to four power plugs and you can associate a 
different rack PDU (power strip) with each. From this page, you can 
define those associations so that you can power on, power off, and 
power cycle the server from the Port Access page. 

To use this feature, you will need: 

 Raritan remote rack PDU(s) 

 Power CIMs (D2CIM-PWR) 
 

Make a Power Association 

 To make power associations (associate rack PDU outlets to 
KVM target servers): 

Note: When a rack PDU is associated to a target server (port), the outlet 
name is replaced by the target server name (even if you assigned 
another name to the outlet). 

1. On the Port Configuration page, select the target server you are 
associating the PDU with. 

2. Choose the rack PDU from the Power Strip Name drop-down list. 

3. For that rack PDU, choose the outlet from the Outlet Name 
drop-down list. 

4. Repeat steps 1 and 2 for all desired power associations. 

5. Click OK. A confirmation message is displayed. 
 

Turning Outlets On/Off and Cycling Power 

 To turn an outlet on: 

1. Click the Power menu to access the Powerstrip page. 

2. From the Powerstrip drop-down, select the PX rack PDU (power strip) 
you want to turn on. 

3. Click Refresh to view the power controls. 

4. Click On next to the outlet you want to power on.  

5. Click OK to close the Power On confirmation dialog. The outlet will 
be turned on and its state will be displayed as 'on'. 
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 To turn an outlet off: 

1. Click Off next to the outlet you want to power off. 

2. Click OK on the Power Off dialog.  

3. Click OK on the Power Off confirmation dialog. The outlet will be 
turned off and its state will be displayed as 'off'. 

 To cycle the power of an outlet: 

1. Click Cycle next to the outlet you want to cycle. The Power Cycle 
Port dialog opens. 

2. Click OK. The outlet will then cycle (note that this may take a few 
seconds). 

3. Once the cycling is complete the dialog will open. Click OK to close 
the dialog. 

 

Dominion KSX II, SX or SX II Configuration 

Raritan PX support the integration with Raritan's serial access products - 
Dominion KSX II, Dominion SX and Dominion SX II. 

Cables used for connecting the PX to different Dominion access 
products are different. 

 KSX II - a standard network patch cable (CAT5 or higher) 

 SX - a CSCSPCS cable 

 SX II - a standard network patch cable (CAT5 or higher) and 
D2CIM-PWR 

Note: To only access the CLI of the PX via SX / SX II, treat the PX as a 
serial device by connecting SX /SX II to the PDU's serial port instead of 
the FEATURE port. 

For more information on these Dominion serial access product, refer to: 

 KSX II, SX or SX II User Guide on the Support page 
(http://www.raritan.com/support/) 

 KSX II, SX or SX II Online Help on the Product Online Help page 
(http://www.raritan.com/support/online-help/) 

 

Dominion KSX II 

After connecting a Dominion KSX II to the Raritan PDU, you can monitor 
the PDU and even control its outlets if the PDU is an outlet-switching 
capable model. 
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Connecting a Rack PDU 

 To connect the Raritan PX to the KSX II: 

1. Connect one end of a Cat5 cable to the following ports of different 
Raritan PX. 

 PX1 series: RJ-45 "SERIAL" port 

 PX2 or PX3 series: RJ-45 "FEATURE" port 

2. Connect the other end of the Cat5 cable to either the Power Ctrl. 1 or 
Power Ctrl. 2 ports on the back of the KSX II. 

3. Attach an AC power cord to the target server and an available rack 
PDU outlet. 

4. Connect the rack PDU to an AC power source. 

5. Power on the KSX II device. 

Important: When using CC-SG, the power ports should be inactive 

before attaching rack PDUs that were swapped between the power ports. 

If this is not done, there is a possibility that the number of power outlets 

will not be correctly detected, especially after swapping 8 and 20 outlet 

rack PDU models. 
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Diagram key 

 

KSX II 

 

PX SERIAL or 
FEATURE port 

 

KSX II Power 
Ctrl. 1 Port or 
Power Ctrl. 2 
Port 

 

Cat5 cable 

 

PX   

 
 

Power Control 

The KSX II operation to turn on/off or power cycle a PX is the same as 
the KX III operation. See Turning Outlets On/Off and Cycling Power 
(on page 684). 
 

Dominion SX and SX II 

By connecting to a Dominion SX or SX II device, you can associate one 
or more outlets on a PX device to specific SX or SX II ports. 
 

Dominion SX II 

The way to use Dominion SX II to connect, configure and control a 
Raritan PX is the same as the way to use Dominion KX III. For detailed 
information, refer to: 

 Connecting a PX PDU (on page 681) 

 Naming the Rack PDU (Port Page for Power Strips) (on page 
682) 

 Associating Outlets with Target Devices (on page 684) 

 Turning Outlets On/Off and Cycling Power (on page 684) 

 
 

Dominion SX 

Configuring a PX on Dominion SX 

1. Choose Setup > Power Strip Configuration.  
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2. Click Add. The Power Strip Configuration screen appears. 

 

3. Type a name and description in the Name and Description fields. 

4. Select the number of outlets from the Number of Outlets drop-down 
menu. 

5. Type the port number in the Port field. 

6. Click OK. 
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Power Control 

1. Choose Power Control > Power Strip Power Control. The Outlet 
Control screen appears. 

 

2. Check the box of outlet number you wish to control, and click On/Off 
buttons to power on/off the selected outlet(s). 

3. A confirmation message appears, indicating successful operation. 
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Checking Power Strip Status 

1. Choose Power Control > Power Strip Status. 

 

2. A status box appears, displaying details of the controlled PX, 
including power state of each outlet on the device. 

 

Power IQ Configuration 

Sunbird's Power IQ is a software application that collects and manages 
the data from different PDUs installed in your server room or data center. 
With this software, you can: 

 Do bulk configuration for multiple PDUs 

 Name outlets on different PDUs 

 Switch on/off outlets on outlet-switching capable PDUs 

For more information on Power IQ, refer to the Power IQ online help on 
the Sunbird website: http://support.sunbirddcim.com. 
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dcTrack 

Sunbird's dcTrack® is a product that allows you to manage the data 
center. The PX is categorized as a power item in dcTrack. dcTrack offers 
an import wizard for conveniently adding the PX as well as other IT 
equipment to dcTrack for management. 

You can use dcTrack to: 

 Record and manage the data center infrastructure and assets 

 Monitor the electrical consumption of the data center 

 Track environmental factors in the data center, such as temperature 
and humidity 

 Optimize the data center growth 

For more information on dcTrack, refer to the online help accessible from 
the dcTrack application, or user documentation available on the 
Sunbird's website: http://support.sunbirddcim.com. 
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dcTrack Overview 

dcTrack® is a powerful and intelligent data center management and 
automation application.  

It has been designed by data center and IT professionals to provide 
broad and deep visibility into the data center. It empowers data center 
managers to plan for growth and change by optimizing their current 
operations, assets, and infrastructure. 

With dcTrack, you can view everything in the data center from servers, 
blades, virtual servers and applications to data networks, IP addressing 
space and cabling. dcTrack also allows you to track real-time power 
consumption and manage raised floor space and rack elevations.  

Use dcTrack to build your floor map data center map directly in the 
application, or import an existing floor map into the dcTrack. Further, 
dcTrack allows you to import AutoCAD® 2012 (and earlier) objects to 
build a data center map.  

If you currently maintain data center information in spreadsheet format, 
that data can be imported into dcTrack using the Import wizard.    

Isolate potential problems with end-to-end power and data circuits by 
visually tracing them. This allows you to identify all intermediate circuit 
points and locate problems. 

By using dcTrack's workflow and change management feature, data 
center managers are better able to enforce best practices across the 
enterprise and meet ITIL framework guidelines. You can also opt to skip 
the Change Control workflow process and work in Request Bypass so 
requests are processed immediately. 

dcTrack® can be used as a standalone product or integrated with Power 
IQ® for power and environmental monitoring. 
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Asset Management Sensors and dcTrack 

If any asset sensors are connected to the PX, the PX can transmit their 
information to Sunbird's dcTrack. All you have to do is to add the PX to 
dcTrack, and also add each IT item where an asset tag is attached to 
dcTrack. 

Note: For instructions on connecting asset sensors, see Connecting 
Asset Management Sensors (on page 54). 

If SNMP is enabled, event information can be transmitted to dcTrack. 
Specifically, Sunbird's Power IQ detects when an asset tag is connected 
or disconnected from an asset sensor. Power IQ then generates a 
connect or disconnect event. When dcTrack polls Power IQ, the 
connect/disconnect events are pulled into dcTrack, and displayed in the 
dcTrack Web Client. 

 To poll and display asset management events in dcTrack 

 The PX that the asset sensor is connected to must exist in dcTrack.  

EMX devices are identified as probes in dcTrack; Raritan PDUs are 
identified as sensors.  

 Each IT item connected to the asset sensor via an asset tag must 
exist in dcTrack.  

You do not need to manually enter the asset tag IDs for IT items that 
already exist in dcTrack as long as these items are in the Installed 
status.  

Simply, plug the item's asset tag into an asset sensor that is 
connected to the PX that exists in dcTrack. dcTrack automatically 
assigns the asset tag ID to the existing IT item. 

Note: If needed, the asset tag number can be overwritten. 

For more details on dcTrack as well as how asset sensors work with 
dcTrack, contact Sunbird Professional Services and Support from the 
http://support.sunbirddcim.com. 
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