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Abstract and Keywords

This article discusses security and intelligence services in Russia. In Russia, the security 
and intelligence services of the nation have always been critical to the country's foreign 
and domestic policies. Both have served as a means to dig dissent at home, to frustrate 
enemy intelligence operations, and to provide information necessary to build nuclear 
weapons. This article begins with the nature of intelligence services in Russia. It also 
discusses the Stalin and Repression period and the role of Russia's KGB during these 
periods. The article also considers CHEKA's (Extraordinary Commission for Combating 
Counterrevolution and Sabotage) foreign intelligence. The military services, post-Soviet 
intelligence services, Putin, and the rise of Siloviki are also discussed.

Keywords: security, intelligence services, Russia, security and intelligence, foreign policies, domestic policies, 
Stalin, repression period, KGB

The Intelligence Services of Russia 
Robert W. Pringle
The Oxford Handbook of National Security Intelligence
Edited by Loch K. Johnson

Print Publication Date:  Mar 2010 Subject:  Political Science, International Relations
Online Publication Date:  Sep 2010 DOI:  10.1093/oxfordhb/9780195375886.003.0046

 

Oxford Handbooks Online



The Intelligence Services of Russia

Page 2 of 19

PRINTED FROM OXFORD HANDBOOKS ONLINE (www.oxfordhandbooks.com). (c) Oxford University Press, 2015. All Rights 
Reserved. Under the terms of the licence agreement, an individual user may print out a PDF of a single chapter of a title in 
Oxford Handbooks Online for personal use (for details see Privacy Policy).

Subscriber: Sciences Po GRENOBLE; date: 27 March 2018

1. Introduction
In Russia, the security and intelligence services have always been critical to formation of 
the country's foreign and domestic policies. For the tsars' ministers, Communist Party 
general secretaries, and post-Cold War Russian presidents, intelligence and 
counterintelligence have dug out dissent at home, punished it abroad, and stolen critical 
military and scientific technology for the state and its ruling elite. During the course of 
the Soviet Union's existence, intelligence frustrated enemy intelligence operations and 
provided the information necessary to build nuclear weapons. While neither Soviet nor 
tsarist intelligence services could save their political masters from incompetence and 
corruption, they served as a force multiplier in international politics. Analysis of Soviet 
and post-Soviet intelligence services is bedeviled by the problem of sourcing. The 
historiography of Russian intelligence is very much like an account of modern 
Egyptology: historian and archivists busy trying to decipher the past from limited and 
contradictory material, always aware of the limits of the evidence (Khlevnik 2004, 1–8, 
328–44).

While there have been a staggering number of books on the Soviet Union and Russia, 
almost none address the role of the services in Soviet domestic and foreign-policy 
decision making. Amy Knight, one of the best students of security policy put it best: “The 
Soviet security police looms as an uncertain variable for scholars, mainly because we 
have no commonly accepted conceptual framework to explain its role in the system. The 
KGB has never received much scholarly attention in the West” (Knight 1988, xvi).

Our understanding of the Soviet and post-Soviet services has been improved somewhat 
since 1990 with the opening of some of the Communist Party and police archives, as well 
as the publication of Western counterintelligence material. Especially important was the 
declassification and release of more than two thousand deciphered intelligence cables 
between Russian intelligence residencies (intelligence stations) and Moscow, classified 
for decades as Top Secret/Venona (Haynes and Klehr 1999, 339–71). Furthermore, the 
last two decades have seen the publication of memoirs by Soviet and East European 
officials: especially important are books by Oleg Gordiyevsky and Vasili Mirokhin, which 
were co-authored by Christopher Andrew. Yet, the revelations have stirred rather than 
halted debate. Every major issue of Russian intelligence history since 1917 remains 
controversial and shrouded by debates over sources—human and paper.

2. Intelligence Services
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Soviet and post-Soviet intelligence services have seen themselves as the “sword and 
shield” of the revolution and the Russian state. For Vladimir Lenin and the Bolshevik 
leadership, a revolution without a firing squad was ridiculous. Lenin created the CHEKA 
(Extraordinary Commission for Combating Counterrevolution and Sabotage) on 20 
December 1917 under the leadership of Feliks Dzerzhinsky, a Polish Bolshevik who had 
spent much of his adult life in prison and exile. Dzerzhinsky grew the CHEKA by 1921 
into a massive security bureaucracy of 250,000 officials—compared to that of the Tsarist 
Okhrana and Corps of Gendarmes, which never totaled more than 15,000. The CHEKA 
rapidly assumed control of foreign intelligence, counterintelligence, signals intelligence, 
and the border guards. For the CHEKA, the real issue was the destruction of the enemies 
of the new regime from the tsar and his family to parish priests. Estimates of executions 
between 1917 and 1921 vary, but the usually accepted figure is 140,000. Dzerzhinsky and 
his deputies played a critical role in the Civil War, operating against Whites, Greens 
(anarchists), and foreign armies. The CHEKA also guaranteed the loyalty of the newly-
minted Red Army by assigning CHEKA officers in military units, executing suspected 
traitors, and holding hostage families of dubious officers (Leggett 1981, 17; Andrews and 
Gordievsky 1991, 52–63; Mitrokhin 2007, “By the Church Gates”).

The history of the revolutionary CHEKA is a dominant myth in the history of Russian 
intelligence. Soviet and Russian intelligence officers have adopted the title Chekist to this 
day, whether they served in the GPU (1922–23), OGPU (1923–34), NKVD (1934–46), MGB 
(1946–54), or KGB (1954–91). Dzerzhinsky dubbed his men as “knights of the revolution,” 
“men with clean hand and warm hearts” and so they have largely seen themselves. 
Russian intelligence and security officers are paid on the twentieth of the month to 
commemorate the formation of the CHEKA, and former Russian President 
Vladimir Putin, a former KGB lieutenant colonel, continues to praise past and present 
Chekists for their service to the state.

2.1 Stalin and Repression

Among the most bitterly disputed issues in Soviet history is the role of Joseph Stalin and 
the human cost of his rule. Stalin from the 1920s placed his bureaucratic allies in the 
security police, and moved key subordinates between the police and Party bureaucracy to 
insure control of the competent organs of state control. The first sophisticated study of 
repression was Robert Conquest, The Great Terror in 1966. Aleksandr Solzhenitsyn's 
masterful Gulag Archipelago (1972–76), which was smuggled out of the Soviet Union a 
decade later, provided the first detailed account of what Solzhenitsyn dubbed “our 
sewage disposal system.” Solzhenitsyn showed both the West and a few Russian readers 
how critical to the terror was a system of corrective labor camps (Gulag of Chief 
Directorate Camps) which included hundreds of camp complexes and special settlements 
for exiles (Conquest [1966] 1990; Solzhenitsyn 1972–76, vol. 1).

(p. 776) 
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Crucial to the power of the security service was a network of informers that penetrated 
every institution and communal apartment building. In 1934, the NKVD had 27,000 paid 
and 279,000 “volunteer” informers. By the end of Stalin's death, the number of volunteer 
informants was in the millions. Informers acted out of revenge; to gain privileges such as 
new housing and foreign travel; and out of fear. In the Stalin years—and after—
denunciations sent hundreds of thousands to prison camps and firing squads. Orlando 
Figes has written an outstanding study of informants, The Whisperers. His research notes 
for the book are an excellent source for Soviet social, as well as intelligence, history 
(Figes 2007, 125136).

Prisoners built canals and roads, mined for gold and nickel, logged and farmed. They also 
died by the hundreds of thousands. Recent revelations from the archives suggest that 
between 1930 and 1953 there were a total of 36.5 million sentences of prison, exile, and 
execution for 25 million people. These statistics are unreliable, incomplete, and 
notoriously difficult to deal with. Orlando Figes put the number of executions during the 
period at approximately one million. Anne Applebaum's study of the forced labor camps 
put the number of deaths in prison and camps during the same period at over two million. 
The Memorial Society has made a major contribution to our understanding of the Stalin 
years by identifying mass-grave sites, and publishing lists of victims; biographies of 
senior secret police officials; and documents signed by Stalin and other members of the 
leadership sending 38,000 men and women to their deaths (Applebaum 2003, 578–86; 
Figes 2007, 667).

Stalin never lost control of the secret police. He met regularly with senior Chekists and 
encouraged their subordinates to write to him with their recommendations and 
denunciations. While the Great Terror ended in 1938, a “lesser terror” continued until his 
death. Minority nationalities were punished with deportation (Chechens) or decimation 
(the Balts); hundreds of military officers went to their death for incompetence or 
disloyalty; while Jews came close to exile because of trumped up charges of ethnic 
disloyalty (Parrish 1996, 1–39).

Stalin died while plotting another purge on 5 March 1953. Stalin's successors 
immediately sought to distance themselves from Stalin's policies of terror. The doctors' 
plot was ended and the surviving physicians were freed. More than a million prisoners 
were freed from the Gulag, and in July 1953 Beria and his senior assistants were arrested 
and shot five months later. The real issue for Nikita Khrushchev his colleagues was how 
to strip the police of its power and restore the legitimacy of the Communist Party. The 
Ministry of State Security was renamed the Committee of State Security, a new set of 
younger leaders were selected from the second tier of the Party bureaucracy, and it was 
placed under political scrutiny. More than sixty senior security officers were tried for 
espionage and treason (not crimes against humanity), and a few like Abakumov were shot 
(Parrish 2004, 449–59).

(p. 777) 
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During the Khrushchev era (1955–64), the KGB remained under close Party control. 
Khrushchev pushed for some de-Stalinization, including the rehabilitation of hundreds of 
thousands of the martyrs—living and dead of the Stalin era, and the publication of 
memoirs and novels critical of the Gulag. (The most important of which was Aleksandr 
Solzhenitsyn, One Day of Ivan Denisovich, published in 1962) In 1964, the KGB played a 
critical role in the bloodless coup that deposed Khrushchev. Party traditionalists used the 
KGB to isolate the Party leader and later held him incommunicado before his “trial” 
before the Central Committee (Zubok 2007, 189–91). Leonid Brezhnev, the new General 
Secretary, rewarded both the KGB and the Ministry of Defense for their support in the 
coup. For the security service, it meant expanded power and responsibilities.

The KGB became by 1970 the largest integrated intelligence and security service in the 
world. Most of this bureaucratic growth was the result of Yuri Andropov, who became 
Chairman in 1967. Andropov expanded the bureaucratic fiat of the KGB into surveillance 
of religious and political dissidents, creating the Fifth (Counterintelligence within the 
Intelligentsia) Directorate in 1967. In 1974, Solzhenitsyn, KGB codename “Pauk” (spider) 
was charged with betrayal of the motherland and expelled. Andropov also brought the 
KGB into the war against corruption and organized crime. Abroad, the KGB expanded its 
residencies, concentrating on the collection of scientific and technical intelligence, covert 
action, and counterintelligence (Andrews and Mitrokhin 1999, 307–22).

Despite the KGB's record, the service had to cope with the defection of several crucial 
officers. Moreover, despite Andropov's desire to root out corruption, he was never 
allowed to investigate, let alone prosecute, corruption in the Party elite. As Brezhnev's 
health declined, Andropov used the KGB to advance his cause by allowing leaks 
embarrassing the veteran Party leader. In November 1982, Brezhnev died and Andropov 
assumed the mantle of Party leadership. Andropov, despite his zeal for reform and a 
return to “Leninist norms,” was unable—even with stepped up KGB surveillance of the 
population—to stop the economic decline of the country, and he died in early 1984.

When Mikhail Gorbachev became General Secretary in March 1985, he began a new set 
of political policies to restore Party legitimacy and arrest economic decline. Known in the 
West as glasnost and perestroyka (transparency and restructuring), they were initially 
supported by the KGB, who shared his concerns about economic stagnation and 
international isolation. Gorbachev saw the KGB as an elite and uncorrupted institution, 
but sought—like every Soviet leader since Stalin—to maintain bureaucratic control of the 
security police. The KGB, however, quickly came to believe that Gorbachev threatened 
the stability of the Communist system. Glasnost encouraged nationalist sentiments in the 
non-Russian Republics, and a more honest appraisal of Soviet history—particularly of the 
Stalinist era—eroded the popularity and legitimacy of the Communist Party. Failure of 
economic restructuring and inflation, the birth of real politics, and open anti-Soviet 
demonstrations caused many KGB officers to throw in their lot with traditional Party 
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leaders who were plotting a coup d'état. Unfortunately for them, 1991 was not to be a 
replay of the 1964.

The August 1991 coup was a charade. Second-tier KGB officers refused orders to storm 
the Russian White House and remove Russian leader Boris Yeltsin. The coup leaders—
including KGB chairman Vladimir Kryuchkov—were unable to act decisively and the 
three-day coup failed. The coup essentially led to the disintegration of the Soviet Union 
into fifteen nation states. Kryuchkov was arrested, the KGB was broken up into several 
separate services, and the new foreign intelligence chief even gave the US ambassador 
the schematics of the KGB bugging attack against the Embassy. More than one euphoric 
journalist and not a few scholars announced the KGB was dead. They were premature in 
their obituaries.

3. Foreign Intelligence
Internal security rather than foreign intelligence was the priority of the CHEKA. The 
foreign intelligence arm of the CHEKA was created on 20 December 1920. Like the 
Tsarist Okhrana, which conducted operations from Paris in the last years of the tsarist 
regime, the CHEKA identified émigré politicians as the most dangerous threat to the 
stability of the regime. CHEKA foreign operations thus were initially designed to 
penetrate and neutralize émigré organizations and their foreign supporters. An ingenious 
counterintelligence operation known as the Trust lured anti-Bolshevik politicians and 
foreign supporters like Boris Savinkov and Sidney Reilly back to Russia where they were 
killed (Andrews and Mitrokhin 1999, 25–35).

Given their long history of foreign underground operations, it is not surprising that Soviet 
foreign intelligence developed unique tactics and cover. Intelligence officer served under 
both diplomatic and non-official cover. Most major success came from officers operating 
under non-official cover—illegals in the jargon of the trade—who recruited code clerks 
and began a brilliantly conceived program of signing on young and disaffected 
members of the British ruling class. The spotting, recruiting, and running of “the Ring of 
Five,” men who rose to positions of prominence in the foreign office and intelligence 
services, was perhaps the most spectacular victory of Soviet foreign intelligence. Soviet 
intelligence also made important recruitments in Germany, the United States, Japan, and 
Canada. Communist parties in these countries served to identify recruits and run 
important sources (Andrews and Mitrokhin 1999, 42–88.).

Stalin's security services also hunted down the enemies of revolution. Whites and later 
Trotsky's organizations were penetrated, and their leaders were kidnapped or murdered. 
The NKVD's greatest success was the murder of Leon Trotsky in Mexico in 1940 by an 
assassin hired and trained to murder Stalin's enemy. The mastermind of the murder, Pavel 
Sudoplatov, wrote a self-serving memoir of his role. Also killed by the NKVD were 
defectors, who had the temerity to betray Moscow (Sudoplatov 1994, 65–86). The NKVD 
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also carried out a number of domestic murders for Stalin, including that of the wife of 
Marshall Grigory Kulik in 1940, and the great Yiddish actor Solomon Mikhoels in 1948, 
according to a recent biography of Stalin (Sebag-Montefiore 2004, 316–33).

During the 1930s and 1940s, Soviet tradecraft (konspiratsiya) was more sophisticated 
than any other service. Residencies were divided into lines—PR (political Intelligence), X 
(Scientific Intelligence), KR (Counterintelligence), and N (Illegals), being the most 
prominent. Case officers recruited, developed and ran agents on the streets of American, 
European, and Asian cities. Though idealism gave way to money as the major reason men 
and women spied for the Soviet Union after Stalin's death, Soviet case officers continued 
to find and run agents with access to scientific, political, and military information. For 
example, the KGB residency in London ran Melita Norwood for more than half a century. 
In the 1960s, the residency, working with illegals, ran a penetration of the British 
Admiralty for several years (Andrews and Mitrokhin 1999, 115–16).

Following World War II, Moscow could also depend on the services of the intelligence 
services of the Warsaw Pact countries. The East German HVA, the foreign intelligence 
service run by Marcus Wolf, was exceptionally successful in penetrating the West German 
security and intelligence services. While many officers in the satellite service dislike 
Moscow's tutelage and a few even defected to the West, the KGB received excellent 
scientific and technical and military intelligence. One source of the HVA, an American 
army sergeant, provided reams of reports on America's signal intelligence programs 
(Herrington 1999, 249–372). While Wolf's biography is self-serving, it provides interesting 
details of the KGB-HVA entente (Wolf 1997).

3.2 The Far Neighbors: Military Intelligence

The NKVD and later the KGB often referred to their military intelligence colleagues as 
“the far neighbors.” (The Ministry of Foreign Affairs was the “Near Neighbors”; these 
designations referred to their location in regard to security police headquarters at the 
Lubyanka.) Military intelligence, known as the Fourth Department of the General 
Staff, and later as the GRU (Main Intelligence Directorate), also had spectacular 
successes in the 1920s and 1930s. GRU illegals recruited important sources in Germany, 
Great Britain, and the United States. As was the case with the civilian service, almost all 
military intelligence agents were recruited on the basis on ideology and not money or 
compromise. “Well-wishers” (dobrozhitelya) were the primary source of military, political, 
and technical intelligence. In the case of both services, many of the most effective 
intelligence officers, case officers, or agent handlers, were non-Russians, Jews, Poles, 
Latvians, and Germans, all of who served the revolution selflessly and most of whom 
perished in the Terror of the late 1930s (Kolpakid and Prokhorov, chs. 3–4).

The GRU developed during the Stalin years into an all-source intelligence service, a 
responsibility it maintained through the Soviet and post-Soviet years. Military attaches 
were posted to diplomatic missions, with responsibility to liaison with host services and 

(p. 780) 
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conduct agent recruitment and running. The GRU had responsibility for military signals 
intelligence, and in the post-Stalin years long-range aerial surveillance. The GRU also 
developed an ability to collect and analyze information on foreign countries' weapons and 
military production. The GRU also was responsible for a daily intelligence report to the 
general staff, which incorporated information from all sources (Kolpakid and Prokhorov, 
ch. 12).

3.3 Warning and Intelligence

The German invasion of the Soviet Union of 22 June 1941 represents one of the greatest 
intelligence failures in history, and one that haunts the leaders of Russia to this day. 
Within the Soviet Union and now Russia, the issue has been of more than academic 
interests, raising issues about Stalin, the role of the Communist Party, and the 
competence of the Soviet intelligence services. Stalin received more than 100 specific 
warnings from the GRU and the KGB. Russian Military Intelligence GRU illegal agent 
Richard Sorge, who while living under cover as a journalist recruited sources with access 
to German and Japanese war plans, provided Moscow with the date of the attack. Other 
GRU and NKVD agents provided detailed information about German order of battle and 
tactics.

Stalin had by 1941 so intimidated the GRU and NKVD leadership that they censored raw 
intelligence reporting. On one report, Stalin wrote; “You can send this source to his 
[expletive deleted] mother! This is not a source but a disinformer” (Murphy 2005, xv). 
Stalin dismissed predictions of the attack; ordered the arrest of case officers he felt were 
leading the Soviet Union into war; and refused to allow intelligence officers to review or 
analyze agents' reports. The intelligence failure of 22 June 1941 has caused Soviet and 
Russian political leaders to make “warning” the major task of the services (Murphy 2005, 
137–73).

A possible natural reaction to Operations Barbarossa was the Soviet services' jaded—not 
to say paranoid—view of the West following World War II. The KGB saw Western 
intelligence's hand in every foreign and domestic problem facing the country from foreign 
radio broadcasts to military operations on the borders. In the 1980s, KGB 
Chairman Vitaliy Fedochuk warned the Central Committee about the threat of mixed 
marriages between Soviets and foreigners and the nefarious support for American 
musicians at international music concerts (Albats 1994, 180–82). Far more dangerous was 
the creation of a program called RYaN (The Russian initials for Nuclear Rocket Attack) in 
the late 1970s that demanded that KGB and GRU residencies find evidence of a US 
nuclear first strike. The hyping of poor information, combined with the lack of any 
intelligence analysis, took the United State and the Soviet Union close to crisis in early 
1980s. An excellent account of RYaN, and Soviet warnings, was written by Benjamin 
Fischer, and can be found on the CIA website.

(p. 781) 
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3.4 Intelligence and War Fighting

Soviet intelligence and counterintelligence services played a critical role in victory over 
the Nazis. Stalin became a sophisticated consumer of intelligence during the Great 
Patriotic War. NKVD and GRU officers played key roles in maskirovka (strategic 
deception) that led to major victories at Stalingrad, Kursk, and White Russia.

Foreign intelligence served as a forced multiplier, by providing detailed information on 
the strategies and tactics of both the Germansand Stalin's war time allies. The Red 
Orchestra, a network of spies in Western Europe, provided detailed information of 
German order of battle and strategy. In the United States, Canada, and the United 
Kingdom, Soviet agents produced information on military and scientific issues. Soviet 
agent handlers, under both diplomatic cover and as illegals, sent back thousands of 
reports on every aspect of Anglo-American grand strategy. There were Soviet agents in 
the White House, the State and War Departments, and the OSS, America's first civilian 
intelligence service. In 1944, there were six Soviet agents at Los Alamos providing details 
on the American nuclear-weapons program, Soviet codename Enormoz (Haynes and Klehr
1999, 287–330). In 1945 when Harry Truman became president, Stalin knew infinitely 
more about the American weapons program than he did. From 1945 to 1949, Beria 
headed the Soviet nuclear program, assembling slave labor to build facilities, and 
encouraging with terror and rewards a core of scientists to build the bomb. The Soviet 
successful test of a nuclear weapon in 1949 was a result of the marriage of Soviet science 
and intelligence.

Another crucial ingredient of the Soviet victory was counterintelligence. A new service 
SMERSH (Smert Spiyonam or Death to Spies) was established within the Ministry of 
Defense. Its chief, Viktor Abakumov, created a domestic counterintelligence regime that 
denied German intelligence access to the Soviet rear. More critically, SMERSH maintain a 
series of “radio games” using captured and turned German agents to feed the German 
intelligence service misleading information. By 1943, Moscow was able to manipulate 
Berlin's perception of Soviet strategy. (Stephan 2004, 61–107).

During the Cold War, the Soviet leadership used the services much as they had in World 
War II in managing crises and hiding secrets. Maskirovka was used to deceive the United 
States during several crises: in 1962 the Soviet Union moved more than forty 
thousand combat troops and nuclear-tipped missiles to Cuba using wartime measures of 
denial and deception. The codename for the Cuban operation, Anadyr, was the name for a 
river in eastern Siberia. The KGB also worked with the military-industrial complex in 
hiding “secret” cities where weapons of mass destruction were manufactured.

The KGB was integrated into national planning in the Communist Party Politburo and the 
Defense Council. Until the end of the Soviet era, KGB officers continued to hold military 
ranks, the KGB chairman with the rank of General of the Army. Senior Soviet Intelligence 

(p. 782) 
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Officers played key roles in the decision to crack down on dissident regimes in Budapest 
in 1956 and Prague in 1968. On Christmas day 1979, KGB commandos stormed the 
presidential palace in Afghanistan and killed the Afghan leader and his entourage (Zubok 

2007, 259–64).

3.5 Technical Intelligence

The Soviet state lost most of its signal intelligence capacity with the emigration of the 
tsarist service's best officer. The regime quickly developed a signal intelligence capability, 
in large part through the recruitment of their opponent's code clerks. Soviet illegals 
recruited several important sources, including two British code clerks. Both the KGB and 
the GRU developed sophisticated signals intelligence departments, collecting intelligence 
from field stations, ships, and from diplomatic establishments. The largest signals 
intercept site outside the Soviet Union was located at Lourdes, Cuba, where both the 
GRU and KGB intercepted messages transmitted by satellites. The KGB yearly reports for 
the 1960s and 1970s indicate the KGB and GRU sent approximately one hundred 
thousand messages to the Central Committee annually. The annual report for 1960 stated 
that the KGB intercepted and decrypted messages from fifty-two countries. By 1967, the 
KGB was able to decrypt 152 cipher system employed by a total of 72 states (Andrews 
and Mitrokhin 1999, 337–54; Zubok 1994, 23).

Very little is known about the GRU satellites. All arms-control treaties between the United 
States and the Soviet Union noted “national technical means” were to be used to verify 
the agreements by monitoring the adversaries' weapons systems, suggesting Moscow's 
trust in their systems. The GRU has recently posted copies of satellite photographs of 
Washington DC on their website and offers photography for sale through a proprietary 
company. (www.agentura.ru/dossier, accessed 8 November 2008)

3.6 Covert Action

Covert action, like many Soviet intelligence tactics, had its origins in tsarist Okhrana. 
(The Okhrana bribed many French journalists to support investment in Russia and a 
Franco-Russian alliance in the years prior to World War I.) Service “A” of the First Chief 
Directorate was responsible for “Active Measures,” ranging from building clandestine ties 
to political leaders to the bribing of venal politicians, to the placement of anti-
American news stories in Third World journals. Service A effectively used Russian 
Orthodox Church priests as agents of influence in the World Council of Churches, 
according to a Soviet defector (Mitrokhin 1999, 486–507). The KGB helped the Brezhnev 
regime build ties to West European governments, successfully lobbying for diplomatic 
recognition and trade agreements (Mitrokhin and Andrew 2005, 295–330). Perhaps the 
most infamous example of active measures was a story placed in an Indian newspaper 
claiming the AIDS was created by the US military to destroy people of color. The reason 

(p. 783) 
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for the placement was to undercut US prestige; the story is still widely believed in many 
countries Andrews and Mitrokhin (2005, 339–40).

Intelligence historians will long debate about the effectiveness of Active Measures as a 
form of Soviet and Russian “soft power.” Russian intelligence history suggests that it will 
not be abandoned. The deputy chief of the Russian Foreign Intelligence Service (SVR) 
told an American audience in 1992 that Active Measures was one of the most important 
tools of Russian foreign policy (Kirpichenko 1992).

4. Post-Soviet Services
At the time of the fall of the Soviet Union, the KGB had a staff estimated at approximately 
500,000, 240,000 of whom were in the Chief Directorate of Border Guards. The KGB was 
a worldwide intelligence services with residencies on every continent. It had a working 
liaison relationship with Soviet satellites in Eastern Europe, and had a powerful 
paramilitary arm that operated within and outside the Soviet Union. Yeltsin's reforms 
were half-hearted and poorly monitored. The notorious Fifth Directorate was disbanded; 
the KGB lost its relationship with Eastern European services; and laws reduced its 
authority to control dissidents. The KGB was broken up into five services; all, however, 
reported directly to office of the president. Parliamentary and press oversight was 
limited. While the Communist Party archives were opened, only a limited effort was made 
to open the KGB archives—even those from the Lenin and Stalin eras—and no attempt 
was made to reveal the identity of informers. In short, no effort was made in Russia such 
as the Gauk Commission in Germany, which publicized the sordid history of the East 
German STASI, or Bishop Desmond Tutu's Truth and Reconciliation Commission in post-
Apartheid South Africa. An American historian presciently wrote in 1996 of the “reforms”: 
“the defeat of a coup attempt is not a revolution . . . The fact that the old apparatchiks, 
including Yeltsin, are still at the helm is one of the major reasons why Russia has not 
reformed its security services” (Knight 1996, 251).

The most important of the services, created from the KGB, are:

•  The Foreign Intelligence Service of Russia (SVR) was prior to 1991 the First Chief 
Directorate.

•  The Federal Security Service (FSB) included the Second (Domestic) and Third 
(Military Counterintelligence) Chief Directorates, as well as KGB provincial, district 
and city offices.

•  The Federal Agency for Government Communications and Information (FAPSI) 
included the Eighth (Government Communications) and |Sixteenth (Signals Intercept) 
Chief Directorates.
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•  The Federal Technical and Export Control Service replaced the State Technical 
Service (GTK), which had been responsible for technical counterintelligence.

•  The Federal Protective Service (FSO) and the President's Main Directorate of 
Special Programs (GUSP), formerly the Ninth and Fifteen Guards Directorates, was 
made responsible for leadership protection and the security of military and political 
installations.

Other smaller services have been created to coordinate work against organized crime, 
narcotics, and to coordinate the fight against terrorism within the territory of the former 
Soviet Union. All these services were directed and largely staffed by former KGB officers.

The First Chief Directorate of the KGB, responsible for foreign intelligence collection and 
covert action, went through a number of name changes before being reborn as the 
Foreign Intelligence Service of Russia (SVR). The SVR leadership is composed of a 
director and eight deputies, and maintains most of the same structure as the KGB's First 
Chief Directorate with components responsible for analysis, political intelligence, foreign 
counterintelligence, scientific intelligence collection, and covert action. Like its Soviet 
predecessors, the SVR maintained officers under legal cover as well as illegals.

While the SVR did close a number of residencies for financial reasons in the early 1990s, 
it continued to run several important penetrations of the Central Intelligence Agency and 
the Federal Bureau of Investigations. The most important of these agents were Aldrich 
Ames and Robert Hanssen, who betrayed a number of American agents within the 
Russian services, at least ten of whom were executed. Ames, a veteran of the CIA's 
clandestine services, provided detailed information about CIA activities within Russia. 
Hanssen, an FBI agent responsible for tracking Soviet intelligence operations in the 
United States, also had access to US diplomatic and military secrets. These SVR 
counterintelligence successes negated important American penetration of the Russian 
intelligence services and military industrial complex.

Despite the relative impoverishment of the country in the early 1990s, SVR chief Yevgeniy 
Primakov found the money to continue to run agents within the United States. A former 
SVR officer, who defected in 2000, has written about SVR operations in Canada and the 
United Nations in New York (Earley 2007, 225–54). His book suggests that the Russian 
services continued to collect political and scientific/technical intelligence, and to serve as 
a back-channel diplomatic conduit of information and influence for the Yeltsin and Putin 
administrations. Specifically, the defector claimed SVR agents of influence were able to 
influence senior Canadian and US policymakers on political and economic questions.

The SVR did suffer a number of setbacks, however: several senior officers defected; a 
retired archivist defected to the British with thousands of pages of reports on operations 
against the United States and the United Kingdom; and intelligence officers from the 
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Baltic to Thailand were exposed and expelled by host governments. In 2008, a spokesman 
for the British security service (MI5) stated that Russian intelligence was the third 
greatest threat to the United Kingdom after Al Qaeda and Iran (Soldatov 2008, 
www.agentura.ru.com, accessed 12 October 2008).

Thousands of KGB professionals left the service in the 1990s. Many migrated to the new 
business community; others entered the burgeoning Russian criminal world. Former KGB 
Deputy Chairman Fillip Bobkov became chief of security of a major bank, for example. 
Former Chekists brought foreign language and real-world experience to legal and illegal 
enterprises. A few, like an obscure lieutenant colonel named Vladimir Putin, entered local 
government and took part in the privatization of the Soviet economy.

The SVR's responsibilities changed after 1991. They no longer enjoyed the cooperation of 
the East European services, which had provided important scientific and technical 
intelligence for the Soviet military and civilian economy. Moreover, the breakup of the 
Soviet Union forced them to open residencies and assign officers to what had been 
republics of the Soviet Union. In the Baltic States, several SVR officers have been 
declared persona non grata and expelled for operational acts. In former Warsaw Pact 
states, SVR officers have been repeatedly and publicly accused of fostering anti-American 
sentiment by sophisticated covert action aimed at limiting the placement of anti-ballistic 
missile radar in the Czech Republic and Poland.

The internal components of the KGB, which dealt with counterintelligence and internal 
security, became the Federal Security Service (FSB). The largest internal-security service 
in the world, save the Chinese's, the FSB has also considerable authority in the fight 
against terrorism, and against major criminal gangs. The FSB has also been given 
authority over the Soviet signals intelligence service, the Federal Agency for Government 
Communications and Information (FAPSI) and the Border Guards. The FSB's major 
components are responsible for domestic counterintelligence; counterintelligence within 
the military; counterterrorism; and the struggle against the mafias (“The Structure of the 
FSB Headquarters staff,” www.agentura.ru, accessed 12 October 2008).

Since the collapse of the Soviet system, the FSB has boasted of successful operations 
against western intelligence agencies, as well as agencies of former republics such as 
Georgia. FSB technical and human counterintelligence operations remain sophisticated, 
and the British ambassador to London complained publicly about the intense 
counterintelligence regime in Moscow in an interview in September 2008. While Russian 
citizens are no longer shot for treason or espionage, many have been sentenced to prison 
for cooperating with foreign services. The FSB has also inherited the KGB's responsibility 
for counterintelligence within the military, and has successfully prosecuted several 
officers for leaking information to Western environmental organizations (The Daily Mail
[London], 28 September 2008).
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Reports by Western and dissident Russian journalists such as Anna Politkovskaya claim 
that the FSB has considerable extra-legal powers and has been used to arrest and 
possibly murder politicians and journalists seen as opponents of the regime. The FSB has 
also been blamed for staging terrorist acts to ignite the Second Chechen War (Goldfarb 
and Litvinenko 2007, 109–50; Politkovskaya 2004). An issue raised by Russian and 
Western journalists alike is whether elements of the FSB are acting without political 
authority in creating acts of violence. Five FSB officers in 1999 said in a press conference 
that they had been hired to murder Boris Berezovsky, one of Russia's richest men 
(Goldfarb and Litvinenko 2007, 45–85).

Russian military intelligence grew rapidly in the final years of the Soviet Union into an 
intelligence empire. With its headquarters at Khodynka airfield in Moscow, the military 
intelligence services continued its responsibilities from the Soviet period, including daily 
intelligence briefings for the General Staff and the Ministry of Defense, and running 
agents by both attaches and illegals. In the 1990s, several GRU officers were expelled 
from Western countries for their intelligence activities. The GRU after 1991 continued its 
mission as an all-source intelligence agency with the ability to collect intelligence from 
military attaches, signal intercept sites, and reconnaissance satellites. Agent operations 
apparently continue to be sophisticated, and well-funded. The GRU have also played a 
political role in wars in the Caucasus, supporting and arming pro-Moscow insurgents 
(Goldfarb and Litvinenko 2007, 18–99).
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4. Putin and the Rise of the Siloviki
Vladimir Putin was Boris Yeltsin's choice to succeed him as president. (The outgoing 
president apparently selected his successors on the guarantee that neither he nor his 
family would be prosecuted for corruption.) Putin, who served as a lieutenant colonel in 
the KGB, had risen from a minor position in St Petersburg to FSB chief and prime 
minister. Putin, who reportedly models his operational style on former KGB chairman 
Andropov, gained tremendous popularity when he moved against Chechen terrorists 
promising, to exterminate them, even if they hid in an outhouse. Putin also quickly moved 
to bring into the National Security Council, the Ministry of Foreign Affairs, and other key 
ministries' veterans of the KGB and other security and military industries. These men, 
dubbed the siloviki, were supporters of a strong state-centered economy, a powerful 
Russian state, an end to the mafia wars of the 1990s, and social order. A study by a 
Russian political scientist in 2006 found that 78 percent of the top thousand leaders of 
Putin's Russia belonged to a former security agency or had ties to it (Levine 2008, 17).

In many ways, Russia benefited from the eight years Putin served as president: major 
mafia factions have been either beaten or forced to legalize their enterprises; the 
economy has rebounded with oil money; and a middle class has emerged. For the first 
time in Russian history, power was not figured in rockets or tanks but through 
the strength of its economy. Putin and his colleagues are also credited with defeating 
terrorists and separatist movements in the Caucasus and for reducing street crime—the 
bane of the Yeltsin years. In foreign affairs, in the words of a senior Kremlin envoy, 
“Russia has returned. It should be reckoned with” (Levine 2008, 33).

There has been of course a dramatic downside. The FSB, like the KGB in Stalin's time, 
has apparently hunted down enemies at home and abroad. Former oligarchs, seen as 
enemies of the new Russia, were frightened into exile or sentenced to lengthy prison 
terms. The assassination of a Chechen leader in Qatar in 2004, as well as the murder with 
radioactive polonium of Aleksandr Litvinenko, an FSB defector in London, and the fatal 
shooting of Anna Politkovskaya—both in 2006—are just three incidents which can be 
traced back to the siloviki. (A former KGB officer, who was identified as Litvinenko's 
murder, ran successfully for the Russian parliament, and an FSB officer was identified as 
a member of the gang that killed Politkovskaya.) Putin and his successor Dmitry 
Medvedev have changed Russia: critics and supporters alike opine that they have created 
a post-Soviet authoritarian Russian state similar to that planned by tsarist prime minister 
Petr Stolypin or Communist Party General secretary Yuri Andropov.

Counterterrorism tactics by the FSB have on two important occasions shown a disregard 
for Russian and international law, as well as human lives. Politkovskaya documented FSB 
tortures and assassination in Chechnya. In 2002, gas was used to immobilize Chechen 
terrorists who had stormed Nord-Ost Theater in Moscow. All 41 terrorist were 
subsequently killed by the gas or shot, but 129 hostages inside the theater also perished. 
In 2004 Chechen activists took 1300 teachers and students hostage in a school in Beslan. 
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In the subsequent paramilitary assault on the school 330 students and teachers died. In 
both cases, the FSB and other security services acted before hostage negotiations with 
terrorists had been concluded. Foreign critics are concerned with the lack of 
professionalism as well as the disregard for innocent hostages. While the FSB has 
inherited the mantle of the KGB with responsibility for surveillance of the society, it lacks 
training, tactics, and cadres to deal with sophisticated Islamic terrorist movements, and 
terrorist incidents.

Putin heralded the successes of living and deceased Soviet intelligence officers and their 
agents. George Koval, a naturalized American citizen who served as a GRU illegal and 
penetrated the Manhattan Project, received posthumous recognition in 2007. More 
ominous, counterintelligence officers, who played roles in the collectivization of 
agriculture which claimed millions of lives, have had stamps issued in their name. Even 
Viktor Abakumov, Stalin's minister of state security, has had his death sentenced 
posthumously repealed. Putin has publicly placed flowers on a bust of Andropov and 
toasted Stalin at public functions.

Has Russian intelligence history run full circle? The FSB has adopted a Russian church 
and maintains an interesting website which provides access to hundreds of valuable 
historical documents (www.fsb.ru). The SVR publicly discusses the fight against terror 
and international crime. Both services are far more open to public scrutiny than the 
Soviet KGB. Nevertheless, much remains the same:

•  Services of the post-Soviet and Soviet era unabashedly served and now serve 
political leaders.

•  Operations against “enemies” at home and abroad are condoned, if not sanctioned 
by the leadership.

•  The intelligence and security services remain robust, well-financed, and capable of 
suborning help from Russian citizens when necessary. As it was in the tsarist and 
soviet people, informers and domestic surveillance remains a staple of the security 
service's responsibilities.

•  The services have attracted competent people, who are capable of innovative 
tactics. The creative use of the computer attacks that drove Georgian communications 
off the air prior to the summer 2008 crisis demonstrates the services' ability to develop 
non-traditional allies and tactics.

•  Most importantly, the services play a critical role in policy making in Moscow, and 
are trusted by the political elite. Foreign intelligence and counterintelligence services 
are involved in the warp and woof of decision-making. Intelligence officers occupy 
critical positions in the foreign ministry, the National Security Council, and key 
industries and businesses.
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